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FTD OEIE - 33 )

*7 2 F+ (On Premise)

FTD FI\14 X% On Premise THRE BEISICIIUTOESE SHHIRE,
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FTD OB - 5RE )V —F 7 7 F+ (Cloud)
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B L\ Management Interface
RSl T TCP/8305 T:&(= SF Tunnel
HE. B, Event BHEH
(&%) SDC = Secure Device Connector

CDO H'5 ASA ZEE T IS, WEICIHU T Proxy & UTERE

Internet

cdFMC®D https

T7o5OYTEE - BE

.|||.|I|.EE
casco SECURE



VI7hO7 24794 TR

Cisco’s Next Generation Firewall Product Line Software Release and

U:/_

Sustaining Bulletin

https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
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Firewall Threat Defense 7.25 Y7 017 @

- REBEAEEDBE=HICFID 7.2 ICiThn-R
« FTID & FMC OF—49~R—ZAIT VIV DERFE(L
« Snort 3 MERICH T BFRERE %= R

- SEEOBIMLEN/cY AT AFRICTHEZ R

- AR TCOMRFERERREZER
- 100 Y EDERERIRIE TDIREE
s TTO/MBEERT—IL2NET S 1= DHEEHLIR % &R

c TOXADINYIIR—FE TAX RLAYDY Y —ZIADE(E

Suggested Release

FTD 7.2.5 (& ASA 9.18.3 interim) A Suggested Release C
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- FTD 7.4.0 & ASA 9.20.1 A 2023F9HICY Y —Z5F
 Firewall 4200 U —X (&h) ERAY 7 bz 7ELTUU—2X
« FMC ICH XIS BRFEH TETILZBRL)

- FTD 7.4.1 & ASA 9.20.2 A 2023F128EICU Y —RFE
- ZDMD Firewall / Firepower 7 7547 VX (BRGEHETETILZRL) ICHTI

« FTD 7.4.x & ASA 9.20.x (& Extra Long Term Release (XLTR) IC7T& 5T 7E

- ETEHTFETHD., THESEESINSAREERD
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- ASA DR - AnyConnect D4 &
- CLI T#R{ETZ % Basic Firewall - Cisco Secure Client ELTYU 7S
* UE—F TR VPN RIREBE LT ITAVYT
SR - IPsec TH SSLTHFIFATAER 7L
- Z80 ACL THLRMICEIR k> %)L VPN
- 19OV It —

| *PCEUTH A= 74 TH
(PIX £ T#% &295) | AT AL *

- VPN St oiggeL 28 (NAM, NVM,
Umbrella, Secure Endpoint)

- 17EBOOV IS —
(Cisco VPN Client £ T#i% & 234)
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Firewall (& ASA Hp FTD H ?

- Firepower 77 5A 7V AIEASAY I D7 FIDY 7 b7 %ERL
THESEDZENTES, £/-. ASAHFID HZhZhREEY 7o
PHEFEET S

Basic (L4 % T) Firewall, Routing / Switching, NAT © o) L4 E T® Basic FW, RA VPN
"~ BRI THNIE ASA ZER
RA VPN #& i © ©
; ; ——— L7 £+ 2 Y5« (IPS, AVC,
Site-to-Site VPN (JL—32 DA S H#EEE) 0 O Ma|wal’e:,L SSjl__ @7(3_) ARNET
IPS / IDS X © Hhld FTD %= &R
AVC, URL Filter, SSL / TLS 185 X ©
Malware %tk X ©
CLI TOE&E © X
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Google Cloud Platform
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FPR 4112/15/25/45

FPR 4215/25/45 FPR 9300 Series
SM-40/48/56
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FPR 1010 FPR 1120/40/50 FPR2110/20/30/40 FPR
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Cisco Secure Firewall Hardware O/R— M7 A U A

One Module:
30-70 Gbps AVC
Stand-alone device: Stand-alone device: 24-64 Gbps AVC+IPS
17-45 Gbps AVC+IPS 12-53 Gbps AVC 65-145 Gbps AVC Sixteen node cluster:
8 - 22.4 Gbps IPsec VPN 10-47 Gbps AVC+IPS 65-145 Gbps AVC+IPS AVC+IPS
8 Node Cluster: Sixteen node cluster: Sixteen node cluster: SM40*16n = 704 Gbps
650 Mbps 1.5-2.2 Gbps 2.3-20 Gbps With 3140, up to Up to 680 Gbps AVC Up to 1.7 Tbps AVC SM48*16n = 830 Gbps
AVC+IPS AVC+IPS AVC+IPS AVC+IPS(1024B) = 288 Gbps Up to 675 Gbps Up to 1.6 Thps AVC+IPS SM56*16n = 950 Gbps

AVC+IPS

9300 Series
SM-40
- A TR | SM-48
. P> 2110/20/30/40 3105/10/20/30/40 4112/15/25/45 SM-56
[« @SS = [EEF,, pmsEEmy
1010 1120/40/50 :

o

_* ”T“ . . z + + +
L R o g BBl
p

SMB Branch Office Mid Enterprise Large Enterprise Data Center ervice Provider

alaln
cisco S E C U RE © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

N H



Secure Firewall 4200 Overview

FTD BLUASAYINDTPRDTP T34 TPV ARAE—RDEF2AIYT14 75y hik—
BIERERDIDDETIL: 4215, 4225, 4245

c TILFAVARIVABELUY SRS UV D AHERERERURIER —/\— A FEI 21—l

* Flow Offload %> Crypto Engine MiEEZEFD. T—F INRICHIAFT NIz FPGA SFP Data Interfaces

s BHICEZENMNERSLU3DDOT7 7V L1 Z2EE . 8x1/10/25GE/50GE

NVMe Drives
* Up to 2x900GB in RAID1T on 4215/4225
* Upto 2x1.8TBin RAIDT on 4245

Expansion Network Modules
« Standard: 8x1/10GE, 8x1/10/25/50GE, 4x10/40GE, 2x100GE, 4x40/100/200GE, 2x200/400GE SFP+

Al oE ~URE Fail-to-Wire: 8x1GE Copper; 6x10GE or 6x25GE SFP+ (SR and LR variants) B
© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public ?J_T $ ‘i 4%% i\j-ll_l:: % E



Secure Firewall 4200 Architecture

x86 CPU Complex RAM
4215: 1 CPU (64 cores) 4215: 256GB
4225: 1 CPU (128 cores) 4225: 512GB
4245: 2 CPUs (256 cores) 4245: 1TB

Flow Offload -
, rypto i
Engines Offload (&

2x25Gbps 4215/4225: 100Gbps

4245: 2x100Gbps

Internal Switch Fabric
ﬁmSX%/SOGbps 16x25/506bp5m: m16x25/50(3bps
VAY Y,

2x1/10/25GE SFP On-board 8x1/10/25/50GE Hot-swappable interface Hot-swappable interface
Management fiber interfaces expansion module expansion module

W\
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Secure Firewall 4200 J\T7 A—~<Y > X

Metric 4215 4225 4245
Throughput* FW+AVC+IPS 65 Gbps 85 Gbps 145 Gbps
Throughput*
Psec VPN (Fastpath) 50 Gbps 85 Gbps 145 Gbps
Maximum number of VPN peers 20000 25000 30000
Maximum concurrent connections
With AVC 15 M 30 M 60 M
Maximum new connections per

1.5M 1.8 M 2.1 M

second (ASA code)

alaln ° sl
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Secure Firewall 3100 Overview

FIDBELUVASAYINDT7RADT T34V AE—RDEXa VT4 775y hR—A
. EEEBEOSDODETIL: 3105, 3110, 3120, 3130, 3140
s VIWFAVARIVABLUV I ZRAZ Y VT HEJEER
BRERREI—/IN—NIFEI 21—l

« Flow Offload %> Crypto Engine OigEzE>D. F—4/NAIC SFP Data Interfaces
A E NI FPGA « 8x1/10GE on Firewall 3105-3120

- BEICE_ S hBRS LV T 7Y b LA i © Sx1/10/25GE on Firewall 3130-3140

1RU

BRKSEC-2236

Copper Data Interfaces Network Module
« 8x10M/100M/1GE Ethernet * 8x1/10/25GE or 6x10/25GE FTW on Firewall 3105-3120
o Ax40GE or 2x40GE FTW on Firewall 3130-3140

alaln
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Secure Firewall 3100 Architecture

x86 CPU Complex RAM
3105-3110: 24 cores 3105-3110: 64GB
3120: 32 cores 3120-3130:
3130: 48 cores 128GB System Bus

3140: 64 cores 3140: 256GB )

Ethernet

—

3105-3120: 25Gbps

Flow Offload 3130-3140: 80Gbps
Crypto A A

=gle]lglc] Offload

Chip-to-Chip Link
 —

3105-3120 :2x10Gbps 3105-3120: 40Gbps
3130-3140: 2x25Gbps 3130-3140: 50Gbps

Internal Switch Fabric

111 3105-3120 :8x10Gbps 3105-3120 :8x10Gbps
JUL ] 8X1 Gbps i 3130-3140: 8X25Gbgs m J 3130-3140: 8x25Gbps
V' V
10GE SFP On-board 8x1GE 3105-3120: On-board 8x10GE SFP Hot-swappable interface
Management/Events copper interfaces 3130-3140: On-board 8x25GE SFP expansion module

alaln
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Secure Firewall 3100 Performance

FW+AVC+IPS

GMB Avg Packet 10Gbps 17Gbps 21Gbps 38Gbps 45Gbps >
IPsec VPN

GMB Avg Packet 5.5Gbps 11Gbps 13.5Gbps 33Gbps 39Gbps >

axe 7XM A axe 1 GR a1 AX i
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Threat Protection
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A8 F1—=>7

- WAHRRXY NI =V DREICLDERBRYTXTFYyELUT77av(AXY MNER, ROy
7)

 WBENTOEMPLCERIE. AVFIVRELERT Y2 VT2

vV XY MT—UDEICHIL L. REZ BEER

FMC 2y RT—HTYT

P7RLZAR

OS

Service { Vulnerability

Application { Vulnerability

vV WERVIXTFYEDHFEBNLIT B LICELD. BIRAZ KIERIRE
'lclllslélol' S E C U RE © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AVINONT S
- BTDIPSARY MZ, =Ty FMRAMOHETE S EERE BBED 1T TEIT
- BBEODEVWARYMNDHAHIC, BAVININDT7 5T %FFTTTZZ5—b

c AV NTST1 - BIEEIEHDE | [ |
. e N : :
XIDS (T v h ROy 7iR2L) DIHE ~ T —
° ,r y/\°7 I\ 7 5 7‘2 _ %EEJE 2020-08-03 09:22:00 medium 3 =10.1.120.17 62.51.0.36
. ’r y/\°7 I\ 7 5 7\3 B jj-},‘ﬁg)%\gjg lJ 2020-08-03 09:17:52 high 1 <+ = 10.1.108.15 144.76.133.38
2020-08-03 09:17:32 high 2 <+ =10.1.114.34 = 10.100.9.4
2020-08-03 09:11:25 high 1 - = 10.1.104.115 188.120.225.17

FMC [C&YE—4YhRvb | FMC [ZXYBR—H YR RR | BN EI—SYEDER—k, WENRI—SILDFED

19957 | o o meREh TS FMSBEEEN TS FIUT—LavIciy [ TARC
e e Yes Yes Yes Yes
"2 Yes Yes Yes No
| Yes Yes No No
"4 Yes No Unknown Unknown
™0 No No Unknown Unknown




Umbrella A®D DNS U514 L2 k

- Umbrella Z LY A ML FMC IWNARITA VT L—avaEanb
- Umbrella DNS 7RY &—% FTD @ Access Control Policy (& FAaIgE

- FTD ti»rjv»r/tbr%ﬂ%ﬁdz@ D ¥2FINA ZADREFEEHR. AVIFILDOIZATVRDIP T
KLAZESHDZEHTJEE

(1. FMC I=T Umbrella 79> Mﬁﬁ&ﬁﬁi)

Firewall Management UTDNSRKRYUY—%AVR—bF

Center «

m
,_,_,. 3.FTDIEDNS UZTRAREAVARY k
2. Y54 F7 Y NDEED DNS H—/\IC ) aes LTO—AlRY—%EAL., 5IcHE

HI) %A BDDPISLTYRNDAYF—9%

|
_: : ‘. Umbrella ICEz3E ,
- 68 - <>

Umbrella
m e Cs. Umbrella 0)b17|€‘/1b‘i§iﬂﬂ§¢:75> FID (" 4.Umbrella I3 DNS L RR> R %% )

17V MCESNKS

alaln
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Umbrella AN SASE |7

e

~ R\ L

B kxR

>/

« FMC @ SASE b7RAY—ICTEIR—MD M F 7 4 v 2% Umbrella SIG (CERE
c WAMZ7OEY 3=y 7 Z/8L 3 % 7/HIC DNS XY 5 Z7E
« IRV I—R—ZDEHEDT=8(C Virtual Tunnel Interface (VTI) ZE%E
« NRIVEBDHRAY AIKEDD ZE>EH Sy RILADO—RINZ VR

L, Firewall Management Center
i o o T

F

Create SASE Topology
e Summary

1) Endpoints

~ Endpoints
Umbrella Data Center

Continent  Asia
Data Center Mumbai
IP Address  146.112.117.8

Threat Defense Nodes

eeeeee
chennai-bo-ftd-xyz.com
hyd-bo-ftd-xyz.com

bir-bo-ftd-xyz.com outside-airtel-bir_static_vti_1

peploy @ Cisco Umbrella Configuration )

Topology Name: vpn-MumbaiUmbrella
Primary Data Center:  Asia-Mumbai
DC IP Address:

Start Time:

146.112.117.8
Jul 13, 2022 11:29 AM

Completion Time: Jul 13, 2022 11:29 AM

100%
@ 3 Completed @) O Failure

' Tunnel Configuration Status

Device Status Transcript
Local Tunnel ID
@ hyd-bo-ftd.xyz.com SUCCESS A
xyz1111111@***#weweess .com
Xyz11111112@*++ssssnssns com @ bir-bo-ftd.xyz.com SUCCESS A
Xyz1212312@************ cox m
@ chennai-bo-ftd.xyz.c.. SUCCESS &

asco SECURE

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Snort 3PS TV Y

- BEMEDOEWVWNGIPS TV I vD7y T7T7—MIED., RFOBRZMELE
c VILFRALYRTZ—FTIFvICED., BUMEENT A=V ZAHKIEICHLE
« HTTP/2 ® QUIC BREDFRFH7OMNIINE XA T« T THR—b
- ANEDEDHD VT ZF v - IL—ILDEERSE
c JL=ILTI—=TICED 1DDRY O—RNTHREL N)LZ FEA]EE
- FFRMMEA S LY Snort 3 AN E LT HEEE
. HEFE A EIBES: Encrypted Visibility Engine (EVE) TODtF 2 Y 7 1 4L
- BERNGBR—NZAF v IRERAERLE
c AT 4T TDTLS 1.316E
s IL7 7Y b70—DRAMEA VINT MRS EE

Snort 2 IZHART Snort Process Restart QWAEELR 4 — Z AR IR

BEOARY —BTEN DB FEHICH LV TIE Snort Process Restart A NE

.'clllsléloh S EC U RE © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public Snort PrOCGSS Resta rt bﬁﬂ\g@b-_x_ j%:

@



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/get-started-deployment.html?bookSearch=true

Encrypted Visibility Engine (EVE

TLS ClientHello

v Cipher Suites (18 suites)
Cipher Suite: TLS_AES_128_GCM_SHA256 (0x1301) D i i I
Cipher Suite: TLS_CHACHA20_POLY1305_SHA256 (0x1303) |
Cipher Suite: TLS_AES_256_GCM_SHA384 (@x1302) !
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (@xc@2b)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 (0xc@2f) Confidence: 99.94%
Cipher Suite: TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 (@xccad) s
Cipher Suite: TLS_ECDHE_RSA_WITH_CHACHA20_POLY13@5_SHA256 (@xcca8) Process: firefox.exe

Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (@xc02c) Version: 76.0.1

Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@xc030) .

Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (Oxc@0a) Category: browser

Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc@@9) OS: Windows 10 19041.329
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc@13)

N Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (@xc@14) Destination FQDN: cisco.com

@ rirefox cia s e EALD 1 2 (o :

HNBINTYE - 74=ILRICEDWT. 75

AT7MDT7TVr—=oavIiCEBED7 1>

H—TI Y M E&ERML. TLS ¥ QUIC EDR
YO—EBRVYIVTF X NOHERICER

, - Firewall
TLS ClientHello ewa i
' v Cipher Suites (19 suites) Confidence: 100%
Cipher Suite: TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384 (@xc@2c)

! ! Process: tor.exe
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (@xc@2b)

TCP/TLS 192.168.2.110/34624->172.16.45.200/443
TCP/TLS 192.168.2.110/21013->203.0.113.154/443

Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@xc030) Version: 9.0.2

Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 (Oxc@2f) Category: anonymizer

Cipher Suite: TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384 (0xc@24) .

Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (@xc@23) OS: Windows 10 19041.329

Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc@28) Destination FQDN: nsksdlkoup.me

Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (@xc027)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc@0a)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc@09) \
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc@14) e mmmm e e oo 1
. . Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc@13)
httDS : //C]lthu bcom/CISCO/me fCury Cipher Suite: TLS_RSA WITH_AES_256_GCM_SHA384 (@x009d)

ral Cipher Suite: TLS_RSA_WITH_AES_128_GCM_SHA256 (@x009c)
N
cisco S E C U RE © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



https://github.com/cisco/mercury

EVE - Unified Events

V7247 bO7O0CREZERAMDEBERI7; 7O XZICE
FID7.2 D AR5 A ApplD fERIAD Y VI hEREN S

Firewall Management Center
Analysis / Unified Events

Overview

Analysis Policies

Devices

Objects

Integration

Deploy

Q €@ % @ alexty il secur

| Q Select...

X H Refresh

@ Showing 23 events (& 19 @ 4)

m

Time

2022-04-06 09:45:59
2022-04-06 09:45:59
2022-04-06 09:45:58
2022-04-06 09:45:56
2022-04-06 09:45:56
2022-04-06 09:45:56
2022-04-06 09:45:54
2022-04-06 09:45:54
2022-04-06 09:45:54
2022-04-06 09:45:50
2022-04-06 09:45:50
2022-04-06 09:45:48
2022-04-06 09:45:47
2022-04-06 09:45:47
2022-04-06 09:45:40

L3

URL

https://www.carfax.com
https://carfax.com
https://www.farmersonly.com

https://farmersonly.com

https://google.com

http://google.com/SID-28796/cnt.php?id=

https://www.google.com
https://google.com
https://endpoints.office.com
https://www.facebook.com

https://pastebin.com

Source Port /
ICMP Type

56902 / tcp
123 (ntp) / udp
53856 / tcp
35714 / tcp
36158 / tcp
123 (ntp) / udp
54040 / tcp
59272 / tcp
59272 [ tcp
49394 [ tcp
54034 / tcp
55002 / tcp
39642 / tcp
49160 / tcp

3 (Destination Un

Destination Port /
ICMP Code

443 (nttps) / tcp
123 (ntp) / udp
443 (nttps) / tcp
443 (https) / tcp
443 (nttps) / tcp
123 (ntp) / udp
443 (https) / tcp
80 (http) / tcp
80 (http) / tcp
443 (nttps) / tcp
443 (https) / tcp
443 (nttps) / tcp
443 (https) / tcp
443 (nttps) / tcp

3 (Port unreacha

Ingress Security Zone

Passive
Inside-400
Passive
Passive
Passive
Inside-400
Passive
Passive
Passive
Passive
Passive
Passive
Passive
Passive

Passive

Client Application

Waget
NTP client
Waget
Waget
Wget
NTP client
Wget
Waget

Waget

Waget
Python urllib
Waget

SSL client

ICMP client

Encrypted Visibility
Process Confidence Score

100%
0%

100%
100%
100%
0%

100%

0%

100%
100%
100%
100%
90%

0%

[ 2022-04-06 09:45:32 MDT — 2022-04-06 09:46:30 MDT 58s

Encrypted Visibility
Process Name

wget

wget
wget

wget

wget

wget
wget
python
wget

_malware

Encrypted Visibility Threat
Confidence

Very Low

Very Low
Very Low

Very Low

Very Low

Very Low
Very Low
Very Low
Very Low

Very High

s

@ Live

Encrypted Visibility Threat
Confidence Score

0%
0%
0%
0%
0%
0%
0%

0%

0%
0%
0%
0%
90%
0%

‘asen’ SECURE

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

HRAEh27 75— kLA EZDOEEE




ApplD 7R—4% )L https://appid.cisco

Firewall Management Center TRRERIBERETODFZ TV —a v U A M ziEH

.COMm

Cisco Vulnerability Database (VDB) Release Notes 365

- C QO B8 &2 hitps/appid.cisco.com/home w © & Qsearch 8 9 =
aliale Secure Firewall _
cI1SCo Application Detectors Home Release Notes Support v~ Documentation v Resources v ™ Feedback
Q  ultrasurf X X P
Risk Business Relevance Tags Categories

Very Low 1,412 EriHLgh_ _ 332 adds/installs other software 66 active directory 8
Low 891 igi__ 976 adult content 37 ad portal 396
Medium 1,353 Eeﬂui 2,411 allows remote connect 90 anonymizer/proxy 102
High 1,630 L_ow_ 1,215 allows remote control 52 application development and testing 31
Very High 635 V_ery Low 987 antivirus 13 backup and recovery 9

Application Details (1) Release Notes (Ultrasurf): 354 349 348 347 346 345 343 ©

Application Name 1| Description 1] Risk 1! Business Relevance 1|

Low

v Ultrasurf Freeware anti-censorship proxy. Very High
Protocol: TCP

Request Application Support

Tags: evasive, SSL protocol, encrypts communications, tunnels, NSG, encrypted visibility engine
Categories: vpn/tunnel, network protocols/services

alvaln
cisco

SECURE

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

‘0\365 x]

(Type a VDB release between 343 - 365)

Encrypted Visibilty Engine Reference Details:

/*
disclaimer: EVE resource files are automatically generated with
real-world data. Older, less-relevant data is aged out, which
leads to natural churn and can result in some month-to-month
variations in the data.
*/
resources version: 2023.05.18
stats:
general:
total fingerprints: 39,860
total labeled fingerprints: 6,930
total connections: 2,680,300,185
fingerprints per protocol:
http: 3,677
tls: 3,130
quic: 123

EVE 74 VvH—TIVYRNT—9%28LL2T
D ApplD F—H R—2DOEHIEH = IRH

Threat Grid:
total fingerprints: 801
total connections: 3,041,256




Portscan Mf&RF1&E BA1E

- Yt U7= Portscan ORIV IV ETF—4 T L —VICEIEES
c N7 A=V RERHMBENKIEICE L
CYUVYIIRA R, FOA. HEEL R— kA —T2F v E B
c AT aVTHRENBHREBEZREAXN—XATT7Ov Y

- Access Control Policy L X)L TZ$HH#lNWNTOT 71 JLEREH B EE

Traffic Selection Configuration Prevention Traffic Selection Configuration Prevention
Detection on Traffic Permitted v Sensitivity ‘ Low ‘ Medium ‘ High m
v Monitor v TCP
A Int | 90 30-600
Available Network C' + Selected Network nierva ( ) sec
Search u §
Q ‘ 10.1.0.0_16 || Portscan [ @) No. of Ports 90 (1-256)
10.1.0.0_16 ~ )
‘ Portsweep [ @) No. of Hosts | 150 (1-256)
192.0.2.1
UDP
192.0.2.5
P
alialn IPv4-Benchmark-Tests v
asco SECURE .. > ICMP




&1L S /= TLS Decryption Policy

- ES(FRIAILDI=HICT ULEHNEE (IR S 0
s BEULRLRCTH URL Z4 TP WL DHD ApplD IFEIL
 IPS & File/Malware 7RV ¥ —ICIFEEHNE

c XA T4 T TTLS 1.2 & 1.3 &21EET]

« DA —RKR X% A4 )L TD Decryption Policy

« Outbound l&., %< MSaaS 7 U4 —avi(C
Xt U TRIERH LN

* Inbound [F7 7V — a3y —/NICH LT
dv b—JLhYEEE

alaln
cisco S E C U RE © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

Create Decryption Policy 0 X

» A decryption policy is not required to only perform application or URL
discovery; instead, you can use TLS 1.3 Server Identity Discovery on the
access control policy.

Name*

Decrypt DMZ Apps to Internet ‘

Description

Decrypt all outbound traffic from DMZ on port TCP/443| ‘

Outbound Connections Inbound Connec tions

How Outbound Protection Works
Outbound protection matches traffic based on the referenced internal CA certificate’s signature
algorithm type, in addition to any configured rule conditions.

SOURCE DECRYPTRE-SIGN = DESTINATION




Malware Defense W)L = 7 Da]fR{LEFHIE., S vF> T

Malware Summary

RRLTWET
REOVBWH B D LA (REEMK)

Malware Summary Malwaref X hDO®E 21~ @ 7 7 4 }b%l \ ‘y :J J- {E‘T‘ﬁi
o (ﬁ*?@ﬂbt?»@:?t7nv7ﬂ%)

Y OF: 77 A& 7 7 1 ILSHA256 T + NIVE |

v EICAR eicar.com l {3 275a021b...1651100f | EICAR 1

275a021b...f651fd0fD Ry k7—=0 7 7 (I k55O RV
7 71 JLSHA256 275a021b...f6511dOf First Seen 2020-08-03 18:51:51 7> 32.1€ 1 %{7#: B No Authentication Required
72740% eicar.con Last Seen 2020-08-03 18:53:54 A > « 192 1 R{T#: 5§ No Authenticat equired
File Size (KB) 64 MM 2020-08-03 18:53:54 14
771N 47 EICAR ARV N14T BERENLT 710 2R
File Category Executable PZELZ Loalialntit HEHS 1 — R
70y 2EncBRE @l 19216620102
Current Disposition O Malware /
~ g 0y A
Theaat Scors ee0e \ery High @ ﬂgﬁﬁﬁ(ﬂ- L h /N ‘j
w4 EIUs .
FPIYAY Malware Block
Trajectory F7Yy—vav7oran By
Aug 03 2347k By Chrome
@ m*wﬁi 18:51 18:53
ﬁiﬁ 192:168:10.101 88— 8 & &6 %

192.168.20.102 O

Events D Transter ) 7O0v%2 (D Create (O BY (®) Execute Oscan cective (@ Quarantine

Dispositions () Unknown {7 Malware ) 2Y=> O AAFL (7, Unavailable
Events

BAnY ARV NFA1T BEMP ZER- = T s A L

v b7 —7 L TOHEIRR & AR
2020-08-03 18... 353 192.168.10.101 192.1 @ * j ) n
alaln
2020-08-03 18:.. =5 192.168.10.101 192.168.20.102 No Authenticatio... eicar.com Mal... Malware Block HTTP Chrome
cisco SECURE © 2023 Cisco and/or i




Malware Defense 75 KU d—)L

—BREBELCT77AINEREZTEE, NI BIVILVITHRION S ICGBICRERICZEDT 71 )L %
el R -tnw clos

BHI100J + OWR{K% fZT RKHDT7 74
. N - O\ I R oU—2T774)
_TaGE: e B LYy

Collective Secyrity Intelligence .
N wc 7

- A

H— BRICRDIISNBRL<TYH

BICE->TIILY T T7H
BohoBEIC
BALT<NhD

alaln
Cisco S E C U RE © 2023 Cisco and/or its affiliates. All rights rest




Connectivity

alaln
Cisco S E C U R E © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public




Application Base @ Policy Based Routing

- FMC T® Policy Based Routing %4 54 7 TH/HR— bk
- —R%BYIC SaaS Application FARFDEEE L THIFE
s RALAYNY—VIYFUTDI=bD Trusted Server AIC DNS X X—E VT %=FIH
- Data Plane |3 Network Service Group D7 77U — 3V EIP 7ZRLADIY Y E
v J =Xl
- WAN T® Direct Internet Access (DIA) D7 L—2 7O REUTHIRAENS

Policy Based Routing

Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly

Configure Interface Priority

Ingress Interfaces Match criteria and forward action
inside If traffic matches the Access List Send and load balance it through »’ i
WebEx_Direct_Internet_Access HO | ISP1
i 50 1SP2 JUFFEXRMR VPN kY ZILTH ECMP %
Hai*ﬂwl\olf“/ h@fﬂ_éa"l Vi 7 If above link fails, Send tpseligh ’é‘@iﬁﬂﬁ?ﬁf‘ﬁ'f \/9_7 I(Zi%lﬂfb\ﬁ_‘-ﬁg

[C SaaS Application % )R] [#1] I1SP-Backup

alnTmn
cisco S E C U RE © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Path Monitoring & & U Quality-Based Routing

RV R=ZADA VI —T A RAEEIFI/NADREEFHEFICEL Z EHAIHE
e AVI—T A ABD ICMP R—ZADRXIARKRYTONEIP PRLADEZSYVY
« HTTP(S) R—Z M SaaS Application kv F > & THR—b

Add Forwarding Actions

Jitter: Jitter is the term used to refer to variation in latency (rtt) of packet flow from endpoint to

endpoint.
Match ACL:* ' Youtube e

RTT: The Round-trip Time (RTT) is the duration, measured in milliseconds, from when a monitoring
Send To:* ‘ Egress Interfaces node sends an ICMP echo request to when it receives an ICMP reply from a remote node.

Packet-Loss: Packet loss describes packets of data not reaching their destination after being
transmitted across a network. Packet loss is commonly caused by network congestion, hardware
issues, software bugs, and several other factors.

Interface Ordering:* ‘ Minimal Jitter

Available Interfaces

MOS: Mean Opinion Score (MOS) is a way of quantifying the quantitative experience of a connection.
Commonly used in streaming sessions where network effects can degrade communications quality.
Audio and video communications are evaluated using this metric.

Search by interface name

Interface

Inside

Outside

N intarfacrac calactad

alaln
cisco S E C U RE © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Application Routing @l

BREYFIA

s NRAEBZAV VT %FERLETZ TV r—
g UR—=RFEFRI) Y —R=Z2D)L—
TFAVY

s UFZIIALARNY Y =ERLERIIN
ZIEIR

Ay

s AVF)IIVN T TV T—3Yy
W—FT4 7

s UFZIIALARNY Y =ERLERIIN
ZIEIR

s FECELBNABRUTRIESNZIREEDOH
ATAWA

WAN 0D/{Z
c DY UDEREMERY b7V REOHE YouTube NDTZ4 <Y /R
e D » YouTube ANDEAHVFYIZ
 WHOBMICESHAIYS—TAZ  memmmeemm——---- b Webex NDTZATU/R
o#gRrR - memsmsmsmsmss====-= » Webex ADtAHYFUIIR

alaln
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Loopback Interface @

- WIBA VY —T 14 A& EABUKE To/ From TFINA ZADEZ8 A V5 —
x4 R

c J—TFTYR ST UARTZLY N VTIBRL) E=RTO IPV4/IPv6 7 RL X
- HA/failover & & T clustering (VTI f&<) ZHR— bk

IPsec VPN

\6\ ﬁ

Loopbacko /

o~ / 3
BGP "'3 ASA, . SNV ‘%

ICMP, Syslog
FTDIASA  ASA only: RADIUS

Static/Dynamic VTI &

alaln
cisco S E C U RE © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Elephant Flow Detection

- 708D M5 vF>IE Intelligent Application Bypass (IAB) 12481 > T
BEETRI

Elephant Flow Settings ()

@ For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection [ @)
Generate elephant flow events when flow bytes exceeds ‘ 1024 ‘ MB and flow duration exceeds ‘ 10 ‘ seconds L l/ 7 7 ~ l\ JH— é:- #'Jli‘ﬁ'ﬁ_ %) A ) l/
— - — 7y FDOEE
Elephant flow Remediation a 0 7I. 7°:/ 3vTCPUYY—X @1%%
If CPU utilization exceeds ‘ 40 % in fixed time windows of ‘ 30 ‘ seconds and packet drop exceeds ‘ 5 % < g—\{)/\"lf vihROw 7"%% 75'%{4: L
TIL77Yvh70—%ZHIfHTIEE

Then Bypass the flow @ )

Or Throttle the flow aQ o A7 oavco7O0—§1#ro 3

v DERTE

alaln
cisco S E C U RE © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Clientless Zero Trust App Access (ZTAA)

- Captive Portal M#gE% Full Reverse Proxy ICHEER
s IRAF v 7 EAAY MD#EZ ST 18D Identity Provider (IdP) & &

Posture Agent ___.—==""TTT T T e Timesheets
P [€]

BRPEIIERRAFvY7E
AXY NDf=HIC IdP ICY)
#414L%2 kLT Single
Sign-On (SSO) % =Ejite

Remote (mau«a)&.ﬁmwaﬁm: Full Proxy :E>

Users —RTRHEDT 77— 3 Y DAFBAD

BEZ#1% L THRAE .
.. -
o == P: EQ g
Campus - FTD - Email  Sales
Users ABOIL—FF1 > 514 P tDR—7ILEHR L 9247280 )—AIPPRLAR &
T—ERitz%13% Proxy B TRINh3

alaln
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Private & Public Cloud

(Cisco Multicloud Defense &%)

alaln
Cisco S E C U R E © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public




Hybrid Cloud TO#ff#ERN/E 70773y

Private Cloud Public Cloud
o VIR ot ) AWS  rackspace

N Azure technology.
Google Cloud Platform

HKVM  NUTANDC et aw - emese €D alkira

EQUINIX Alibaba Cloud

Secure Firewall Capabilities
AFyv7Toay beEo1cEA Gateway Load-Balancer ® Ah

1y NI—F%>J DR ORE, A& FWaaS Clustering & Auto Scaling
%ﬁﬁ?&gﬂ: ngjﬁéure— 7575;;553{55&'0)4 Dynamic Policy Smart & Tiered Licensing

alaln
cisco S E C U RE © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



0

- Public Cloud @57 > 7L —k%&{E> /= Secure Firewall D44 VXY >V X

o "4 == 7 — - _
ASA & FTD (FMC #2/) ADOEEE! Teraform v 7L — bk aws Aamre O
- HashiCorp Consul &ZE# L 7= FTD Dynamic Object —

- ASA & FTD (FDM & FMC) FA® Ansible 4 X &
- Cisco DevNet @YU RY MU (FHEREL TEER

* https://developer.cisco.com/secure-firewall/cloud-resources/ @ANSIBLE
« https://github.com/CiscoDevNet/secure-firewall
 https://aithub.com/CiscoDevNet/FMCAnsible

Automation with Infrastructure-as-Code

.........

¥ Terraform

:: Consul

alaln
cisco S E C U RE © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public


https://developer.cisco.com/secure-firewall/cloud-resources/
https://github.com/CiscoDevNet/secure-firewall
https://github.com/CiscoDevNet/FMCAnsible

Gateway Load-Balancer in aws and /A Azure @ @

cAYVINTIYVER - ORIy R7—AD Network firewall service M A1A A
« GEneric NEtwork Virtualization Encapsulation (GENEVE) T U514 L 7 k
- Y7 b7 TRIFA[EER Bring-your-own TLS 85

AWS Cloud

Application VPC 9 Appliance VPC

IAM“ 0 o@r O% @ iy

Users Internet gateway | Gateway Load  EC? Instances Gateway Load FTD
Balancer Endpoint Balancer

- Autoscale BLUVRFy T gy bzE>fcA VAT VAL FTD 7.2 &£ ASA9.18 i1
R— b

alaln
cisco S E C U RE © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Clustering for Virtual Firewalls @ @
- Clustering THEZ® Firewall Zi@ER 1D Firewall & U TH|FHRIRE

c NS T4V I EEDBIEBLY—ALRIC16AZY RO FID £ TRY—ILT YT

- BTN T T 4 I REERDO Y ANY —% X TF— k7 ILICEE
c IVIIRAV N TOEBERELR—Ta VY

ooooooooooooooooo

« 1D ® Port-channel IZf81 - T Individual data interface AD IP 7 KL X2t &5
- Control Plane AD1ZF v+ X MBEDT=HD VXLAN % {F > 7= Cluster Control Link
- IEAFRBED/NY KUV TRAD V—X NAT [FARE

* YIR— SN TLWBRETOEERERICHEE7O—2Z2BKRA b

alaln
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Attribute-Based Policies

() vmware aws AAE\ZUI’G @ Gﬂlb

_ _ : | Pull Model: FFEVTZILIALTD
Dynamic Attribute & | sz75 2poBEDL—4 X
Connector b L —5 Dk

Push Model: Attribute Mapping
DEEAZER - BT 576D

FMC REST API

Source pestination FMC @ WebApp_Logic | 192.168.1.151
IName Action Networks Dynamic Attributes Networks Dynamic Attributes = Applications
Allow Windows Updates @ Allow Windows_OS Windows Update * WindOWS_OS 1 92 . 1 68. 1 . 1 20_ 1 30
Allow WebApp to DB © Allow WebApp_Logic DB_Cluster . , . DB_C|uste|— 1 72 . 1 6 . 45 . 90
deploy TS5 2 R UTZILI A A :

O..
.
.
..
.
. .
..
.
.
..
.
..
.
.

TOXY Y EVTIBHROEFH%Z=XEIR

o*
.
.*
.
.*
.
.*
.
o*
.*
.
.*
.*
.
.
.

.
.
*y

alaln
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Firewall Policy MfZ1{t

User-Defined dWS ) GitHub Public

Tags GitHub S€rvices

G @ D

Google Cloud Platform
User-Defined
Tags

Exchange, SharePoint,
0 Skype for Business

) ./, Secure Workload Scopes,
& Dynamic Objects

User-defined, Global,
Regional Service Tags A Azure

ESXi and NSX Workload
y vmware e
Meta Data ‘ o

Endpoint Groups (EPG) and o@o.

Endpoint Security Groups ( ESG

Workflow Dynamic

U4
® SecureX Object atomic actions

[
Scalable Group Tags (SGT), 802.1x and ;@% [ J

AD/LDAP Users, Endpoint Profiles . Custom Dynamic

= Attributes with open REST . .
B o () Dynamic Attribute Connector

alali @ Firewall Management Center

cisco S E C U RE © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Firewall Policy iZ{t. DA

Source IZI& 1 —YFREEEHR T 7= Security
Group Tag =& & L TERE
WJLFbTQMka%I/h$4/h®m
KDIPP7RLRAZIEETDHEEL

Destination (C (& Dynamic Attribute Connector
%4 L T{57= Public Cloud @4 Y X% v X &
EEHEEUTERE

EHICHs #réam4 ATVADIP 7 RL
AHEFANRDZNEEL

> Return to Access Control Policy Management

wl' ACP-1 #

witch to Legacy Ul

Packets - @ Prefilter Rules + () Decryption -+ @& Security Intelligence —+ ( @ Access Control © More Targeted: 1 device
————

Y Q Total 5 rules kid Category |
Name Action Sources Destinati and Applicati
~ Mandatory (1-5) E
1 BLOCK-EMP-Gamble @ Block with re... B DYN VNI_EMP URL Gambling P
VN1_EMP APP HTTP DYN Servers2
2 EMP(SGT)-to-Servers2(DynObj) © Allow =] ov ICMP
DYN VN1_DEV APP HTTP DYN Serversi
3 DEV(SGT)-to-Servers1&2(DynObj) @ Allow B ICMP Servers2 P
SSH
4 CATCH-AWS @ Block with re... =] NET | &% any NET AWS-Tokyo-VPC s
5 CATCH-ALL © Allow ¢ B P
v Default

There are no rules in this section. Add Rule or Add Category

Firewall 0) Security Policy (FTD Tl& Access Control Policy) [CH T
‘dseb’ SECURE P 7 2D EHIICZE % Source / Destination ZiiZ{t U TIEEOJAE

© 2023 Cisco and/or its affiliates. All rights reserved Clsco Public



Cisco Multicloud Defense D&%

)
b5k HEDRE é%@

77 B ICHED, CRC BIELITT .
T 4 U5 o B<. SFFNA—TAvLLEETE AV EIRANEEICER
EEDREER
H5YRTYH—L A DEBILILD.
%27 ¢ ERIHELOMEL & FR

)

B—R)v—T,
AWS, Azure GCP, OCl £ 754 RX— K
959 REEBENTEX ) T4 BT

4

alaln
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Cisco Multicloud Defense
TILFISORXy cT7—2. BEt. Cloud-nativelzxwy b T7—2tF31 V5 1 &liH%E—Tit

N pagerduty ¥slack  servicenow
=’Terraform D > isco MulticToud Defense D >
AP| Controller splunk> ¥3 patapoa

Cloud networking & cloud netsec “as code”

— Unlfled Securlty Policy

DC:CSCO M(g't'C'o“d INGRESS C/\D SEGMENTATION C/\) EGRESS MULTICLOUD
efense Gateways — _, PROTECTION (EAST-WEST) - SECURITY “r CONNECTIVITY

(PAAS)
aws / A Azure ) Google Cloud orscLe
— Multicloud Networking —
NETWORK VISIBILITY ROUTING & CONNECTIVITY SECURITY AUTOMATION

alaln
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Multicloud Detense Gateways

Ingress Gateway

*TL.S decryption SEL TEHfETEE

alaln
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Multicloud Defense Controller

Multicloud Defense

Hide Menu

Multicloud Defense
|@a Dashboard
bl amm
Accounts and Assets
£ Inventory

Cloud Accounts

@ Policies >

& objects

& v : T AWS L 3
Total

V- Analytics > Accounts

@ ChangeLog 1 oce D 0 oracte R iatins

£ Jobs

R Toolstsenvices >

2 setiings 5

Enable Traffic Visibility

Enable traffic visibilty on specific VPCs to allow for m

ore insight into traffic in and out o

Account Resources

184 375

vee: Securty
VNets

167 77

Instances  Load
Balancers

106

Route

Tables

338

578 78

Tags

thuths Multicloud Defense

Dashboard  Discover Manage Administration

v Favorites

Topology

Pinned navigation items
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FTD Health Dashboard

Health: FTDv-10.1.100.27 | Normal| Last 1 hour [ <]
View System & Troubleshoot Details ... 2022-10-26 18:31 - 2022-10-26 19:31
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Unified Events with Live View

Firewall Management Center

* Analysis / Unified Events Overview Analysis Policies Devices Objects Integration Deploy Q @ ¥+ @ aossipovv "C',';é';‘ SECURE
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‘ Qv NAT Destination IP || | X select... > N | $E% =) STeD X ‘ Apply
Ry M ANY—3vIT!
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|]T| Time Event Type Action Reason Source IP Destination IP ion Port / Web Application Access Control Rule
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> 2022-10-27 12:41:29 S Connection © Allow 128.107.84.113 128.107.84.16 37420/ tcp 443 (https) / tcp  Cisco Passive Inspect
“ L
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>  2022-10-27 12:41:25 & Connection © Allow 128.107.84.64 128.107.84.72 52411 / tcp 9080 / tcp Passive Inspect
> 2022-10-27 12:41:19 S Connection © Allow 10.1.100.26 128.107.84.16 37418 / tcp 443 (https) / tcp  Cisco Passive Inspect v
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Access Policy Locking

Global_Policy
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v Access Control - cannot edit this policy.
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Access Control Policy (ACP) @ > 7Lt E iz Ul
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VPN Monitoring Dashboard
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Cloud-Delivered Firewall Management Center
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Cloud Analytics Dashboard
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Inventory / Change FTD Manager Q- & | @~

Change FTD Management Cancel
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o Se t FM FMC: 1771Fme 7'_y7°l/sz FMC T%I@L}TL\%} FTD
TINA R ZNZFNIEIRATEE

e Select Devices Select FTD devices to change management from FMC to CDO and specify an action in bulk or © After completing the change FTD manager process, you have up to 14 days
per device to commit to CDO as your FTD manager or revert to FMC as your FTD

manager.

device(s) selected Multi-Device Action = Multiple Actions Selected -
After 14 days have passed, the actions you selected during this process will

Name IP Address Domain Action be automatically applied to your devices without further action from you.
Learn more,

1771Fme_10.. 10.10.16.94:44 Global Delete FTD from FMC -
A Waming: Deleting an FTD from FMC is final.

1771Fmc_10....  10.10.16.87:44 Global Delete FTD from FMC -

cdFMC EREICBITLTH 14BRRA V7
1771Fme_10...  10.10.16.86:4¢ Global Retain on FMC for Analytics = LS ZFMC BIBICEY Z &M A[EE

1771Fmc_10....  10.10.16.70:44 Global Retain on FMC for Analytics ~

Change FTD Management
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Cisco Secure Firewall - 7.3 Release Overview
Cisco Secure Firewall + 2175 B4 =L}

In this video, Alan will walk you through Cisco Secure Firewalls latest release, 7.3, and review some of the
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