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Security Center

Overview 123 Events 123 XDRincidents 44

44 ncidents 5 New incidents

Name

22 Open incidents

Q Search Dashboard

A malicious SHA-2
targeted an endp
Priority Status New

Reported by  Cisco Secure C
securex) 1 ryon

Assigned Unassigned

} 44 priority score breakdown

Assi 978 97 DetectionRisk 10

Source O Created

Ransomware Detection

A malicious SHA-256 targeted an
endpoint

Suspicious Web Access

Authentication Bypass Attempt

SCA 3 days

SCA 4 days

Meraki API 9 hours

Meraki API 11 hours

Unas
Short description

Unas

A process running has a hash m:
known malicious process hashe:s
Unas

Long description
Unas
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‘agen Mera

Glabal Overview Security Center Data Loss Gnd SUSPiCiOus

Activities on Multiple

Mx Summary  MX Events  XDR Incidents Devices
Organization

ExplorCorp v Priority m Status Open
56 incidents 8 New incidents 26 open incidents Reported Cisco XDR Analytics 1 few seconds
by ago

Network Assignedto HJ AS AS  +1
atl-tme-campus- [ ~
networks -

Last year Status signment 56 incidents

Priority score breakdown @

Network-wide Priority (0 Name Source () Created Assigned

,1 00 o Detection Asset Value at
Switching Data Loss and Suspicious Activities on Multiple Devices Cisco XDR Analytics 5 days H1 AS AS U Risk L] Risk
V am 93 AC e idalThe b temy 4 letey ’sco XDR Af &5 & days g s | Y |
N A =n it description
. del| weC) o Tl ter. s dnUser apy A Cisco XDR 7 alytiy 7 Ouys /15 I8
Organization The incident occurred betwean Oct 23 2024 and
[Terminated] Malicious File Activities Detected by CrowdStrike Cisco XDR Analytics 8 days Oct 24 2024. A suspect data loss and hoarding were
detected on device 320b5646-2d70-4f6d-9ffa-
a2615411e5df by SnaDetections. There wara
additional suspicious activities on the same and
another device involving user obsidian by
Scabetections,

an, Vel 7

-=

Insight

Find in Menu SuspiciousFileWritten Cisco XDR Analytics 8 days

Multiple Defense Evasion and Credential Theft Attempts Were Terminated Cisco XDR Analytics B days

Long description

Observables

& 2024 Cisco Systems, Inc. Help @ View incident in XDR [
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Meraki ) - Q Search Dashboard

Global Overview Organization Summary

Organization Devices View all devices
Acme Corp v

Uplinks 20 total & WAN Appliances 20 total Switches 3 total Access Points 6 total

1 1 All 1

Network
Offline @ Offline @ Online @ Offline @

Acme Corp Branch1- v
DO NOT MODIFY | A
S Connact Cay jeras 3 total A A" @ ’ "1 n A\ Sensors fs

All All All
Network-wide Online @ Online @ Online @

Assurance New

Cellular Gateway Networks

: i he last k
Security & SD-WAN (® Usage and clients over the last wee

[ Q ] Status Ne~aosk Type 36 networks

Switching

WAN Access Cellular
i Name Usage Clients Tags Switches Cameras Sensors
Wireless g 9 Appliances Points Gateways

Cameras Acme Corp - India 50.16 GB 10 branch Q1 01

Acme Corp Branch 1-
DO NOT MODIFY

Sensors 551.39 GB azure branch o1

Insight Acme Corp - Branch 2 29.60 GB branch (- B

Organization Acme Corp - Branch

3 2.987TB branch

Adaptive Policy AWS-Dragon-
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Exciting enhancements are rolling out through October for Incident Generation, Incident Comprehension, Incident Prioritization, Integration Support, Response, Coverage Mapping, and Notifications. View our Cisco XDR release notes and
email for full details!
Control Center

Incidents
< Incidents

investigats €D o Dataloss and Suspicious Activities on Multiple Devices

9 Reported by Cisco XDR Analytics on 2024-10-24T13:47:49.3487 - 1 Linked Incident HJ AS As +1
Intelligence

View detailed description

The incident occurred between Oct 23 2024 and Oct 24 2024. A suspect data loss and hoarding were
detected on device 320b5646-2d70-4f6d-9ffa-a26154f1e5df by SnaDetections. There were additional
suspicious activities on the same and another device involving user **obsid... more

Automate
Assets

Overview Detection Response  Worklog Report

Client Management

Administration " Expand

Show timeline
Ma Suspicious Common . Unknown . Clean .

UL = u L t . I e ]
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Cisco XDR 2.0 #1E

FREAE - Low / Mid REAEE - Mid / High
| Easy to Use
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Instant Attack Verification

Multi-Stage Malware Attack with Exfiltration

‘ Located in Germany
® ®
> @ downloaded—— ( {6}

/ Domal Malw:
www.bonuspayments.com  / IcedID

accesses

executed on

Next Steps

Review data vansler l0gs 10 confirm data exfitration

npromised ‘
A A P « A
) (&)=< ()
Open N(‘J:N' Bonus Dl;rin n-windoy

N
@ —©)

E int P
misty-windows 162.125.13.18

1o IP 162.125.13.18
" 2 Initial Access Execution Command and Control Exfiltration
NS 10 preveent urther damage
|sclste m 10 preve urther damage October 8th, 2024 12:43 UTC ~ 16:0 TC October 9th, 2024 3:28 U
Block malcous 1Ps and domaing to stop
- AN o\ P AN AT =N
conMmuncation =) = RS I C \2) %)
Phishing Access Execution Connecti Exfiltration Report

Reimage endpoints 10 restoro & cloan state

Perform a kull ncident review and enhance email and

network policies
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Attack Storyboard 2025.& JI)—X

Multi-Stage Malware Attack with Exfiltration

. WE DA Bz 308 L
D Tarel N2 HEHE o= 2 A iges.

accesses

Summary

executed on

f | | | Compromised
| \ F ‘
® A A A = S/ 4+ I=E _—
. D e Agentic AIFFcBERZ B L IC. WE
, ’ I n.j@expl‘o‘rcorp.com Open Nt‘)\‘/v! Bonus D‘énn . Darin-windows11 151.2\’3‘6‘.&176

| DI A LTA > PEEEMITRE
Next Steps | () ATT&CKISE > TT T 7 4 WILICEKRTR,
SO NS M St e Ao %Z?gitu%%ﬁﬁ@ENML\
EFENEEA < TH MapiEEi=h
e A ot _—_— ZEHBMICIEETE, ELRRRMT

® ® A A
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Phishing Exfiltraton ~ Report

Reimags endpoints 10 restory & caan state
Perform a kull ncident review and enhance emal and
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Automated Forensics

v Q) factura-228447578537 ®

Home » Tasks » Suspicious Endpoint and User Activity Detected Acguisition 008 » Investigation Hub » Downloads

Downloads Details « a

@ Hide Empty Fields ™ View in Separate Window

Q, factura-2284: € = Advanced Filters oatth

(R IEY AP AL RN Rifactura-228447578 53 ALl
Flags Finding T... Asset Path (1).vbs

File Exists

Q (All) w Q, 1

Hash

1029EDA15FEB6C83BD64AAFA49F6A0216 ABYFEFF6454
2711FB211689FC69D845

Cih\Users\a

C:\Users\a
Digital Sign Status

I I I CihlUsers\a =
Publisher

File Size
10918

Modified
2025/03/28 22:57:33

Accessed
2025/04/22 04:16:03

Created
2025/03/28 22:57:32
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Users

ED R

Source health @ Healthy

All sources are operational

Users 19,601 total

10,337 with identity events

19,552 not using MFA

[Q Search = Filters [ & Edit Labels ] & Exportto CSV ]
isplay name ogin names mails lentity events status st logon abels alue st active s evices
Displ Logi Email Identi MFA Last log Label Value ® Last acti Used devi
[ ePQoLVJJRAL4
[J EPQOLVJJRAL4
)  Aaron Woland aaron@woland.com aaron@woland.com 2 © Enabled 2025-04-24719:28:26.694Z @C)  2025-04-24T19:28:27.000Z [ BRUCYaHKAN
WA94BEJNAKTOI9
O  Aaron Woland loxx@cisco.com loxx@cisco.com 1 © Disabled 2025-06-17T18:23:58.074Z @IC)  2025-06-17T18:23:58.074Z
£S5 AFIQxQ8F3sSP
)  AaronWoland loxx@loxx.tv 2 © Disabled 2025-05-07T19:32:56.071Z @IC) 2025-05-09T19:35:21.000Z {3 AFiQxQBF3sSP
=5 AFIQxQ8F3sSP
Aaron Woland . .
@) R aawoland@cisco.com aawoland@cisco.com 6 © Enabled 2025-05-08714:35:20.791Z @IE) 2025-05-08T14:35:20.791Z
O abed abcd@gmail.com abcd@gmail.com 1 ©) Disabled (10 (D)
. accounting2@security accounting2@security 5
A ting2 1 Disabled
O SLLEL demo.net demo.net © Diea @
Aditya K R (adikr)  adikr@cisco.com adikr@cisco.com a © Enabled 2025-06-19T15:08:21.066Z @C) 2025-06-19T15:08:21.066Z7 3 {PIl_Removed} |
administrator administrator 1 ) Disabled m
5 DPOO44TVBTZ
adrian@securitydemo. adrian@securitydemo :
(0  AdridnEspinoza net = y net 2 Z 1 © Enabled 2025-04-16T22:29:58.238Z @IC) 2025-04-16T22:29:58.238Z (3 EPJCFLHTJQTE

© 2025 Cisco and/or its affiliates. All rights reserved.
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DuoEHEDN R (FKR)

< Users
i Trust Level @ Trusted
8 User - Admin
The level changed to Trusted because of the following factors:
Jon Doe ©
User Tag Medi sg-ca-clientservices User Tag Medi sg-ca-clientservices « Account signed in using weak MFA, but this occurred from known device and known ISP
User Identity / Credentials Login Attempts
Email user@email.com Company Company Name Account Status © Active @ v New York, USA
User ID user@email.com Office Location R New York, USA Account Created Date 2024-08-13 2 minutes ago
Login Name user@email.com Department Corporate Services Account Type Admin
) ~ New York, USA
Phone Number +1(123) 456-7890 Manager Homer simpson Groups sg-duo-domo-users 7 hours ago
Sources Duo, AWS, Job Title User Experience Designer sg-gsuite-endusers P Add
Azure sg-ca-clientservices L)
10.167.241.134

Used Factor

A - Application

Access / Authentication pplications A
Application Type Device

MFA Status Enabled Application Name 45 minutes ago

© = : (") Endpoint

Used Factor 5 hours ago Application Type Device 1234
Application Name 45 minutes ago

Last Login 4 days ago
Application Type \X) v Paris, France £ Incorrect Password

Last Active 4 days ago Application Name 45 minutes ago 5 days ago

. Application Type
Last Location R New York, USA Application Name 45 minutes ago @ v  New York, USA
Password last 6 months ago 10 days ago

Application Type
changed Application Name 45 minutes ago

e
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XDR

TH4E, ZEDIYVRIRAY N )
ROSDATFRNZ T 4
g)};;agfd O f A Suspicious Endpoint and ( b

User Activity Detected

iﬂ > Priority score breakdown
][]

;(‘:I- }l_t_\ o 1 0 0 0 ;gtgction :«gset M era kl
I\/ I\“/-k{\/ I\ Risk Value at Risk 77 tz,—l—:,{y I\
NS J - J

Sources

Cisco Secure Endpoint

XDR Endpoint

XDR Network

Cisco Secure Network Analytics
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© Critical

ZDA T MEBS%DIEETHRINTH Y,
mazzarella.ad.ciscrypt.info IZ231F7 5AsyncRAT7 VT4 ET 1 &

BRHOLWT—28BLES0. EXGEXa T« LOMENZFELEL
TRY., BEMNLEELRCDREILETHS LT TELTL

ESC

Summary

2025%3H27H &Y. Cisco Secure Network Analytics(&.
mazzarella.ad.ciscrypt.info & & 108.62.141.13 [ZBEh 5 [ETE
HICEEHEL 77 1 JUERT - 88D 7 71 )LHERF1 2240
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UserTrigger 7 L > vy
mlIC MFA &2 kU H—
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ITYRKRAY b

Actions taken View Notes

e May 12, 2025 @ 9:12 PM PDT DU View run -3
Executed Workflow for Contain Incident:
Assets (Devices)

¢ May 12, 2025 @ 9:11 PM PDT DU
Added note for Review Incident

e May 12, 2025 @ 7:41 AM PDT 0S View run -3
Executed Workflow for Contain Incident:
Assets (Devices)

e May 1, 2025 @ 12:04 PM PDT DU View run -
Executed Workflow for Confirm Incident

e Apr 29, 2025 @ 1:13 PM PDT DU View run -3

Executed Workflow for Contain Incident:
Assets (Devices)

-

Meraki
IO EARA VB

J
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Cisco XDR How to ¥ 1 k

X5 | 2% | B

m XDREAN B

: ; [ XDRO
- XDRAF9E (For Dummies

nEERN (—hF—gay) O
+ [NEW!] Japan Partner i :
» [NEW!] Cisco XDR
- [NEW!] Cisco XDR®D

—:S0C
—:XDR-

© 2025 Cisco and/or its affiliates. All rights reserved.

| BXET [ B

nv¥=a7l

+ XDR Help Center
| | EF /A%
ram

m AR

- [NEW!] Cisco XDR nbZINYa—TFavT

. SN FIE ) + Cisco XDR TAC Troubleshooting Knowledge Base
secure Client Network Visibility Module with XDR

- Umbrella Al

— STty EE - XDR: Automation Remote
8 TR N\YXAVRE - XDR: Automation Remote

- dCloud XDRIO > 7~ = + XDR: Workflow
- Cisco Breach Protection Suite v1 - Instant Demo (XDR) - XDR: NVM

- Cisco XDR with Cohesity Data Protection - Automated Ransomware Response and Acce . ypp. yyp 3
- Breach Defense and Security Operations: XDR and Splunk . XDR: HAR 7
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