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Protection Test

Real World
Protection Test

False Alarm Test

*  “Very High” FP has
as many as 100-150
false positives

Protection False
Rate Alarms

100% 0
99.3% 1

FP rate on

non-business
software
Acronis, Avast, Bitdefender, Cisco, ESET, Fortinet,
G Data, Kaspersky, Sophos
Cybereason, FireEye, SparkCognition, Microsoft Low
Elastic, Vipre, VMware Medium
K7, Panda High

CrowdStrike Very high
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o — ANTEST

% — ,l: F*ﬁ AV'T E ST ‘ : (J: é Jﬁ EIE %E % ( 20 19/ 1 2) The Independent IT-Security Institute

Magdeburg Germany

. 20194 11~128(Z AV- DNS LAV TRk -
T_EST [CTElEINnT- 22 kOIS Umbrella | Umbrella RS SEE. leanmi # paloalto
T 9 E*”Fﬁ ( :/x — 'j: Malicious PE files (Portable executables) 77.94 57.11 33.70 11.09 417
E5E9) Malicious destinations 55.09 24.55 25.36 38.27 28.18

. REID (G =\ L | Prishing inks 83.97 74,57 49.57 39.42 13.14
13ESFNENDRE Total detection rate 72.63 51.80 35.25 26.47 13.66

- DNSLA¥XIZBWLWTIE. ST LAY TFX+
Umbrella & Akamai Tt

Lo T4 7‘7°|:|$:/§ Type of test @ zscaler palothg
EHE (SWGEL)

Malicious PE files (Porable executables) 92.65 88.66 77.88 65.07

e ST TLANXICENTIL, | Malicious destinations 93.82 89.82 88.36 77.00
DNStF 2 !) T 4 MEXFE | Phishing links 82.80 71.69 88.25 79.70
#\% L/ Total detection rate 90.49 84.68 83.67 72.38
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B = FHHRBAAV-TESTIC &k S &5 R (2020/10) N TEST

The Independent IT-Security Institute

— Magdeburg Germany
. 202059~1081Z AV- DNS L ¥ TAb
TEST IZ T Product TTIAS B OBBME

(YRAIZEEET) 4> 7L , 2,165
Cisco Umbrella DNS Security Advantage 70.69% 0.28%
. %%pﬁq 'j::ﬂE;_( -'E, _I%_ L \Bjﬁﬁﬂ Akamai Enterprise Threat Protector Intelligence 53.58%| 1.34%
A P 5 %Jh,%)h,ﬁ& Infoblox BloxOne Advanced 36.28%' 11.78‘%I
iE
N T T A
~DREE B 2 o e TE
+ CiscoDT =212 ML liseo umbrella SIG Essentials 96.399d  0.65%
AnyConnect 4.9MR1 :
Zscaler Internet Access Transformation 89.67%| 0.69%
Palo Alto Networks Prisma Access Prisma Access for Mobile Users 73.15‘4 1.29%
Netskope Secure Web Gateway NG-SWG 61.90%' 4.53%
Akamai Enterprise Threat Protector Advanced Threat 58.43°/cl 1.89%
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2020 Tech Innovators Details
« Previous | Tech Innovators 2020 Home | Next »
Cisco
Cisco Umbrella

Winner -- Security - Cloud

2020 Tech Innovators Details
« Previous | Tech Innovators 2020 Home | Next »
Cisco

Cisco SASE Solution
Winner -- Networking - SD-WAN
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« Previous | Tech Innovators 2020 Home | Next »
Cisco
Cisco SecureX

Winner -- Security - Threat Intelligence / Incident Response
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