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Snort IPS ^a^
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• $*�%(�* ($)!*��%(�*) ���
• Security Over Connectivity 
• Balanced
• Connectivity Over Security
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• Cisco Collective Security Intelligence 	��-2%�3#' IP �(
5#URL(.�7������ (i.e. 5+0&8"17)

• 
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• �&!38
• CnC
• Malware
• Phishing
• Bots
• Attackers

��

Security Intelligence ����,�4$



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

# 0!2",1

• IP �'/$����������# 0!2",1&2%*2$

• IPS��)-!2",1�
�(��.+-"2�����	����������



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

TLS ���)/3ACE1@D
Internal 
Server

Encrypted
‘#$!...’

Encrypted
‘@!<...’

Decrypted
‘abc...’

Firepower

• TLS �����'���(����+D2=/1@D(���
• inbound inline
• outbound inline

• 9E7,-)������?6B�����?6B��&�#�
:;.E>D2��$% �


• TLS 1.3 8+5*< "��	�TLS 1.2  4,D0CE7��
!+D2=/1@D"��

Client



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

� 7')=&620;�!��

(��!��� :=*+(%8>2-��)

� ��
�(/@492-1�$)"��

� 523?A-�!#���&���

� ��#��

AMP4N (Advanced Malware Protection for Network)
:=*+(#���"�	�3<2,@.



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

�
��'*B:<F9� -!$���(7CF=>;#�,"+*	�1��1)2B:<
F9�,&7��4

AMP4N (Advanced Malware Protection for Network)
?D=AE@HF

��2B:<F

?EHGB:<F

CF=>;I

��

�3��2B:<F .5 ��/���1CF=>;/�"7

��1�,&680%-5
�10+-CF=>;#
�,"+*	�1
��'-%87

�100�J2��9��

Collective Security Intelligence



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

��&4(��	��������)$/1+ ������

����.2"#��1���1'42�
�����

%0"-1'42���*3,!.2"#�
��



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

<KD7FI;K=GJ ����OS

Web7FI;K=GJ
:H87JB7FI;K=GJ

BAF7FI;K=GJ

7FI;K=GJI?:��

E>C?!����

��+5.&4 Web 7FI;K=GJ$:H87JB7FI;K=GJ$<KD7FI;K=GJ$
�� $I?:��(2$
#�6��0�'$7FI;K=GJ�"6��,$I?:6��-4*/
)	�

3,500 ��17FI;K=GJ(2$����6
@9A:


#1%47FI;K=GJ$��,.&4��6
�3�,$��1�"6��,��-4I?:6
��

Application Visibility Control 7FI;K=GJ1	��/�



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Custom Report .*0%
�
	�.*0%
�1.*0%$��'
��)-� "+�!��

����.*0%����,0-�&. �����

PDF�HTML�CSV����*0%

+-���.*0%�"#�.*0%(#%/0�.*0%



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

FTD �
	��
2018����2019 �� Gartner 
Magic Quadrant ��0./68'��1!
#"$&85���48-8�)*(���

����2020�� Forrester Wave ��
%7,823#+ 1!#"$&85���48
-8�)*(���

�������2���� ��
https://gblogs.cisco.com/jp/2019/10/cisco-
named-a-leader-in-the-2019-gartner-
magic-quadrant-for-network-firewalls/

https://gblogs.cisco.com/jp/2020/08/cisco-
named-a-leader-in-the-2020-forrester-
wave-for-enterprise-firewalls/

https://gblogs.cisco.com/jp/2019/10/cisco-named-a-leader-in-the-2019-gartner-magic-quadrant-for-network-firewalls/
https://gblogs.cisco.com/jp/2020/08/cisco-named-a-leader-in-the-2020-forrester-wave-for-enterprise-firewalls/
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• Firepower NGIPS / Firepower 
�=RU>=XD
Sourcefire ��-:*�/2,; Firepower ���
(��=RU>=XD���2*�"�=L?XD�8)

• ASA with Firepower Services
Cisco ASA5500-X 4 Firepower module 7N>QVIK
(�.7� 3*�"�=L?XD�8)

• Cisco NGFW / Firepower Threat Defense (FTD)
Firepower 6 ASA���&<$�/1��GPJ?@=

• Firepower Management Center (FMC)
Firepower '�7�&<PW6	�0;197!�BYO
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• Firepower ���& Firepower Services (on 
ASA) !�FTD *��$!%���

• Access Control Policy ��
 Policy *���

Firepower Management Center (FMC) ��

FTD Virtual �! FP2110 * 1	# FMC  �����'�

SF Tunnel
��# Management Interface �"�
TCP/8305  ��
������+-.,�����)('
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Firepower Management Center
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Firepower Device Manager (FDM) ��
KSZ)�"21 OnBox - FTD VZ9T��DZT
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ASA 5506-X 

Firepower Threat Defense ���;@57<D=

Teleworker Branch Office Internet Edge Data CenterCampus

��,;@-,C2

ASA 5525-X

ASA 5545-X
ASA 5555-X

FTDv (NGFWv)
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��,;@-,C2

Firepower 1100
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ASA5500-X $:D8./,% FTD !� ����
SKU (	�� �*
FTD ßà ASA $A->D1%��#����
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New!
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• ASA 5�%
• CLI 0��0'9 Basic Firewall
• MJQF;?DC VPN �� �1+/
"�3��

• �$5 ACL 07��4��
• 16��5OP@DLQ
(PIX 60#9127�!)

[
�] ASA 1 AnyConnect
• AnyConnect 5�%
• 2*&807��3;?DC:��
• IPsec 07 SSL07����3HNF
PGN VPN

• PC ,)03(CIQFH=P07��
��

• VPN �5��7"� (NAM, NVM, 
AMP enabler, Umbrella)

• 14��5OP@DLQ
(Cisco VPN Client 60#9121�!)

2-876,6,BCA5D>KME<!�5��&.�	



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

• Firepower Threat Defense (FTD) (��I?G4����=�&
NGFW & IPS �
1+/��.):<#��0 �*</%;

• “��3�';” ����1+/ FTD 5�<,��9���=�-

• L4 604 Basic Firewall 0$; ASA 1 L7 Security 4 FTD ="�"
�0�%�);

• FTD 8 ASA 8	�EKC@A>0��+#!2H?JDBF($;
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• Firepower �� cisco.com��&35+!)+
http://cisco.com/go/ngfw

• ASA �� cisco.com��&35+!)+

http://cisco.com/go/asa

• /5+-5��
��� (Firepower �������FTD ���" ,�FDM ���" ,���
������)
https://www.cisco.com/c/m/ja_jp/partners/documents.html

• [	�!] &'$%05+$12.*� (#24*�
https://community.cisco.com/t5/-/ct-p/5041-security

���� (1)

http://www.cisco.com/go/ngfw
http://cisco.com/go/asa
https://www.cisco.com/c/m/ja_jp/partners/documents.html
https://community.cisco.com/t5/-/ct-p/5041-security
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• ����� $����� �'#%'!"&����Firepower 6.6 (�� 6.5 ���) �

�����4�������
• Firepower 6.6 ������	� (��1-4)

https://gblogs.cisco.com/jp/2020/07/fp66-release-1/
https://gblogs.cisco.com/jp/2020/07/fp66-release-2/
https://gblogs.cisco.com/jp/2020/07/fp66-release-3/
https://gblogs.cisco.com/jp/2020/07/fp66-release-4/

��	 (2)

https://gblogs.cisco.com/jp/2020/07/fp66-release-1/
https://gblogs.cisco.com/jp/2020/07/fp66-release-1/
https://gblogs.cisco.com/jp/2020/07/fp66-release-1/
https://gblogs.cisco.com/jp/2020/07/fp66-release-1/
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• �
��������/�������� (��������)
FP9300, FP4100, FP2100, FP1000, Virtual Appliance

Firepower����
�	���

https://www.cisco.com/c/en/us/products/collateral/security/firepower-9000-series/datasheet-c78-742471.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-4100-series/datasheet-c78-742474.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-2100-series/datasheet-c78-742473.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-1000-series/datasheet-c78-742469.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw-virtual/datasheet-c78-742858.html
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FTD 2;@E>B:<D;�%
Airgap ��-2 License Reservation 9�"*8( Smart Software Manager Satellite 9��
& 2 FTD 1A=C�01,3,51B:<D;9#�
FMC ���2 FMC -4.5,B:<D;9��
FDM ���2 FTD �0=?:;�-B:<D;9��
/+71�
6��:D;>EC�'90�$1!�B:<D;)��	� (Smart Software Manager 31
����)

• Base (��)
AVC, Basic Firewall, Routing & Switching

• Threat &
IPS / IDS, Security Intelligence

FTD B:<D;� (1)
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• URL Filtering $
7<8C%reputation

• Malware $
AMP for Networks, Threat Grid, @56D��

• AnyConnect
96>	�* APEX or Plus B6;E:4"� or =?6:	�* VPN-Only B6;E:4��
��B6;E:��-)0,.�!��(�� (��- 90�#��B6;E:,.�/3+')

• FMC Virtual
��=?6:� (2,10,25) �,��B6;E:- �(�� (��- 90�#��B6;E:�2)
300=?6:��(
�+�A=D1&2 (FMCv300)

FTD B6;E:�� (2)
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FTD 6-34��#�&�!7<21

1. Ingress Interface "�����6-34$&�$ ASA +=0= (�� LINA) "��
��('

2. 9;/>"���(%�6-34$ Snort +=0="�*=18,/:=�('
3. Snort +=0=�6-34��#��/��)	
4. ASA +=0=$ Snort #��"
��6-34)���'����'

• Snort +=0=$ Firepower 6.x #.>5 ��
• ASA +=0=$ ASA 9.x #.>5 ��
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• 601
71�����9���#
!����((,���

• FTD (ASA �) ",�&+835
8;1:<�/8��*+� ,%�
$,!�28���&,! ,%�
$,!
��

FTD 6.5 à�&,! ,%�$,!

FTD 6.6 à*+� ,%�$,!

• *+� ,%�$,!-	��2019
601�2021601(.4)�((,�
��������!'*+� ,%
�$,!
��

FTD 6.4 à 2019601((,��	��
�!'*+� ,%�$,!

�#!���'�#���)$(�,
Cisco’s Next Generation Firewall Product Line Software Release and Sustaining Bulletin
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html

https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
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• 2020�11���:�%�<��
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