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Criteria to Consider When Selecting a Collaboration Service

é" 5 National Security Agency | Cybersecurity Information

Selecting and Safely Using Collaboration Services for Telework

1.

Does the service implement end-to-end encryption?

2. Are strong, well-known, testable encryption standards used?

3.
4.

Is multi-factor authentication (MFA) used to validate users’ identities?
Can users see and control who connects to collaboration sessions?

https://media.defense.gov/2020/Apr/24/2002288653/-1/-1/0/CSI-SELECTING-AND-USING-COLLABORATION-SERVICES-SECURELY-SHORT-FINAL.PDF
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Operating Systems by Platform
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Includes major Windows versions, not patch levels.
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® End-of-Life 0(0%) ® Trusted 0(0%)
® Out-of-Date 7(14.3%) ® Not-Trusted 7(12.1%)
® Up-to-Date 42(85.7%) Unknown 51 (87.9%)
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Access Device

V Mac OS X 10.14.6 (18G4032)

Chrome  80.0.3987.149
Flash Not installed
Java Not installed

Device Health Application

Installed

Firewall on
Encryption on
Password Set

Security Agents  Running: Cisco AMP
for Endpoints

Yokohama, 14

Trusted Endpoint
has a valid Duo certificate

V Windows 10

Unknown  11.0
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Device:

Choose an authentication method

Remembe




Device:

Choose an authentication method

Remember me for 1 day

Your computer software is out of date, You will be blocked in 5
days if you don't update.
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Enter Passcode
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