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Compute

Overview

Instances

Dedicated Virtual Machine Hosts
Instance Configurations
Instance Pools

Cluster Networks

Search resources, services, documentation, and Marketplace

Instances in mcd-demo compartment

An instance is a compute host. Choose between virtual machines (VMs) and bare metal instances. The image that you use to launch an in

Create instance Actions ¥

Name State
ciscomcd-oci-egress-vqoyapgd Terminated
ciscomcd-oci-egress-wfuyhljl Terminated

ciscomed-oci-ingr ® Running

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Public IP

132.145.156.153

Private IP

10.252.1.152

Shape OCPU count
VM.Standard.E3.Flex 4
VM.Standard.E3.Flex 4

VM.Standard.E3.Flex 4
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Ingress Gateway Egress Gateway

Egress East/West

@ Reverse Proxy @ URL filtering @ FQDN filtering
@ TLS decrypt @ Forward proxy @ IPS /DS
@ WAF - L7 DoS @ TLS decrypt @ Antivirus
@ IDS / IPS @ FQDN filtering* @ Segmentation
@ Antivirus @ FQDN-based firewall policy @ FQDN-based firewall policy
@ Geo IP © DLP @ TLS decrypt
@ Malicious IP @ IDS [ 1PS

@ Antivirus

newd & Fully orchestrated IPsec VPN

(site-to-cloud & cloud-to-cloud)
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AWS Centralized

Egress

Controller simplifies
orchestration

- Security VPC
- Gateway Load Balancer (GWLB)

- Multicloud Defense Gateways
- Deployment
- Insertion
- Autoscaling

- AWS Transit Gateway
- New or existing TGW
- TGW attachment

- Traffic engineering (routing)
- VPC subnet routing to TGW
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AWS Centralized

East-West (Inter-VPC)

Controller simplifies
orchestration

- Security VPC

- Multicloud Defense Gateways
- Deployment
- Insertion
- Autoscaling

- AWS Transit Gateway
- New or existing TGW
- TGW attachment

- Traffic engineering (routing)
- VPC subnet routing to TGW

AWS GWLB for scalability
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Azure Centralized

Ingress

Azure Subscription: Example
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Autoscaling
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Azure Centralized

Egress

Controller simplifies
orchestration

- Security VNet

- Network Load Balancers

- Multicloud Defense Gateways
- Egress / East-West Gateway

- Automation
- Peering
Routing
Load balancer configuration
Autoscaling
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Azure Subscription: Example
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Azure Centralized

East-West

Controller simplifies
orchestration

- Security VNet

- Network Load Balancers

Multicloud Defense Gateways
- Egress / East-West Gateway

- Automation
- Peering
- Routing
- Load balancer configuration
- Autoscaling
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Details
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General Information

[ AddressAT'STIb ]

Name

Instance ID

State

Region

CSP Acct Name

CSP Instance Type
Num Interfaces

Num Security Groups

VPCID

Prod-A-1
i-Oc4fde9fca7107943 [
STOPPED

us-east-2
tmitsue-RunOn-AWS
t2.micro

1

1

vpc-b512alde [j

Tags

key

Public

Resource Level

Resource Tag

Resource Tag Value

RESOURCE_INSTANCE

Name

172.16.0.3

172.17.0.4

172.31.6.195

192.168.0.182

env

Type

IP_ADDR

IP_ADDR

CSP Acct
tmitsue-

RunOn-GCP

tmitsue-
RunOn-GCP

tmitsue-

RunOn-AWS

tmitsue-
RunOn-AWS

Region

Montreal |
northamerica-
northeast1

Montreal |
northamerica-
northeast1

US East (Ohio)
| us-east-2

US East (Ohio)
| us-east-2

VPC/VNet

vpc-a

vpc-b512alde

vpc-
0dc7151f81464c6cf
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Y O ciscomcd-deploy

@ EXPLORER ciscomcd_gateway.tf U X
v CISCOMCD-DEPLOY ciscomed > ‘W ciscomcd_gateway.tf > %2 resource "ciscomcd_gateway" "ingress_gateway"
v ciscomcd
ciscomcd_gateway.tf
ciscomcd_policy_rule_set.tf
ciscomcd_service_vpc.tf
ciscomcd_spoke_vpc.tf
outputs.tf
PO resource "ciscomcd_gateway" "ingress_gateway" [{
variables.tf name = var.ciscomcd_ingress_gateway_name
.gitignore csp_account_name = var.ciscomcd_aws_account_name
gateway_image = var.ciscomcd_ingress_gateway_version

HashiCorp

accounti-us-east-1.tfvars
ciscomcd-deploy.sh instance_type var.ciscomcd_ingress_gateway_instance_type
initf mode "HuB"
il security_type var.ciscomcd_ingress_gateway_security_type
provider.tf policy_rule_set_id ciscomcd_policy_rule_set.ingress_policy.rule_set_id

README.md
variables.tf

ssh_key_pair = var.ciscomcd_ingress_gateway_ssh_key_pair
aws_iam_role_firewall = var.ciscomcd_firewall_role_name

region var.aws_account_region

vpc_id ciscomcd_service_vpc.service_vpc.id
min_instances var.ciscomcd_ingress_gateway_autoscale_min
max_instances var.ciscomcd_ingress_gateway_autoscale_max
gateway_state var.ciscomcd_ingress_gateway_status

https://reqistry.terraform.io/providers/CiscoDevNet/ciscomcd/latest/docs

cISco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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TerraformT®D5xE£Codeft

MCD W Terraform
Controller
Deploy
|
Deploy l
l policies VPC
G Subnet
ve — 100 T L
v @l Subnet ~ | | ALF
@ v @ Instance
E:E:E TGW
IGW - v
VPC
(4 Subnet
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Instance Azure GCP ocl
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Cisco Multicloud Defenselcd&d
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Step 1 Step 2 Step 3

Connect Account Enable Traffic Visibility Secure Your Account

Connect a cloud account with the Enable traffic visibility on specific VPCs Setup a Service VPC and Multicloud
Multicloud Defense Controller to allow for more insight into the traffic Defense Gateway to secure your
in and out of your account Account

Connect Account Enable Visibility

H3IRTHI> MDA IR—F 1> ‘ DNS 1Y) & VPE/NSG JO0-070 N A=A N =33 E A — Mol—33>
stule (GWOIEZEL &)

(B%) (I3 RT7y hOBEIHRAL)
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Secure your VPC



Secure Your Account aws
Demo —

B Multicloud Defense Network
app1-vpc VPC attachment Ingress Gateway Load Balancer
<t (=)
< ‘:) s
— =
o) Ty
Gateway
Load balancer
appo 1 Endpoint
|-
Internet
Gateway
Transit ]
app2-vpc Gateway |
£
= =)
PC attachment Gateway Multicloud Defense
app02 Load Balancer Egress Gateway
Security VPC
4—— Ingress Flow
P Egress Flow
.Icllls'ég' 2028 Cisco and/or its affiliates. All rights reserved. Cisco Confidential Easuwes@isco Security | 35
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> Advantage & Premier 120D 2 iE&EzHAE

> "mIMTIAE IART (U39R) BIR(IOE>TS —hT
1EZEETUISHEZ(CE D ((EEEETERW)
X WEREDT — MI11EFfEEX

> 16 /3%F/5FE0YTRIVT 3> 2AR

> T—NIIARFEDETELE = F—hII1M4# x 24 (1H
DB x 365 (1EEMEK) x HBR (145/34/54)
X 1805 - NI1(Z1FE/2465EI365BHBETE 3L,
876005fEl 12D

Advantage _
vibity [ [
Unimitedaccounts | v | </ |
FQDN egross fitering (oubound) |/ |/
Wealcious IP and geography-based blocking | /| /|
es/ps | |
Gisco Talos® Threatinteligence |/ |/
TSdearypton |/ |/
Sdparyinegratons | /| /|
WRifterng | |/
DLP (lock exfivation) | |/ |
Web applcation frewal || /|
APlwcimtng | |
Ants ||
Wuticloud comectivty | | Comngsamn|
Hybrd segmentaion || Gomngsoon|




AWSDIZS

Multicloud Defense

(AWSADSZFAW)

mb5.large ($0.096/h)

m5.xlarge  ($0.192/h) - 3HAZXDA RIS ANSIER
mb5.2xlarge ($0.384/h)

(CiscoADIZFALY)

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
Cisco

AWS Firewall + AWS WAF

($0.395/h)

($0.065/GB)

($1.095/h)

($0.005/GB)

1Web ACL&D

($5/Month)
1Rule®zh
($1/Month)

($0.60/100million
requests)
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Site-to-cloud VPN



Multicloud Networking

site-to-cloud connectivity (Centralized security model)

SvpCc-aws ,
Multicloud Defense Network

app1-vpc-aws VPC, t
10.1.1.0/2 \ 10.21.1.0/24 Ingress Gateway Load Balancer
‘ \ (=D B
)
‘ -
nternet
Gateway <ﬂﬁ

Gateway ingress-gw-aws
Load balancer
Endpoint

app1 (role = prod)

63

N
app2-vpe- aws Transit egress-gw-aws
10.1.101.0/24 Gateway 9 d
Multicloud
(Laatzv\éayl Egress Ghteway Defense Controller
app2 (role = Shared) VPC attachment cac Baneer

IPsec

Multicloud Networking
(site-to-cloud)

Firewalls are managed using CDO
(ASA or FTD)

Cisco Defens
Orchestrator
(CDO)

Datacenter 172.16.1.0/24

Multicloud Defense Controller and
CDO orchestrates VPN configuration

API integration between CDO and
Multicloud Defense Controller dcapp1 (role = dcapp1)

N
© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
cisco ¢
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BGP Profile

alaln,
cisco

. Admin: answami@cisc...
Multicloud Defense CDO_cisco-

multicloud_defense_lab01

Dashboard Discover Investigate [VELELT Report Administration

V Favorites

Pinned navigation items BGP Profiles: 4
will go here
Filters and Search  Switch to Advanced Search ~
Setup
Name

Security Policies

Rule Sets ate m Refresh
Addresses
Neighbors
Services
Certificates Name & : InUse * : LocalAS = : P AS Last Modified &
FQDNs
pod1-aws-bgp . 65201 172.27.1.1,172.26.1.1 65301, 65101 2024-04-18T20:39:19.028Z
pod1-azure-bgp . 65301 172.27.1.2 65201 2024-04-18T20:40:29.245Z
Profiles
‘ Decryption pod2-aws-bgp . 65202 172.26.2.1,172.27.2.1 65102, 65302 2024-04-18T21:39:54.092Z
IPS/IDS o
pod2-azure-bgp . 65302 172.27.2.2 65202 2024-04-18T21:41:01.040Z

Data Loss Prevention
Anti Malware

WAF

Layer 7 DOS

URL Filtering

FQDN Filtering
Malicious IPs

Packet Capture

Log Forwarding
Metrics Forwarding

NTP

Note: On premise ASA/FTD BGP configuration is not yet supported in CDO, so it must be done by hand. Ul configuration coming soon

cIsco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential Cisco Security 43



BGP Pro

fille contd.

General Settings

Details ([JEI

Terraform Export

Last Modified (Local).
2024-04-18 13:39:19

Properties

Name pod1-aws-bgp

Description

Neighbors
Vv Neighbor
IPAddress 172.27.11
AutonomousSystem 65301
v Neighbor
IPAddress 172.26.1.1
AutonomousSystem 65101

ol I (K] l N

Cisco

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

H Last Modified (Local):
Details m 2024-04-18 13:39:19
General Settings Terraform Export

In order to export and use the selected ipsec object pod1-aws-bgp, you need to complete the following steps:

Step 1: Download the Terraform File

or

Copy the resource block below and insert it into your Terraform script.
resource "ciscomcd_profile_bgp" "
name = "podl-aws-bgp"
local_as = 65201
neighbor {
ip_address = "172.27.1.1"
autonomous_system = 65301

podl-aws—bgp" {

}
neighbor {
ip_address = "172.26.1.1"
autonomous_system = 65101
b
¥
Step 2: Execute Command:

terraform import "ciscomcd_profile_bgp"."podl-aws-bgp" 14

COPY CODE@

Cisco Security

44



BGP Profile contd.

N
Ccisco

N

Eivea) ulticloud Defense

Dashboard Discover Investigate

v Favorites
Gateways: 6

Pinned navigation items

will go here
Filters and Search

Manage Report Administration

Switch to Advanced Search

FQDN Filtering
Malicious IPs
Packet Capture
Log Forwarding
Metrics Forwarding
NTP

IPSec

BGP

Networking

Cloud Accounts

Gateways Displaying Gateways 1 - 6

Setup
Name CSP Account CSF
Security Policies NTP Log Forwarding Met
Rule Sets
Addresses
Services
Certificates N . .
Name & Account & CSPTy
FQDNs
pod1i-ingress-gw-aws  cisco-multicloud-defensc  AWS
Profiles podi-ingress-gw-azure  cisco-multicloud-defensc AZURE
Decryption
pod2-egrere-gw-azure  cisco-multicloud-defensi AZURE
1PS/IDS
Data Loss Prevention pod1-egress-gw-azure cisco-multicloud-defenst  AZURE
Anti Malware pod2-egress-gw-aws  cisco-multicloud-defensc AWS
WAF
podi-egress-gw-aws  cisco-multicloud-defenst /\WSI
Layer 7 DOS
URL Filtering

Ruleset

Interface Configs
Add Row

Availability Zone

1AM Role for Firewall

Management Security
Group

Datapath Security Group

EBS Encryption

Packet Capture Profile

Log Profile

Metrics Forwarding
Profile

NTP Profile

Advanced Settings

Public IP

Disable Public IP

VPN Settings

* podi-egress-policy

& Mgmt. Subnet

« ciscomed-gateway-role

Select Packet Capture Profile

Select Log Profile

Select Metrics Profile

Select NTP Profile

| BGP Profile

pod1-aws-bgp

Save

Q Admin: answami@cisc...
CD:

0_cisco-
multicloud_defense_lab0 1

&> Datapath Subnet
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Configure site-to-cloud VPN

Configure site-to-site VPN tunnel

"cll‘,’él‘;' Defense Orchestrator VPN Q Search 9 @v °'5°°'mu"":lou:}-sizf:%s;s-cl:*c’g:] =
= Hide Menu
[ Q S L nn ) ev € P Displaying 1 of 1 results |
|@a Dashboard
. Name $ Status $ Peer 1Name $ Peer1IP & Peer 2 Name $ Peer2IP &
D) Muflllcloud o
Defense H H
Site-to-Site VPN

£ Inventory ASA
Policies ’ Site-to-Site VPN
@ Objects > FTD ASA
oo VPN I VPN

<& FTD Site-to-Site VPN Site-to-Site VPN
1 Pt . I R pe—— v I Multicloud Defense
@ Giemplas @ FTD Remote Access VPN Configuration

SASE Tunnel

@ ASA Remote Access VPN Configuration
3 Jobs ASA to Umbrell

@ Remote Access Monitoring
% Tools & Services >
{é} Settings >

CDO orchestrates VPN configuration on the firewall

CDO talks Multicloud Defense controller and orchestrates VPN configuration on the Gateway
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Configure site-to-cloud VPN

Step1 - Create site-to-site VPN tunnel

N
Ccisco

Hide Menu

Dashboard

®

Multicloud
Defense

D O

Inventory

@

Policies

Objects

@

VPN

g

-\/\r Analytics
@ Change Log
£ Jobs

X Tools & Services

{:C‘)} Settings

'LI.'s'éo Defense Orchestrator

>

Create Site-to-Site VPN

Create Site-to-Site VPN

o Peer Devices

©

Q Search

Configuration Name *

[ pod1-dc-to-aws

Peer1 Peer 2
Device 1 * Device 2 *
[pod1~asa—dc x Vv ] [pod1—egress'gw—aws x Vv ]

VPN Access Interface *

[ outside v ]

LAN Interfaces @ *

[ inside v ]

Public IP (optional)

[ 13.56.122.71 ]

Routing

Networks

": + Add Networks :

cisco-multicloud_defense_lab01 =

answami@cisco.com
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Configure site-to-cloud VPN

Step 2 - Configure VTl interfaces

iy’ Defense Orchestratr  Create Site-to-Site VPN Q search (@S st clote defense lab01

answami@cisco.com

Hide Menu

Create Site-to-Site VPN

Dashboard

(3

Multicloud
Defense

@ Peer Devices
Inventory

New

D O

Peer1 Peer 2

° Tunnel Details | Virtual Interface Tunnel IP @ * Virtual Interface Tunnel IP @ *

[ 172.26.11 ] [ 172.26.1.2 ]

@

Policies >

5

Objects >

G

VPN >

Previous m

1/\'- Analytics >
@ Change Log
@ Jobs

X Tools & Services >

{C} Settings > :
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Configure site-to-cloud VPN

Step 3 - Configure Pre-Shared Key

4 pefense orcnestator  Create Site-to-Site VPN Q search S ccoud defancalabor |

answami@cisco.com

= Hide Menu Create Site-to-Site VPN

|@a Dashboard

Multicloud
O Defense Nowi

@ Peer Devices
= Inventory

Pre-Shared Key
@ Tunnel Details

. ©000000000000000000000000000000000000000000000000000000000000000 Show
Policies >

. ° IKE Settings
@ ClEED ’ | m

oo VPN >

-\/\r Analytics >
6/ Change Log

@ Jobs

i
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Configure site-to-cloud VPN

Step 4 - Deploy configuration on Firewall and Multicloud Defense Gateway

il i i cisco-multicloud_defense_lab01
L','sé'(', Defense Orchestrator Create Site-to-Site VPN Q Search i answami@cisco.com
= Hide Menu . .
Create Site-to-Site VPN
Iﬁ Dashboard
Multicloud
O Defense Now
Peer Devices ~dc-to-av
=lloventory @ Tunnel Name pod1-dc-to-aws
PEER DEVICES
@ Tunnel Details
. Device pod1-asa-dc pod1-egress-gw-aws
Policies >
VPN Access Interface outside =
€& Objects > @ IKE Settings IP Address 17216115 =
Public IP Address 13.56.122.71 =
VPN > s
o&e o Finish LAN Interfaces inside =
Networks == ==
V- Analytics ’ TUNNEL DETAILS
@ Change Log VTl Address 172.26.11 172.26.1.2
(é Jobs
K Tools & Services ’ Deploy changes to ASA immediately @
5% Ssettings > : w

N
Ccisco
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Cloud-to-cloud VPN



Multicloud Networking

cloud-to-cloud connectivity (Centralized security model)

Multicloud Defense
Controller

svnet-azure 10.22.101.0/24 svpc-aws 10.21.1.0/24
/S Zurt
Aaf$p1 -vnet-azure 10.2.1.0/24 VNet app1-vpc-aws 10.1.1.0/24
peering
app1 (role = prod) Gateway app1 (role = prod)
Internal Load balancer
Load balancer Endpoint
G2
Multicloud Defense Multicloud Networking Multicloud Defense g0 iay
Egress Gateway (cloud-to-cloud) Egress Gateway Load Balancer
/AAzure
Controller orchestrates Securely connect cloud environment using Automated traffic steering
VPN configuration fully-orchestrated VPN tunnels
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Configure site-to-cloud VPN

Step1 - add new cloud-to-cloud VPN (Multicloud Defense Controller

élo Multicloud Defense
Dashboard Discover Investigate Manage Report Administration
v Favorites si G ) ) x
e ite-To-Site Connections: 4 Create VPN Connection
will go here
Search
Setup i
Q Enter 3 Rule Details
Security Policies Name « pod1-azure-to-aws
Rule Sets
Addresses . .
Device 1 Device Details
Services
Certificates Name & H Name Virtual Interface IP Device 1 « pod1-egress-g-azure
Fapne 2 t 52.254.17.73 172.27.2.1
pod2-azure-to-aws 52.25. 3 Device 1 Virtual
Interface P s7aar
Eials pod2-dc-to-aws 3.80.231.87 172.26.2.2
Decryption pod1-dc-to-aws 172.26.1.2 Device 2 *podi-egress-gu-aws
IPS/IDS
Device 2 Virtual r2ra
Data Loss Prevention Interface IP .
Anti Malware
WAF
Layer 7 DOS Authentication
LRLGiterng Authentication Presharedkey
FQDN Filtering
Malicious IPs Authentication Value s sessesess
Packet Capture
Log rding
Metrics Forwarding IPsec Profile
NTP
IPsec Profile
IPSec
BGP
Threat Research
Network Intrusion
Networking
Cloud Accounts
ey (o ]

Multicloud Defense Controller configures Multicloud Defense Gateway in AWS and Azure
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Configure site-to-clou

IPsec profile

Cleco Multicloud Defense

Dashboard Discover Investigate Manage Report

V Favorites .
IPsec Profiles: 2

Pinned navigation items
will go here

Search
Setup
Q Enter 3 or more characters to search
Security Policies
Rule Sets m
Addresses
Services Name %

Certificates
ciscomcd-default-asav-ipsec-profile
FQDNs

ciscomcd-default-mcd-ipsec-profile

Profiles

Decryption

IPS/IDS

Data Loss Prevention

Anti Malware

WAF

Layer 7 DOS

URL Filtering

FQDN Filtering

Malicious IPs

Packet Capture

Log Forwarding

Metrics Forwarding

NTP

IPSec

BGP

InUse ¢

d VPN

Details

General Settings

Properties
Name

Description

IKE

DH Group
Authentication
Encryption
Hash

key LifeTime

IKE Version

IPSec
Authentication
Encryption

Mode

Admi
R CDO,

)_cisco-
multicloud_defense_lab01

Last Modified (Local)
2024-02-21 23:24:59

Terraform Export

ciscomcd-default-mcd-ipsec-profile

Cisco mcd ipsec profile

Group 14, Group 15, Group 16, Group 19, Group 20, Group 21
SHA256, SHA

AES256, AES192, AES

SHA256

86400 seconds

Version 2

SHA256, SHA
AES GCM 256, AES GCM 192, AES GCM

ESP

nswami@cisc...

N
Ccisco
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