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access, and monitor user
activity patterns to govern
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APPLICATIONS
& WORKLOADS
NETWORK &
ENVIRONMENT
AUTOMATION &
ORCHESTRATION
VISIBILITY &
ANALYTICS

Understand the health and
status of devices to inform risk

A 3 : A based on defined processes
decisions. Real time inspection,

and security policies enabled
assessment and patching

informs every access request. ft
Data transparency and
visibility is enabled and

L—o
secured by enterprise 25%0
infrastructure, applications, Segment, isolate and control
standards, robust end-to-end (physically and logically) the
encryption, and data tagging. network envrionment with granular
policy and access controls

by Al, e.g., blocking actions
or forcing remediation based
on intelligent decisions

Secure everything from
applications to hypervisors, to
include the protection of
containers and virtual machines.
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v REEBREMTY1EE SRT—ROANLZYMIEBLTO S, (15,000 A ETE R
R1520 5K JLDaRKZFEY) —

employees worldwide spend an average of 11 hours each year entering or resetting their password. For a company of 15,000
employees, on average, this represents a direct productivity loss of $5.2 million.

V A AR DHEEREI.O%IZHITEHETH AU AU RERBIET8%HIE T 6L, R E Passwordless Authentication
X R =B ATRE, The next breakthrough in

US financial software company has been able to bring its authentication success rate to 99.9% and reduce signin time by 78%. secure dlgltal transformation
Because of its simpler user experience, the company was also able to introduce other security features, shortening the life of the
authentication tokens and dramatically reducing the potential attack surface.

v/ SAT—FLRISBATS 5-ETRERE AR ET HESS DAIHIKA L,

From a risk management perspective, this implies that transitioning to passwordless authentication allows companies to cut the
budgets associated with their breach risk exposure by 4/5.(80% of all data breaches involve weak or stolen passwords)

VITALT TR FEHE20% M 550% AR AT HE. (13—)LOBLEHE IR $30-$70)
20% to 50% of all calls to the IT helpdesk concern password resets, and the estimated cost of a single reset ranges from $30 to
$70.

v GOOg'G*i—G'j:FlDO':£’5<mb\nl—ttnru El:h\h\éﬁﬁﬁb%ﬁj\@ﬂ:o nrh\nE%E&$o%(OTP
FIFARF(X3%)

Google employees use FIDO-based security keys to authenticate internally. Total time spent authenticating with security keys
dropped nearly two-thirds. Most importantly, there were zero authentication failures. In their examination of the time period
studied, the failure rate for OTP-based authentications was 3%.

COMMITTED TO
IMPROVING THE STATE
OF T D

Shaping the Future of Cybersecurity and Digital Trust

https://www3.weforum.org/docs/WEF_Passwordless_Authentication.pdf
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https://www.cisco.com/c/dam/global/ja_jp/products/collateral/security/the-tei-of-cisco-duo-final-at-feb-2-2023-ja-jp.pdf
https://www.cisco.com/c/dam/global/ja_jp/products/collateral/security/the-tei-of-cisco-duo-final-at-feb-2-2023-ja-jp.pdf
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