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Data Loss and Suspicious

Activities on Multiple
M¥ Summary  MX Events  XDR Incidents Devices

Organization —
ExplorCorp v Priority m Status Open

56 incidents 8 New incidents 26 open incidents Reported Cisco XDR Analytics 1 few seconds
by ago

Global Overview Security Center

Network Assignedto HJ AS AS  +1

atl-tme-campus-
networks

| Q Last year Status Assignme 56 incidents

Priority score breakdown ©

Network-wide Priority © Name Source © Created Assigned

witch 000 Data Loss and Su ctivities on 1000 100 Detection Asset Value at
Switchi spicious Activiti Multiple Devices Cisco XDR Analytics 5 days ; 10 i
itching 5

_ Mril¥='e M-=~uera ling ~nd Sredentia \ heft At 4 pts\ ste .ted Cisco XDR An Y s days * aassi ne.’
Insight Short description
(.E ) M Itiple diveC ed’ he** Deti ctions on Use 'd pg: 1 Cisco XDR A alyti s fdas A 5 AS
Organization | =~ ==~-= gccurred between Oct 23 2024 and

[ 783 ] [Terminated] Malicious File Activities Detected by CrowdStrike Cisco XDR Analytics 8 days Uet 24 2024, A suspect data loss and hoarding were

detected on device 320b5646-2d70-4f6d-9ffa-
a26154f1e5df by SnaDetections. There were
additional suspicious activities on the same and

. . X ) . . another device involving user obsidian by
@ Multiple Defense Evasion and Credential Theft Attempts Were Terminated Cisco XDR Analytics B days ScaDetections

Find in Menu @ SuspiciousFileWritten Cisco XOR Analytics 8 days

Long description

Observables

® 2024 Cisco Systems, Inc. CENYON View incident in XD /
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% Global Overview Organization Summary New

Organization Devices View all devices
Acme Corp ~

Uplinks 20 total @ WAN Appliances 20 total Switches 3 total Access Points 6 total

1 1 All 1
i Offline @ Offline © Online @ Offline @
ine ine niine ine
Acme Corp Branch1- v

DO NOT MODIFY

Secure Connect Cameras 3 total Cellular Gateways 1 total Sensors 14 total

All A 7 A |

\etwork-w [e Onlin (@ ! nlil e @ snline @
Assurance New

Cellular Gateway Networks

lient the last Kk
Security & SD-WAN (® Usage and clients over the last wee

[ Q ] Status Network Type 36 networks

Switching

. WAN . Access Cellular
Wireless Name Usage Clients Tags Appliances Switches Points Cameras R Sensors

Cameras Acme Corp - India 50.16 GB 10 branch 01 01

Acme Corp Branch 1 -
Sensors 1
DO NOT MODIEY 551.39 GB azure  branch o (L

Insight Acme Corp-Branch2  29.60 GB branch ©1 01

Organization Acme Corp - Branch

3 2.98TB

Adaptive Policy AWS-Dragon-
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Exciting enhancements are rolling out through October for Incident Generation, Incident Comprehension, Incident Prioritization, Integration Support, Response, Coverage Mapping, and Notifications. View our Cisco XDR release notes and
email for full details!
Control Center

Incidents

& Incidents

Invastigate € o - Dataloss and Suspicious Activities on Multiple Devices

- Reported by Cisco XDR Analytics on 2024-10-24T13:47:49.3487 - 1 Linked Incident
Intelligence

View detailed description

The incident occurred between Oct 23 2024 and Oct 24 2024. A suspect data loss and hoarding were
detected on device 320b5646-2d70-4f6d-9ffa-a26154f1e5df by SnaDetections. There were additional
suspicious activities on the same and another device involving user **obsid... more

Automate

Assets
Overview Detection Response Worklog Report

Client Management

Administration «” Expand

Show timeline - .
Ma ) Suspicious Common . Unknown . Clean .
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Dashboards The Al Assistant has identified 2 new incidents

The incident has a minimum priority score of
700. Immediate investigation and mitigation is
recommended.

Overview XDR-Copy CLUS2024 email  ExplorCorp - Copy

MITRE ATT&CK® Incidents
Private Intelligance

c Execution Den, S Gommanay

ntial Access farral - — Jimpact Filvlege £se8 8 Perdigienc Discovery

Unassigned Incidents gy A Team Me, Summ>- ©rasrovas v e O
Private Inteligence Private IntelligBREe

Priority Name Created

#¢ Mean Time to Engage = Incidents Engaged Mean time to Resolution = Incidents Resolved

34 mins 13 3 hrs 43 mins 7

HiveCredTheft 8 ¢urs ago  down 8 min from a5t maech e o 11 s 1om st

HiveCredTheft & days ago

(Hot Terminated, Not Blocked) Malicious § prices and” 4ér, ‘et nts days ago
(Mot Blocked, Not Terminated) Detected i _, piceda7dA| h-1y8) = ./ doays

SuspiciousFileWritten 3¢ lsage

(Hot Terminated, Partially Custom Activity ious Files Detected 6 days ago

les Written Device 6 days ago

Detection Sources @ Last 30 Days v
Private Inteligance

12
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