Cisco Security Webinar

LNET <‘:tl“&> % ldentity Security
A T FREIZHEAS
Cisco Duo EExt R en

i BESh
Identity Security 184

2026.10.27






BHREA T RO IBRREBE/INF—]

[ I

VPN DI B ITZ . £ V8 —Fy R EH L=t
(D) HE5RVPN - EHEEHEOER SEEEHOCCMS DI & B 1 %
N\ J
4 )
- : = S ABETE, FAROMOE Y SaaSORFLUNBE
@ EitESaaSOEHEE Sh. EHEAEODBAY S CHH
N\ J
4 )
= : TTVEFETLTNAY Y I FAPIZEHEL., BAHEHOSE
(3 Web APIE2R T - A2BXK B ERNTABDRET— 4 EBBRY LA ELY
\ J
4 )
T ih S B BE T < RBLEE (N S— N F—) EX VS
@ RBEERBNS VOV LIIT R Stmmmai L Skt
\ J
4 )
g . EE = YA N—HEEEDBVEES R (AEMLESANTHE) .
G AW - BRI SRR — FBE. SHEBERAINDEA S

N J

alraln
© 2026 Cisco and/or its affiliates. All rights reserved. cisco

Cisco Public



A%
=p
AES
j—
%
=
2




=

© 2026 Cisco an

ERD:

SEELI-RaaSTaRXTL  HEREAIC

FRHEE - RAHEL -
PEL. BFTOLZWVILEELS
ARREIZ, QilinlX&ErEiiRzE
) —0H A bADIEEIRE.
TADRBTIXIEFE S ALY

d/or its affiliates. All rights reserved.

RiBE G

WEAlD TEXRE] EAICKSREE

FOBMEDEE

BE - J4 v VI XE - s
HERE - YL = TREICAIN
Ehn, REDODRE L REH L
Ko BARDEFZAIT—D
VENESEHALONDEED
WS

GHMT—2DF}EIL—

ANMEEE R - OEEFR - 325
hﬁ@ﬁ$%f TR, =X
wE (BYIFEL - 741//
7) DIREIZGS, BEIEET
mWFHTM%Téiﬂﬁﬁm

bl
Cisco

Cisco Public



HBQ : BRLVSY FOSEILT NEOBE] HERT 5
FRALE
» —fREx

BHﬁI]O)i“ﬁh\E*iO)’S'H I > 1=
BNRAETHEE=ZEHLNEET HRFIL30%MN 548%IC LR

e RFEFXEET7THDU Y FOMFARER., £FFEEPCI1EOTILD 7RG, HJULVEE N UG E
HISAFz—2D IxH50E1 NEbnd

« HEBET—2ETHRHELLABAZTNVIT I ITDLDBEEZERNL -4

c VSO KREEDRAE - NV I T Vv ITHRTDREANEZEE L 1=

© 2026 Cisco and/or its affiliates. All rights reserved. . CIsco

Cisco Public



E A KO HRRRA 2 b+




EARD DR RRA > b

I T O LC(RENEA=Y O 2ER - 2RE C ENGLISH(TOP)
O) s 75
M iR henatanes

2026%10H9H

REBELOEN - il .

: [JPCERT/CC]

https://www.cyber.go.jp/pdf/press/taiou.pdf

alraln
© 2026 Cisco and/or its affiliates. All rights reserved. cisco

Cisco Public



EHNKRDDARMERRA 2 b

DT IRTAED Y7594 Fx—%xBUK
s At = St 7___9 @Et}] E%IE
B REE SEANDXITER
1. SSEDEYLEL _ _ R .
g -Ne B 1. ERAELEZOEF1UT4 1. BEY 2EHREEOBYLEE
R DY — BB D XK R DIEIE 2. REBHROSNL
g RIL\A — : =1 - 77tz X H|EH
. 'ﬁifﬁé‘@?gs N T 1 B ORI EHE L NEREDBICT S LR EHAS B
: WHER/IMRIC R - 20 [ (T - EERE EHEREETICHET S
CRERTHY N EO A ENET 3. RHARBEOHELE . gg@%@m@ﬁ%ux\%gﬁga I3
5 4. -|j-7*’3 ,r a’_ T — yé{zta) U z - FEAICTZ h oY M PIERSREZ ER I %
3. LSYIVZADMELE JIRXIAV B 4. T—HREDOHIE
* D77éi@_ﬂ“:%fi ° {%%3—% > /B8 | BE VAN
. . Z(E@E{gbygtz%%*ﬁa—% 5 0O 7H21EF m*ﬁ 7] *ﬁ'@gﬁﬂﬁ
VBB S D RE AR RIT 2 IBIET 2

https://www.cyber.go.jp/pdf/press/taiou.pdf

© 2026 Cisco and/or its affiliates. All rights reserved. cisco

Cisco Public



Cisco Duo




SWREH
DuolC & % Ny
|dentity Security EWLWIX b

VTS




DuolfldentityF* 2 U T 4 IC7 #—H R

EHRIDREA~R R F 2 U T 4
& RIS ZMICIEE L, Frv 7%
25 %

a
© >

= g

: § 21— — DHEMEEEE ST
§ " §G>J I NTCOHIL— _H_ 7&_]_%)

S < = SE

= o < S <

SaaS Partner M&A Dev Legacy New

© 2026 Cisco and/or its affiliates. All rights reserved. . CIsco

Cisco Public



Gartner?) L 71— k

Gartner Peer Insights “Voice of the Customer”
Access Management

MARKET AVERAGE

v

Strong Performer @ Customers’ Choice

Gartner® Peer Insights™ 2026 Voice of the

CustomerD 7 VAT AL MEET

Ping Identity Amazon Web Services (AWS)

Customers Choice [Z:#EH

JOVIIAY LINYVYIN

Microsoft
Okta
Gartner

Peer Insights
Customers’
Choice 2026 P

Established

w
Q
=4
w
[
w
o
>
w
-l
-
<
[
w
>
o

USER INTEREST AND ADOPTION =——p As of Feb 2026 © Gartner, Inc

https://www.gartner.com/doc/reprints?id=1-2NADO242&ct=260501&st=sb

alraln
© 2026 Cisco and/or its affiliates. All rights reserved. cisco

Cisco Public



Cisco DuopViE (dh 518

MFA - IAM - ITDRE#HE LF-B—DE X2 F4 77— FDldentity 75 k7 +—L

E4 YV THEREM FAj Ective Directory{R:& j E/\"f ARRAF v — j

AfIC &bt 7= TEBEMFA Active Directory Z#Zf9 & L= EZ[H1E AERRE ICFES AR LY
2 REBTINA R T FREEZ 5T ]
INRT]— R @ N SSH, .
@ LA 9 IR 1 | Powershell B T
-—. L[ ] H MS e € e e
ENAIL E] beskion Active Directory NTLM, e | :

App MFA" Kerberos | © - SEZ
e L )

| mEvISTIER [ ISPM & ITDR | |

7 = I A
EWREICNWER T AEE ISPM 7AFYF 47 1 DESMEERE
le\gtﬂ: =T ﬁ"ﬁ-?’ 5 JAND ) MFAR B

MFAXREA. iR
#®4 (Detect) ID. BEISET S

. 157 vioy o . :
ol .._- MFADES hTLWEEA '7 y I\
O FEHAR DTE R /_i'} i Clelele Ie——>. R ( Respond L
SHARI D= w

_____ ITDR 74 F VT 4 T « DIRDE L\RA]
(AN eyvay [P y—es

sg2 . am #ie Recover) (@) T e R VAR ESY AR
Sllic] — .. 21— — B
Ay ~O—-IL7L—V O e O tE= L pEEk

alraln
© 2026 Cisco and/or its affiliates. All rights reserved. cisco

Cisco Public



7490 EMFA




MFAREE D & E

T4y IV IMEPREBOHEEICE DS EF 12V T4 LXRILOHE

= IREREL
W EERERIRIC & BRI E

1 o

0 @N(TYFVY)
PCEIEIDHF %X YR T AT, A )NXZAT—RKLZR

P X—)L - OTP DuoHESERY T, _
A—LRSED P, BYA b NFRBRES ZEM, B b TR
(D/-\jj EZEBﬁU’UL\Q r5 —373\07?%38] ’&%fiﬂ’\](:ﬁ)ﬁé\ EIE;FEL,

. . Ea1—-YYI5—ZXREICER
& EH(AFBDH)

WNEZHTCARTD T
J ZE - SMS MFAJR 5 E] (CRESS o ATM®DY 24

SIMR 7y 7P BEEZICHESD "
5. pEEsoREE. @) BEHKEOY RS
MFAZ: L O #=oUzsK

WEEDEBWNRY—T Y
fRHT fafe

 REYNOUP TN

cisco

O 7 vy mEMFA

\ 4

iﬁ:ﬁ:ﬂ]%%‘:;éj,{ V] 9)7“&#%@*&&

© 2026 Cisco and/or its affiliates. All rights reserved.
Cisco Public



ISIE IC S5 hH 7-% kT MFA

DUObi\}l(TJ-}/_E\ L TW3b nb nEjj—_t
¢ %ﬁg )—R9 % %ﬁfa\wunE%EEX

@ RRT— KL R -;_ﬂ 8 SRR SRET

s A—Y—FE77IV5—avT)l—
7 & ENCEBREREER Y & — DR ERIBE

~ | RaEEa =
v “
o 0 . Duo Push
« TAYIUVTITERIMFA )X T—R W= R !
L 2 EREE(CEA i
‘ V|70 O || Dwbestios
« Z—XCWUT, RBDEREPLPAT A o | AT AT =

\ |1

nlL,\nIEB.IEER % E F?Iﬁ

Q SUE ME e

alraln
© 2026 Cisco and/or its affiliates. All rights reserved. cisco

Cisco Public



FTINAAFSR




TINA A BFTRADN mmEc@Esnny 784 L5750 REEE

Device Health - T X/ 2D TFS5AT7RFTYY

TIOEABIZT NAADEF ) T(EREREL.
X)) T AT SATUORF VI EREEZENR

OS/\—23> (I\yF) . TZ5H/\—23>  Firewall®d I
WRE, EX T4 I—D M DEMELGEZRE

Device

Health+Identity

Trusted Endpoint - 573 R38:E - |
Tt ABIZ. MDM/EMSEAPEE(Z oté—r/\«rxu.u.,rt > R

(Win/macOS/iOS/Android)

LFHEERIC J:é?/§4X0)l——77&ID€$IJFHLT: — o -~

) Google Workspace

/ \ ’f Z [211RY nIE -t %’: EE T / \ ’fZ t l.z —C oty pﬁk =" GCloud (ChromeOS)

TINARD B K DR Block-ListlZ1B T 52 &
T.ZDTINAADDTIERETOYIT 5

alraln
© 2026 Cisco and/or its affiliates. All rights reserved. cisco

Cisco Public



=

Active Directory{R:&




D20FDTAToT4T4FBRICRESNATINS

Cloud
Identity

SSO portal

Or interactive login
) salesforce

Modern
Auth

SAML, OIDC

On-
Premise
Identity

SSH, Powershell I -1

NTLM, Kerberos L © : !

Legacy
Auth

alraln
© 2026 Cisco and/or its affiliates. All rights reserved. cisco

Cisco Public



Active Directory Defenseld L AL —A > T 5 % RiE

Cloud
Identity

SSO portal

Or interactive login

) salesforce
Modern

Auth SAML, OIDC

BEDITAINLEF—FZANDIZIT

On-
Premise
Identity

SSH, Powershell

NTLM, Kerberos _@

Legacy Identlty
Auth Intelligence

otliel
© 2026 Cisco and/or its affiliates. All rights reserved. cisco

Cisco Public




Demo
- AD Defense




Duo l¥. Windows & Active Directory DA77 A4 > H5F 5

Y44 - EREE - VE—F TRXZ by 7 - PowerShell - 7 7 4 IVEF D515

F3A0 WEEHIE S BE HsHED LT HISLT4>a>
FE1 pPCADYAVAY BAT/IRZAT—RKTPCICAD
FE2 EEEERANDRE —RI—H—h SEEBEHERE RS ETT4¥aY
7E3 VYE-bFTRIFLVT BIDIERD S Y — /S —IZA%
TE4  PowerShell U E— hi&Ef BEZ L TROY —/N—~ (IEEFM) _ Advantage / Premier
TES TZrrANLHEF AD EREE % 1% 5 Bt 2% _ Advantage / Premier

Ft - FK-UE—F -av>F -AD =. [ L Duo Mobile @ Push T~ %
FEZ. A PCOEMER. AN A~Y— 7+ > (Duo Mobile) DEMHE T

© 2026 Cisco and/or its affiliates. All rights reserved. cisco



TELIPCADY A AV MFA

H¥3z¢ Windows DY A4 > A4 VBET/NXAT—RKZ AT A&, Duo DEREENL BT Y £9°,
1 I—H—ZENRXXT—RKTHA A

:t*l, 2 Duo O)nbnﬁﬁﬁb i'%ﬂ‘\éﬂ%)

ot 3 AXA~Y— b7 #>® Duo Mobile IZ/EUWLN7=18%0 (Push) % 7&E2
4 TRYU by 7THELC

o O A N7 —=FHRNTH, PushZEEBLAGWRY PClIERX EFEA,

TE T 5 HEE Duo Authentication for Windows Logon

¥ Push DEME (2% [RDP: Microsoft RDP| ¢ FRRENEFT, TELI~3ZAL 77UV r—>3 >, RICLRNICERY ¥4,
X FEDLENPC, ANAY— K 7+ (Duo Mobile) DEHE T,

alraln
© 2026 Cisco and/or its affiliates. All rights reserved. CIsco



v B win111 x +
< Cc 25 dcloud-lon-web-4.cisco.com/dCloudConnect/#/client/cGwtcmRwLWNvbmSIY3QAYwBUb2F 1dGg/target/9249230/cred/a3Nha2FnYXc6MTQzYWFIMGMtMTE3YSOOMDRjLTg4NKtZ...  [%] ¢
Zero Trust AnyConnect Windows Owlfiles
|
IPv4
Subnet
Table

TestFlight

Other user

Claude

duoiam

PLAUD

o.oooo-co.oo.co.{

Sign in to: RWKST1

How do | sign in to another domain?

Sign in



TE 2| EEEERANDREMEIC MFA

Re3Z¢ YA A VFEHDPCTH, UACEIED & Z (2 Duo DEZEENL DAY £ 97,

1 ax>r K7y bz [BEE8EE L TET]
-~ 2 UAC DEHE CTERIBERZ AN
o 3  Push Z= &G¥
4 BEEL L TaYr RN oy 7 AR
Fq4 > b PAVAVEHRTH, BEEEERZESBRRBICH > —EXAERELET,
TE T 5 HEEE Duo Authentication for Windows Logon

¥ Push D EEIC 1L [Elevation: Microsoft RDP| &R RENF T CREDEZIFIRETCWET) , TE1-3ERALT7 S UT—2 3T,

© 2026 Cisco and/or its affiliates. All rights reserved. CIsco



B39 ASUSNUC14 £ asuswin1ly - {RIBYYVIES
TrAIUE)  BIEA)  ATATM) JUVTR-F(Q) FTR(V)  ALT(H)
2 0®WOO

< G 77V EFaxrhk

BL—HITIRRER

avykE7arv7e
|

AT L

Web DR 10-

Q cmd
Q. cmd prompt
Q cmd A¥YEK -8
Q. md5
s
2 B Qo

Q cmd ERELLTRIT-eszug2r o

ox7

WE T#AMY— EER

> % 0 & Q

ARk 7a>7e

AT A

RB<

EEELLTEST

TP ILOBFRERL
ZAE—MEVEBDHTS

BT N—ICEBOHTD

Q@ %

@ iPhone - AirDroid Cast = x|
= =S C
Q %
FHYYh (33) mu‘,
I Cisco

Cisco Employee Account

sl AT e ¥1)
Persona

CiscoWiF#
Duo - 34217917 ksakagaw@yy4mv

Cisco
ksakagaw@yy4mv.onmicrosoft.com

e Cisco
v chuck@yyd4mv.onmicrosoft.com

#~ Google - ¥—KN—FsHD
ksakagaw@duosecurity.com

Muin Cumiivitbi,



FE3| UE—F FRZ by 7IEEIC MFA

Rt3ze JE—bF TR by 7 TERT D E. B TDuo DFBAL DAY £,
1 BareELLUE—F TR by T TER

s 2 EGTICUIYEDHY ., Duo DFEEBEAFR RS ND

o 3 Push Z &2
4 FEREST T whoami * ipconfig * hostname D& R % FE 2

F4 >+ JE—FHHDOAAL, FXDOPC LRILEHEATTFNET,

TET B HEE Duo Authentication for Windows Logon

3¢ Push DEE (Z1E [RDP: Microsoft RDP] &EFRR&ENFT (FELERLET7 VS —>3Y)

© 2026 Cisco and/or its affiliates. All rights reserved. CIsco



v @ dCloud Session View X I jumper

<

Network

DbVisualizer

272
2323

>4

Google
Chrome

Demo Ready

X -

C 25 dcloud-rtp-web-4.cisco.com/dCloudConnect/#/client/cGwtcmRwLWNvbm5lY3QAYwBub2F1dGg/target/1

(Ch

%5 Remote Desktop Connection

Remote Desktop
>« Connection

Computer 198.18.133.11
Username: duociam

You will be asked for credentials when you connecL

s

¥ Show Options Connect

76499/cred/a3Nha2FnYXcoNWVKM...

B *

459 PM
[ )
0@ 8/15/2025

0:59

Zero Trust

TestFlight

NSLookup

AnyConnect Windows
Ipve =
Subnet o
Table

SubnetTable OpenRoaming Self Service

® ChatGPT ® DeepSeek ® Gemini

606

® Perplexity note Brave

Claude Duo Mobile

ol



FE4| A9V FFA4ADY) T— MMESIC MFA

Enter-PSSession (C £ 5 U E— MEftId, WEEINERERBICEYI R TI, T2 TH Push

52
S DERDBHETT,
1 Enter-PSSession T & — MiERE
sen 2 BRIBEHREAN
o 3 rPushed a login request] & &R/ 4L, Push & 7#&EE
4 FREERYIN D FRT D, whoami/ hostname THERE 5L & FERY
HA v b Windows Logon TIISFh G Ly [BEODORWVES| 2. CORR[TTY X7,

T 7 BB Duo Windows Command Line Protection Advantage / Premier

© 2026 Cisco and/or its affiliates. All rights reserved. CIsco



N Administrator: Windows PowerShell

Windows PowerShell ) 20:43 m a8
Copyright (C) Microsoft Corporation. All rights reserved.

: : = =ue C
PS C:\WINDOWS\system32> whoami
cisco\ksakagaw
PS C:\WINDOWS\system32>
PS C:\WINDOWS\system32> hostname Q #®

PS C:\WINDOWS\system32> FHI Yk (40) e e
PS C:\WINDOWS\system32>

Cisco
Cisco Employee Account

it WACSS2R'd: 10))
Persona

CiscoEE#H
Duo - 34217917 ksakagaw@yy4mv

Cisco
ksakagaw@yy4mv.onmicrosoft.com

. Cisco
chuck@yy4mv.onmicrosoft.com

@ Amazon Web Services - H— R/S—F ¢ D
AWS_Authapp@730406060103

M (hnnle - H— R IV—F o ®IM




T 5 | Active Directory M ERiEI< MFA

BE#3z¢ HE 7L EX—%F < & Z D Active Directory 525F C. Duo @ Push A /a9,
1 #HBE7 L —%FHL<

sh 2 EigEHRZ AN (Windows ZF¥ 2 U T 4 D EME)

o 3 Push (Legacy AD Authentications) % #Z2
4 T7AILKX—HFL

HA v b Active Directory M E2EE (Kerberos /NTLM) ZDHDIZ MFA 2D T X T,

TET 5 HEE Duo Legacy AD Protection Advantage / Premier

X Push [CFRR S NS EFITTDIRARL IFRETWET,

alraln
© 2026 Cisco and/or its affiliates. All rights reserved. CIsco



- o X £) iPhone - AirDroid Cast

W ThisPC x [
< i) G Q> ThisPC > Search This PC Q 14:46 A
¥ © @D W N Sort O view soe (B Details e
£ Home  Devices and drives

@ Kenta - .. [S— )

V' Dow
4 Doct
WOF Windows (C:)

Network locations
Hanc

Aget
Lead
SSE Tea

share

v ThisC — C— —

_ share share (192.168.128.49) share (192.168.128.77) share (192.168.128.120 (win2022_ad1))

. share
_. share
=7 Windc

W@ Networ

© 2026 Ciscoand/or its a cisco

4items 1 item selected



ldentity Intelligence




ZHZHh?

ISPM (Identity Security Posture Management)
HBEERDT7A T T4 T4 ICHATD X2 T4 LOBAZHGRICETEM - X&EI 27 70—F

ITDR (Identity Threat Detection and Response)
AR IEHRDTGE. ERFIR, BWERILBRE, YA TUT4 T4 2ZNICLIEEBRZEE - Xihd 57

L—AT—2
BR ISPM (F[5) ITDR (#&R%0 - *iE)
B 84 SEDERHERR - B1E )T ILE A LBBOBRMET a3y
7 JJa—F S R 2R AR R F v 514 TENDH - BEERA
15 MFASREARE. RKEE7HhO U b, & MFAKIRE, Lty aonddrvy ., &

24207 W&/ (FATF7I T4 7) KEH-& (V79 T47)

bl
© 2026 Cisco and/or its affiliates. All rights reserved. cisco

Cisco Public



BXFDIDE B D#E R ZE T4, [denitity DR F+

T—8/—R

IDP (IDEH)

seoa (G J W BUS

HRIS (AB1FH X TL)

D
W SAP SuccessFactors
TN REE

&

Fr)r—ay

) GitHub aws

EEo1—F

@ipinfoio  [STIX

© 2026 Cisco and/or its affiliates. All rights reserved.

Duo
@ |dentity
.{c:;}. Intelligence
ISPM
(PATUTATARRAFE )

74

MFAZRER . IRER7Z ho Uk,
a—H— FL—7F, BENFET O
FTIY . TINAR, T7
- b FRCDPA—F—ET 1A
Ax—ITEE
ITDR
(PATUTAT1E BB L)

ARB
AR)—325
Ei. TO=vY
FIEDHE L. EFEHEAIMINDEER

XISPM & ITDRO ¥l T & BuA& H

Frvy . BREEH A EE

alraln
cisco

Cisco Public



Demo
- Cisco Identity Intelligence (ClI)




Cit. DDYRIV%Z3DDELTHERTE 3

Entra ID * Okta * Duo & EIC B L 7= ID 15ER % . APIEE THER L TH{R(L

BzizZL 5 B
Lﬁﬁﬁ\ 1 g1 —Y—niFE Trust Level DIEWWZ—H — & ZDER J
a2 TEEOOIA VKR EEEDOHE . BEOOSA VI - B
#Hlm3  HE0ssm L WEDELIESRL EEoZ2 a7, BEL TETIEE. MFA O ERR

fEfRm 1 —H%— - 58 - B0 5= =, [ L Cisco ldentity Intelligence THEFE T 5

Y—ERT7HTVERPA T bR E NBADTAT T 4T 415, BED Astrix £y >3 > TIRWET

alraln
cisco

© 2026 Cisco and/or its affiliates. Al rights reserved.



@ Q ksakagaw@cisco.com

genie-apj

= Overview ¥ ¥ Download PDF Report

B2 Dashboard

asco Identity Intelligence Search ) setup

Organization Posture Score ®

2 Users
¥=  Applications Posture score trend 30d Sep 08, 2026 12:59 - Oct 08, 2026 12:59 UTC  ~
B Devices

100

Non-Human Identities 7 5 75 /’O/o

: 50 G
Q Campaigns
25
© Checks Neutral
0
@ Reports ~ +21 (29 days)
8Sep 10Sep 12Sep 14 Sep 16 Sep 18 Sep 20 Sep 22 Sep 24 Sep 26 Sep 28Sep 30Sep 20ct 40ct 60ct 8O0ct
. @ Your posture score falls within the lowest 20th
b Integrations percentile for similarly sized organizations
(® ISE Monitoring
Top Recommendations
A System Logs
el Tenant Settings > ps es
9 Human Identities Non-Human Identities

8 2 Recommendation: 7 7 Recommendation:
Review AD accounts with password or account issues and ‘ Assign owners to non-human identities without an

© 2026 Identity Intelligence Privacy Policy Terms of Use Documentation Status SOC2 Report

This environment reloads hourly




Cit. DDYRIV%Z3DDELTHERTE 3

Entra ID * Okta * Duo & EIC B L 7= ID 15ER % . APIEE THER L TH{R(L

BzizZL 5 B
o1 g1 —Y—niFE Trust Level DIEWWZ—H — & ZDER
L a2 TEEOOIA VKR EEEDOHE . BEOOSA VI - B J
#Hlm3  HE0ssm L WEDELIESRL EEoZ2 a7, BEL TETIEE. MFA O ERR

fEfRm 1 —H%— - 58 - B0 5= =, [ L Cisco ldentity Intelligence THEFE T 5

Y—ERT7HTVERPA T bR E NBADTAT T 4T 415, BED Astrix £y >3 > TIRWET

alraln
cisco

© 2026 Cisco and/or its affiliates. Al rights reserved.



Al . . ksak isco.
dsce’ Identity Intelligence e 0 setup @ Q ksakagaw@cisco.com

genie-apj

= Overview ¥ ¥ Download PDF Report

B3 Dashboard LY

Organization Posture Score ®

2 Users
== Applications Posture score trend 30d Sep 08, 2026 13:08 - Oct 08, 2026 13:08 UTC  ~
B Devices

100

Non-Human Identities 7 5 75 /‘/O-/o

: 50 -
Q. Campaigns
25
© Checks Neutral
0
@ Reports ~ +21 (29 days)
8Sep 10Sep 12Sep 14 Sep 16 Sep 18 Sep 20 Sep 22 Sep 24 Sep 26 Sep 28Sep 30Sep 20ct 40ct 60ct 8Oct
) Your posture score falls within the lowes
b Integrations percentile for similarly sized organizations.
(®) ISE Monitoring
Top Recommendations
AL

System Logs

o] Tenant Settings > e e
< Human Identities Non-Human Identities
8 2 Recommendation: 7 7 Recommendation:
Review AD accounts with password or account issues and ‘ Assign owners to non-human identities without an
© 2026 Identity Intelligence Privacy Policy Terms of Use Documentation Status SOC2 Report

This environment reloads hourly




Cit. DDYRIV%Z3DDELTHERTE 3

Entra ID * Okta * Duo & EIC B L 7= ID 15ER % . APIEE THER L TH{R(L

BzizZL 5 B
o1 g1 —Y—niFE Trust Level DIEWWZ—H — & ZDER
a2 TEEOOIA VKR EEEDOHE . BEOOSA VI - B
L #Hlm3  HE0ssm L WEDELIESRL EEoZ2 a7, BEL TETIEE. MFA O ERR J

fEfRm 1 —H%— - 58 - B0 5= =, [ L Cisco ldentity Intelligence THEFE T 5

Y—ERT7HTVERPA T bR E NBADTAT T 4T 415, BED Astrix £y >3 > TIRWET

© 2026 Cisco and/or its affiliates. All rights reserved. cisco



alialin . . ksakagaw@cisco.com
asco  ldentity Intelligence Search € setup @ jo genie-apj hd

Overview ¥ ¥ Download PDF Report

H
3 Organization Posture Score ®
o Posture score trend 30d Sep 08, 2026 14:40 - Oct 08, 2026 14:40 UTC .
! 7 5 100
75 M
50 C
25
Neutral
0

~ +21 (29 days)

ep ep 12Sep ep ep 18 Sep ep ep ep ep ep ep ct ct ct ct
8S 10S 28 14 S 16 S 8S 20 S 22S 24 S 26 S 28 S 30 S 20 40 60 80

@ Your posture score falls within the lowest 20th
percentile for similarly sized organizations

P @E © o

C

Top Recommendations

Human Identities Non-Human Identities
‘ 82 . Recommendation: ‘ 77 Recommendation:
Review AN acecnnnte with nacewanrd ar acennnt icciies and ramediate ac needed Accinn nwnere ta nan-hiiman identities withaut an aceanntahle awner

© 2026 Identity Intelligence Privacy Policy. Terms of Use Documentation Status SOC2 Report

This environment reloads hourly



Cit. DDYRIV%Z3DDELTHERTE 3

Entra ID * Okta * Duo & EIC B L 7= ID 15ER % . APIEE THER L TH{R(L

BzizZL 5 B
o1 g1 —Y—niFE Trust Level DIEWWZ—H — & ZDER
a2 TEEOOIA VKR EEEDOHE . BEOOSA VI - B
#Hlm3  HE0ssm L WEDELIESRL EEoZ2 a7, BEL TETIEE. MFA O ERR

fEfRm 1 —H%— - 58 - B0 5= =, [ L Cisco ldentity Intelligence THEFE T 5

Y—ERT7HTVERPA T bR E NBADTAT T 4T 415, BED Astrix £y >3 > TIRWET

alraln
© 2026 Cisco and/or its affiliates. All rights reserved. cisco



PAM ($51€7 U £ X)

- Roadmap -




A7V ADREER

4 ) _
et HeE : ERfdSasn/ico—I) =42 YY—2
EHEHE _ .
— : L~ — F—HR—2
O [ — BHBET—/\— ] ‘ - ~
(&) TVvI=Z7 H—> anidian N Ay F T—%
SMERZFEST [ % VPN ] =] " —J/\— Firewall
EFAL S e
\ J
H Nk _ LN .
S e BAMGSSHE—  HEOWIHES AT

FI'L.\FI '|5E$|§ %Ea—'l —

© 2026 Cisco and/or its affiliates. All rights reserved. cisco

Cisco Public



A1 27T CADBRAE

BEICLE

RRER  BEA VI IT7 IR ER

R7IVCAEE., HE

- . (PIA)
BEHE L —H—
. & @
5 REE sy X RS —R— 2D
@) Tvs=7F 5 =EZEID YOt
SMEBEFEL © by gy
SSHAR] DYFME shes . e
B YE -
\_ J
DuolZ &k 5 {&:& PIAIZ &k % &

IN—5—
AAYF

H—)\—
dvEa1—Fk

ISE

RESEITNETS

F—5 R—2
F—%

Firewall
R —

CCCCC

Cisco Public



Thank you




	Slide 1: いますぐ始める Identity Security インシデント急増に備える Cisco Duo 実践対策
	Slide 2: インシデント動向
	Slide 3: 情報漏洩インシデントの「5大攻撃パターン」
	Slide 4: 情報漏洩が多発する考察
	Slide 5: 背景①：攻撃側の「産業化」とAIによる効率化
	Slide 6: 背景②：委託とクラウドの多層化で「1社の侵害」が連鎖する
	Slide 7: 国が求める対策ポイント
	Slide 8: 国が求める対策ポイント
	Slide 9: 国が求める対策ポイント
	Slide 10: Cisco Duo
	Slide 11
	Slide 12: DuoはIdentityのセキュリティにフォーカス
	Slide 13: Gartnerのレポート
	Slide 14: Cisco Duoが選ばれる理由 　MFA・IAM・ITDRを統合した唯一のセキュリティファーストのIdentityプラットフォーム 
	Slide 15: フィッシング対策MFA
	Slide 16
	Slide 17: 環境に合わせた多様なMFA
	Slide 18: デバイストラスト
	Slide 19: デバイストラスト　証明書に頼らないリアルタイムなデバイス認証
	Slide 20: Active Directory保護
	Slide 21: クラウドのアイデンティティは既に保護されている
	Slide 22: Active Directory Defenseはレガシーインフラを保護
	Slide 24: Demo  - AD Defense
	Slide 25: Duo は、Windows と Active Directory のログインも守る
	Slide 26: デモ 1｜PC へのサインインに MFA
	Slide 27
	Slide 28: デモ 2｜管理者権限への昇格に MFA
	Slide 29
	Slide 30: デモ 3｜リモート デスクトップ接続に MFA
	Slide 31
	Slide 32: デモ 4｜コマンドラインのリモート接続に MFA
	Slide 33
	Slide 34: デモ 5｜Active Directory の認証に MFA
	Slide 35
	Slide 36: Identity Intelligence
	Slide 37
	Slide 38
	Slide 39: Demo  - Cisco Identity Intelligence (CII)
	Slide 40: CII は、ID のリスクを 3 つの観点で確認できる
	Slide 41
	Slide 42: CII は、ID のリスクを 3 つの観点で確認できる
	Slide 43
	Slide 44: CII は、ID のリスクを 3 つの観点で確認できる
	Slide 45
	Slide 46: CII は、ID のリスクを 3 つの観点で確認できる
	Slide 47: PAM (特権アクセス)
	Slide 48: インフラアクセスの問題点
	Slide 49: インフラアクセスの解決方法
	Slide 51: Thank you

