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Vulnerabilities Summary
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Ranking

90990000060

Vulnerability

CVE-2025-55182

CVE-2017-9841

CVE-2025-49704

CVE-2025-49706

CVE-2025-53770

CVE-2025-53771

CVE-2013-0632

CVE-2021-44228

CVE-2021-44832

CVE-2021-45046

Vendor/product

React Server Components (aka React2Shell)

PHPUnit

Microsoft SharePoint (aka ToolShell)

Microsoft SharePoint (aka ToolShell)

Microsoft SharePoint (aka ToolShell)

Microsoft SharePoint (aka ToolShell)

Adobe ColdFusion

Apache Log4J (aka Log4Shell)

Apache Log4J (aka Log4Shell)

Apache Log4J (aka Log4Shell)
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From Vulnerability to Exploitation

TTE (Time-to-Exploit) measures the gap between CVE disclosure and confirmed exploitation

- Mean TTE ---- Median TTE Weaponized Exploits

..--"'-"--—-_n
2021 2022 2023 2024 2025

Based on 3,531 CVE-exploit pairs from trusted sources (CISA KEV, VulnCheck KEV & XDB) ® zerodayclock.com




Xint.io

Copy Fail: 732 Bytes to
Root on Every Major

Linux Distribution

| G

This finding was , but began with an insight from Theori researcher Taeyang Lee, who was
studying how the Linux crypto subsystem interacts with page-cache-backed data. to
scale his research across the entire crypto subsystem, and Copy Fail was the most critical finding in the
report.

https://xint.io/blog/copy-fail-linux-distributions
https://www.ipa.go.jp/security/security-alert/2026/alert20260501.html
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From Vulnerability to Exploitation

2018 2019 2020 2021 2022
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Ransomware Summary
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Attacks on MFA Summary
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State-sponsored
ey actors summary

':_r'/E

EH 8’37377’87\@6&1%( BR%

ENTLET, ERZIEAT I3, A
~LTWET, F1R |$€LK?5@T!¢E<\ 15 $§HY ‘%%ETT‘IJEU)TTE\
097 OYAN—Z8 (L. [t Z2T{EEVOEEZRE T;%'T(C*j’f/\‘—f’ﬁﬁji’éi—gb?%ééﬁfL\igo

IEREBIBLUEERBIZE
HLERRY ICRE B LR RER HERT L

TWEL=
hEICRET R YNBSS
BIDEHE, S EERIEIEAD O
BREZFEFEYICLTVET, 0

[ ]
A, 2025F(CHIF B EES JLEREE R T I — (&0 2025F(ICBIFBEELRATY
S7hroudedSnlo\oper@/“j—)[/:\:\y\ 1%%%%%1#@i%gj]u$ —CBybItHX% lﬁﬁb\ggﬁ %\‘/\GT{EX '\7“/_7)0)\;%
rOEFAHERSNTNET, SN %8 BN =R

Cisco



North Korea



TEIAREEBRETIA—:
Famous Chollima

Contagious Interview at a glance
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Threat actor spotlight: Z-Pentest

Typical attack chain:
Resource
Reconnaissance Development

5

Initial Access Impact
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Stay connected and up to date
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White papers, articles, and other information
talosintelligence.com

Talos blog
blog.talosintelligence.com

Threat Source Newsletter
cs.co/Threatsource

Social media posts

LinkedIn: Cisco Talos

X: @talossecurity

Bluesky: @talosintelligence.com

Videos
cs.co/talostube

Beers with Talos and Talos Takes
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