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Connectivity: N/A
Collection Status: Unknown
Average Traffic: 0 records

Demo Jamf

Connectivity: N/A
Collection Status: Unknown
Average Traffic: 0 records

Demo Salesforce
Connectivity: N/A
Collection Status: Unknown
Average Traffic: O records

Slack - dummy-slack
Connectivity: N/A
Collection Status: Unknown
Average Traffic: 0 records

Search

Demo Auth0
Connectivity: N/A
Collection Status: Unknown
Average Traffic: 0 records

Demo GSuite
Connectivity: N/A
Collection Status: Unknown
Average Traffic: 0 records

Demo Okta

Connectivity: N/A
Collection Status: Unknown
Average Traffic: 0 records

Demo Snowflake
Connectivity: N/A
Collection Status: Unknown
Average Traffic: O records

Cisco Identity Intelligence

Z > 7 LADY7R— k HiPrivate Preview|Z

o
IC|| S.CIO' © 2025 Cisco and/or its affiliates. All rights reserved.

Users per Source

Demo Salesforce
Demo GitHub
Demo Duo
Demo Workday
Demo AWS
Demo GSuite
Demo AuthO
Slack - Dummy-Slack
Demo Snowflake
Users HRIS
Demo Jamf
Demo SCIM

621 users found

#Logins 1

(Admin) Adelle Francesco [
ot iz local

(Admin) Balan Malachi
nubiz.

(Admin) Burdette Dan [
@simubiz.local

(Admin) Burdette Izabella [

D mizabella@simubiz.

(Admin) Dessie Judge [/

ubi

een (UTC) + Last IP Address + Last Location MFA + Providers

nth Ago

nths Ago

nth Ago

nth Ago

Cisco Security
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Cisco XDR - Cisco Identity Intelligence (ClI) & feleased

VAR SWG DLP

FWaaS CASB Browserl

\ solation

A 4 A

Cisco XDR

Integration

d »
<« »

J

ISPM

(RXFvEE)

ITDR
K (B BRA L)

E@}B Cisco ldentity Intelligence

Duo

Cisco XDRIZ Bz

74?yf4f4%ﬁ@m0ﬂf/
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Splunk - Cisco Identity Intelligence (CIl) %

d

Released

splunk>c|ouc| Apps ¥ 15 Messages v Settings v Activity v Find (o} ° 2 TDIRAdmIn @ Support & Services ¥
Mission Control Analytics ¥ Security content v Configurev  Search G). Q q Enterprise Security
Analyst queue o
Q_ search findings & investigations ] { Last 24 hours ~ ] Saved Views Select... v } al . & FINDING
24 hour risk threshold exceeded for user=fyodor@splunktshirtcompany.com
Time Range:  Last 24 hours Clear All Save Apply
Risk Threshold Exceeded for an object over a 24 hour period
Owner Status Urgency
Zoom Out
[ unassigned v } { New A J Informational v }
| B - -_—_——7—_-- | Sensitivity Disposition
1200AM  2:00AM  400AM  600AM  8:00AM  10:00AM 12:00PM 200PM  4:00PM  600PM  8O00PM  10:00 PM
Wed, Apr 16 Undetermined v }
2025
Findings and investigations 633 Last refresh at 11:27 PM Time Apr 16th, 2025 11:22 PM
Last updated Apr 16th, 2025 11:22 PM
1 2 3 Next > 20 perpage ¥ = B
Reference ID 299f20c1-53e5-4216-9dc2- v
ddc7d8146734@@notable@@299f20c153e542169dc2dde7d8146734
O > Titer D~ Type ¥ Entity v Ris... ) ) _ _ ) ) __
Detection Cisco ClI - Multiple failed checks from single user - Rule Audit - Possible Brute Force Activity - Rule ESCU -
24 hour risk threshold exceeded for Malicious PowerShell Process - Encoded Command Demo - Rule [2
D N i € FINDING & shaunstuart@... 1040
user=shaun.stuart@splunktshirtcompany.com All entities fyodor@splunktshirtcompany.com -
0 24 hour risk threshold exceeded for & FINDING 8 e e Detection name Cisco ClI - Multiple failed checks from single user - Rule v
user=mickey.perre@splunktshirtcompany.com h
Audit - Possible Brute Force Activity - Rule v
0 24 hour risk threshold exceeded for & FINDING T
user=Varsha.Mahadevan@splunktshirtcompany.com arsha.Manad... ESCU - Malicious PowerShell Process - Encoded Command Demo - Rule v
D 24 hour risk threshold exceeded for © FINDING
user=Hayley.Jensen@splunktshirtcompany.com Entity jyoti@securitydemo.net v
0 24 hour_gzkgtgr‘;a:r:)old exceeded for G GEE T Entity type user v
systemn=58.76.a2 Intermediate findings 334 v
24 hour risk threshold exceeded for MITRE T1021 S
FINDING L fyod lun... 1
I D user=fyodor@splunktshirtcompany.com < SRCCC@RELy gi
= T1030 v
D Geographically Improbable Access Detected For & FINDING ~ v
shaun.stuart@splunktshirtcompany.com T1059.001 v
D Geographically Improbable Access Detected For © FINDING 1985 Jrevmere
fyodor@splunktshirtcompany.com Risk score 19460 v
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Secure Access - Cisco ldentity Intelligencg (Cll) 3

d

Secure Access DA —T—(1C RIDABHBEEHICT 7723 TH

User Risks ”

dsco. Secure Access ® (3 Q Aaronwoland(C.. ~

User Details

—_— Users and User G
T4LIR)H 5 Secure Access [Z i S ceners
< Via € Qg 5€ 0 add new users and user groups, provision them through a supported identity provider.
H é*l'f—' l 'Ij' L — (i C | | ‘ J: O -C ome unoeisciediiies se s can the gdtoan: rule. Helpth Name Josh Green

Email jgreen@securitydemo.net

z; E Users Groups Organitzational Units g @ Y
— - . Identity Provider fazure-ad/scimv2
%Eéht ZEUEET S

. — - Users
: -/ 7 E Z '\ E *% O Devices and Connectivity

Manage your organization's users and their devices connections and enrollmefits«Jo add users, go to Configuration management > Ifitegeate directories

At any time, you can disconnect or unenroll a user's device. Help 7

Trust Level Neutral
Neutral (= 10483 results

Last updated Feb 04 2025 5:11:49 PM
Name Email Source Directory Trust Level @ Connected(VPN) @ utc

Josh Green jgreen@securitydemo.net azure Azure Neutral 0

o

3
Admin

Cisco-Global-Admins LabUsers oort_admins

Cisco Identity Intelligence D Trust LevelH®
Timing: In Private Preview now S Accessf“ll“’;EE'\J ‘: *Ijﬁqﬁ_[ﬁg =

Cisco Security alvaln
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Secure Access - Cisco Identity Intelligence (CII)

JROM§HEI—F—T O RXZEERIIZFHI{EH %Phase2 TOXEFE

Trust Levels

Secure Access [&.

B1—F—DEFELRNIL
(Trust Level) [Z&Y
7Ot RAR) L —7Z

Define authentication and security conditions for users based on their user trust level. Profiles can be auto-applied to access rules by linking ]

Trust levels

Profile name Assigned to

System-provided All private resources
Yetal\ for private access r

Trust level Authentication controls Security Controls
© Trusted Single Sign On IPS: Connectivity Over Security
@ Neutral Reauthenticate  Every 24hrs IPS: Security Over Connectivity — Geolocation: US only

© Untrusted Block

Cisco Identity Intelligence @ Trust Level?*
Secure Access CIFkBIICFIARIEEIC

Kit
y @ Q | ’O\ Business Corp, Inc ¥

Trusted
Settings for Trusted user trust leve

Authentication controls

Authentication Options

Single Sign On

IPS Profile
IPS Profile enabled based on User Trust Leve

IPS Profiles

Connectivity Over Security

Geolocation

Cisco Security
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Cisco ldentity Intelligence (Cll) M Cisco®! i &

Browserl
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% 7E (Identify)
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fh1E (Protect) @ Secure Access
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-
#4510 (Detect) ) -
~ : @ Cisco XDR NDR
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Cisco Duo &=#TUPDATE

Cisco Duoh 2t 9 5% L LY IAM (Identity & Access Management) HgE

— 3

b S

N\ [
End to EndT
X 21YTAFirstDIAM | | 192 TTHEDMFA
SEEIZTqIITD
- = JT
BAFRTFoNTLVS TAEH AR
\_ /L J

g
=
Identity Intelligence
(ITDR)
IR ISEEIREIT 2
g

HRLARILODALA—HFIVARY IV RZIVRFAI—F—LEHEIC

WEEEXRSE, —HAELVDPT LY
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Duo Passport
Windows LogonB§® 1 [EIMEREET 1 HERSEA L EFAIEE (AE MR L)

IRA—F - AVEYDEEMSENRLEL, 2HEARDERE R LICER

| ChETSEOREESELLTULRBEIEOREOMS

PC gAY VPN#E#E Web7 7)1 Web7J1)2

o 3 o oo
Y o™ e ¢

& Enable detailed diagnostic reports

I & Remember sessions in Duo Desktop
. ' - "
a
proceeding

8:00 am 8:01 am 8:02 am 8:24 am 12:24 pm
Log into laptop Log into VPN Log into email Log into web “This page v a>%Duo Desktop
licati ds ch . —
applications needs chrome L—Cﬁ%‘ bf%ﬁ
ERIGRREICEST-IGEIC
F<ITYaV HIRR
'll" ! I & © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Security | &
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Self-remediation & instant restore
1I—HBEENRTNARANDBEZEE - BCEEAH

A—HY—ICE5BEET/NA(RAEHE

A—H—[CLLHBECEEERGEE

Q71 33M0A7a>~

SN, = = = d
FPATUTAT12ERTD FITA REWET BHIC 1D B
] ) BUTCREW

= Security Settings
T Duo Push

Action Required
Close X

108 (#XX XX-XXX-7107)

AT7vayeBERYD

o Frewal 3 not enabled
Firowas

Need Help? & Turn on frwwall

Contact the Acme Service Desh ot

Oper Frwmat Praterarces »
Touch ID 51

Touch IDEFEAL &9

Action Required

Your system does not meet your
organization's security requirements.

Touch ID
TF1UTA $—
EEzUF %

Secured by Duo

FNARBE LT, TR 1—— SIS £ 7% K08 A A

Cisco Security
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Duo ¥> I YA AV EHET S

RELY —RAZRET B

How toInstall anc PUOF4TF4LIRY
Duo Single Sign-( ‘

© IPAPIA—WDADICIR
2TWEY

r-

ADEREEDETEI

https://duo.com/docs/ssofoverview

7TV —av~DODuotEREETHMNYPTWHAE IkA—HIThMY P EEBENEELOTLVE

D AXREN B THESR, MR LRI HAE U REE, BDt=8. WAIZESTE VDA IRMEEFIR A
SEICEBHOBIBLLLICEBHORT 1A MEIRE SETHODuOA—HI[THREDAI—H—IHANIIVR
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BT ADLR) S — ‘/

OB AETTIVT—3 ROR) O —%ERE A
R—2ZAHFEEEDeny—&F Al 5% 5E D &

Group policies
0365 Edit | Replace fij Unassign
This policy applies to 1 group Staff

Require two-factor authentication or enrolilment when applicable, unless there is a
Enabled Authentication policy ) . X
superseding policy configured.

Enabled | User location

No action: United States. All other countries: Deny access.

Enabled | Operating systems MacOS, Windows

Global Policy

This policy always applies to all applications.

Enabled New User policy Prompt unenrolled users to enroll whenever possible.

DUoTODR) S —E&EH X7 TV r—2av T eI LSEBDEEDH
(White List2 DRV —BESHADAHAEL—Y, TNAA, AF—a RlICBHG AR E)
BEOT7T)r—2avIcxdd bR —ERANE S
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e = Microsoft
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Cloud
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PEFRDOIREICEST 58
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: " - = . . USIZTGAF->APJCHE
ﬁ/_\ é *)J 75\ o) 1§ A éAI AR 9 g I‘ (Private Preview) h "

You

Why can’t Lee Brown login?

- DUODEEE T EZTHMIEL T, 7 Ak
“How do | set group policy?” o

5 =T K —DBES EEAID B
LCEEEETL RN =

O AlAssistant

The most recent authentication for user leebrown failed while trying to access Microsoft RDP, after the 2FA recipient marked the attempt as
fraudulent. They last authenticated successfully by using Duo Push on Aug 12, 2024 at 10:02 AM.

- A—HDREEEBEHIC
“Why is Lee blocked?”

YA—H DN G ET Ay IEN-O M EA
MNERABEL TR ERRRERTLET

Ask a follow up question

Duo ® Al Assistant (&, —LALLRIZEREEAY . TN ADT—42, EEEDITEHOY .
DUODKRFAARRUFLYDOAR—RX(KB)ZRBRETHENTEET,

ol I 1l I b
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Pricing & Packaging

Duo Essentials

~>>7°)VC-§)J%E’~J7:£“J—)V&§FJ\ L.
WEBEBDTATUOTATAERTRE

$3 | User | Month

e Duo Directory
 Complete Passwordless

» Proximity Verification

* Al Assistant

* Multi-Factor authentication
« Single Sign-On

* Trusted Endpoints

* Unlimited applications

-~

Duo Advantage

OJA g, Q04> h OJA4%
[ZHERET Hir iR T A 7‘-‘“/7‘-4
T4 X)) TA4~NDTVTITL—F

$6 | User | Month

* Duo Passport

e Session Protection

Cisco Identity Intelligence

Adaptive authentication
» Risk-based authentication

Duo Premier

959K AU TLER, TS5AR—F
DT T)r—3001) Y —ZA~ADHF
ELBRGHTOERELK

$9 | User | Month

 Secure VPN-less remote access
« 3rd party EDR agent check
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