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Cisco XDR Overview
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Talos powers the Cisco portfolio with intelligence
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Cisco XDR =

EDR

*  CrowdStrike Falcon.Insight
« SentinelOne Singularity™

* Microsoft Defender for Endpoint

*  Trend Micro Vision One

«  Cybereason Endpoint Security
« Palo Alto Networks Cortex XDR

Email Threat Defense

* Proofpoint Email Protection
*  Microsoft Defender for O365

Public Cloud Integrations
- AWS

* Microsoft Azure

*  Google Cloud Platform

N
CIsco

© 2025 Cisco and/or its affiliates. All rights reserve

d. CiscoPublic

- BT RRA N —FF—

NGFW

« Check Point
*  Fortinet FortiGate
« Palo Alto Networks NGFW

NDR
- Darktrace
- ExtraHop

SIEM
Exabeam
*  Google Chronicle

*  LogRhythm
* Sumo Logic
* Elastic

202554 ARE

Application and ldentity

* Microsoft Azure AD

« Jamf Pro

«  Vmware Workspace ONE UEM
* Microsoft Intune

Threat Intelligence and Hunting Integrations

* Recorded Future

*  Virus Total

*  Pulsedive

« Service Now Sec Ops
«  Shodan

- IBM X-Force Exchange
« alphaMountain.ai

*  Amazon GuardDuty

Data Cloud
*  Cohesity
*  Rubrik
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User Endpoint Network

» Secure Endpoint «  Secure Network Analytics
« Secure Client « Secure Firewall

* Email Threat Defence *  Meraki

* Cisco Orbital - |ISE

* Defense Orchestrator
Application and Identity
* Duo (Cisco ldentity Intelligence) VM

+ Cisco Vulnerability Management

Cloud
* Umbrella SIEM
« Secure Access «  Splunk

Secure Workload
Attack Surface Management
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Cisco XDR Updates
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Identity Intelligence now included within your
Cisco XDR entitlement

Dear Cisco XDR Cyber Defender,

Cisco continues to enhance our XDR offering with capabilities that security operations
teams need to defend their organizations. With the continued evolution of the Cisco
Security Platform, Cisco XDR customers are now entitled to comprehensive identity user
and security context from our Identity Intelligence service. This rich and critical context
expands Asset Insights and incident correlation in Cisco XDR.

Cisco is enabling this functionality in waves for Cisco XDR customers beginning 31 March
2025.

Coming Soon: Stay tuned for an advisement on when your Cisco XDR tenant will be
enabled with Identity Intelligence context.

Sincerely,
The Cisco XDR Team

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Al Assistant
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€ Incidents

@D oen v Wizard Spider (Ron Weasly has Aracnaphobia) Slate-WIN11.explorcorp.com

Reported by Secure Endpoint on 2023-11-09721:02:44.000Z

(® Rubeus detected on Slate-WIN11 indicates severe Kerberos attack View long description

Overview Detection

3
>

) ) (S

7 Assets
TOP ACTIVE

Device
Slate-WIN11.explorcorp.com @

1) Device
Marble-WIN11.explorcorp.com @

1) Device
breach-AD2019.explorcorp.com @

Endpoint
ip-192-168-249-111.us-east-2.comput... @

Response Worklog

) \

OF e \
\
e / \ \
\ \

/n.m-

Pl Names——

Q'%f@.r

[

View all 62 Observables
TOP ACTIVE

[ Malicious SHA-256
36 events d8c14b87c26e05eb5c3a315fcdb237... @

[ Common SHA-256
25 events 423e0e810a69aacebale5670e58aff... @

33 Unknown Process
1 events )

[3 Unknown File Path
6 events rubeus.exe (%)

20254

3e

3e

) )—RAFE

Cisco Al Assistant

€& You

Assign different users

(9 Al Assistant

0 Jim Gordon, Selina Kyle, and Bruce Wayne
have been successfully added to the incident.
This action has been added to the Worklog.

G © 3
Recommended Actions

@ 2 3 4
Identification C i Eradi Ri y

Based on the current incident state, the following
actions are recommended.

( Confirm Incident ] [ Contain Incident: Assets]

Ask the Al Assistant a question >

The Al Assistant may display inaccurate information. Make sure to verify
the responses. View our FAQs to learn more.

Cisco Security | 15
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£ {414 : Cisco XDR w/ Cisco Identity Intelligence
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Why Cisco XDR w/ Cisco lIdentity Intelligence
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Why Cisco XDR w/ Cisco lIdentity Intelligence

Identity Intelligence

Cisco XDR
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