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|dentity Threat Detection & Response — Cisco ldentity Intelligence
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Cisco Identity Intelligence
Demo
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asco ldentity Intelligence Search

Q.  mfa
» Compatibility

AWS
Duo All Checks

GitHub
Check # Failin
gle Worksp o
Microsoft Entra

13
ID ; \ No MFA Configured [ No chang

o C al | end users - Compliance, Identity Posture Insight No chang

« Compliance 01q
» Full

e Partial

- Severity

162 failing users

First Reported (UTC) + Last Reported (UTC) +

mubi--- Apr 14, 2025 16:14:19 Apr 14, 2025 16:25:01

simone.brig mubiz--- & Apr 14, g Apr 14, 2025 16:25:01

staller.fohey@gmail.com [# Apr 14, Apr 14, 2025 16:25:01

stockburger.tror Apr 14, Apr 14, 2025 16:25:01
atfran]n, stockburger.tro P P ©

CISCO © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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asco Identity Intelligence

+ Compatibility

aws - AWS
Duo
GitHub
Google Workspace?2
Microsoft Entra ID 4
Okta 4
Salesforce

1
Slack 1
1

@
O
G

>
.
>

Workday

g

- Compliance

Check Settings

8@ Custom Detection Settings

Number of days: 30

Search

Q. inactive

All Checks

Check

965 Inactive Users [/
e Moderate | End uUsers - Compliance, Identity Posture In*""

90,,) INnactive Guest Users |
 Critical | End Users - Complidnce, Identity Posture Insight

BHEIEF 12— 8 failing users
— VAR
/ Edit

# Failing

No change since last week
No change since last month

No change since last week
No change since last month

First Reported (UTC) +

zohra.anika@simubiz.com [A Apr 15, 2025 16:12:42

e
([ ]

CISCO © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public simone.briggs@simubiz.com [ Apr 15, 2025 16:15:46




asco Identity Intelligence

application

« Compatibility

s AWS
Duo All Checks

GitHub

Check # Failin
Google Workspace -

Microsoft Entra ID
Unused Application for a User [/ change since last week

= Low | End Users - Compliance, Identity Posture Insight change since last month

Bl

|dentity |nte|”gence Unused Application for a User (Last reported: Less than 1 day ago) *

Checks > Unused Application for a User > staller.fohey@gmail.com Alert users about their unused applications or their managers before removing
access. Removing access can save licensing costs, improve security posture,

Active ) . .. and reduce unnecessary access.
Staller FOheY Overview  Activit v

Applications workday

Failing Checks User Trust Level TRUSTED

IO staller.foheyi@gma A Significant Change

Times Excluded

Allow/Block Email Logins _
Failure

o Critica

atfran]n,
CISCO © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Cisco Identity Intelligence
Demo
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cisco

Identity Intelligence

Registered Location

Details

Common Working Locations

Detects when an account's activity regularly comes from a location that differs from the registered location listed on the IDP or HRIS.

Working locations are determined by evaluating an account's activity over the past 7 days.

Recommended Actions

Please consider updating the registered location within HRIS or IDP.
Failing Check

Automated notifications for this check are not configured.
Please configure notifications if you wish to receive automated reports about users failing this check.

31 failing users

User First Reported (UTC) + Last Reported (UTC) -+
CliNCY.DUrs@ simublz.com | May b, 2024 04:28:34 May &, 2024 04:28:34
cramblit.mitra@ simubiz.com [4 May 5, 2024 04:28:3. May 5, 2024 04:28:34

daymude.chiaravalle @simubiz.com [ May 5, 2024 04:28:34

deatrick.deroberts @simubiz.com [}

deatrick.mcgurrin@simubiz.com [

ay 5, 2024 04:28:34 May 5, 2024 04:28:34

May 5, 2024 04:28:34 May 5, 2024 04:28:34

CISCO © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Registered Location Mismatch (Last reported: Less than 1 day ago)
1) deatrick.megurrin@simubiz.com

Registered Location Mismatch @D Low Please consider updating the registered location within HRIS or IDP.

Country: BE

Source: Demo Workday

User Location Prevalence: 84.314

Country: AU

State: NSW

Source: Demo Okta

Demo Workday

Partner Account Director - sw development eng/eng ii




et Identity Intelligence Impossible Travel (Last reported: Less than 1 day ago) X

Providers Failing Check Demo Okta

Checks > Impossible Travel > kolluri.hofferber@simubiz.com

Travels .
Kolluri Hofferb Distance: 8978208 m v
[ oliuri Hotterber 9 Fremont, CA, US  Active Overv -
O kolluri.hofferber@simubiz.com First Event A
2 A VPN
Falling Checks Event Date: Sep 23, 2024 26:14:40 UTC
@ IP Address: 104.250.182.36
Name Result Times Excluded First Reporte: IP Prevalence: 8842
5 Device Age: @
Activity From Untrustworthy ISP
v Failure 0 Sep 24, 202 User IP Age: 8
« Moderate
E] I Country: GE I
Impossible Travel City: Qibilass
A - Failure Sep 24, 202
« Moderate State: Tbilisi
User . . . . .
O Agent: mozilla(macintosh;intelmacosx__)applewebkit(khtml, likegecko..
Weak MFA Was Used To Successfully Sign In ) —) gent:
- Failure 0 Sep 24, 202 - 0S: Mac os x
o Critical ’
Browser: Unknown
Registered Location Mismatch
Failure 0 Sep 24, 202 Second Event A~
* Low
A VPN
o Event Date: Sep 23, 2824 23:59:59 UTC
Unused Application for a User ) P
- Failure 0 Sep 24, 202 IP Address: 46.3.27.137
IP Prevalence: 6.042
User in IDP but not in HRIS il s Device Age: @
o Critical aiure 0 op 24, 208 User IP Age: 8
I Country: US I
No Strong MFA Configured City: :
Failure 0 Sep 24, 202 ity: New York City
» Moderate

— State: New York

CISCO © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Identity Intelligence

Q  compromised
« Compatibility

@ Duo 2

» Microsoft Entra ID 2 All Checks

% Okta

& Salesforce

Check # Failing

Compliance .\ Impossible Travel [ change since last week

« Partial e Moderate | End Users - Identity Threat Insight change since last month

Severit . . . . . ; -
v Authenticator Registration Anomalies [ change since last week

Moderate » Moderate | End Users - Devices, Identity Threat Insight change since last month

Topic
Compromised Session [/ change since last week

Devices change since last month

Identity Threat Insight 3

= Moderate | end Users - Identity Threat Insight

Frameworks All

user.authentication.sso fellmeth.emery@simubiz.com dal cisco asa vpn (saml) s 77.9.12.3
uccess

Apr 13, 2025 20:04:41 . .
Type: WEB Session: 102disvYQmOSb6SL.--- User: fellmeth.emery@simu--- Munich, Bavaria, DE

user .authentication.sso fellmeth.emery@simubiz.com s cisco asa vpn (saml) 5 77.9.98.7
— - = = - uccess

Type: WEB Session: 102disvYQmOSb6SL.-- User: fellmeth.emery@simu--- Munich, Bavaria, DE

Apr 13, 2025 20:03:34

atfran]n,
CISCO © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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#{E D Cisco Identity X)) T4 7 ERAAF
BEROT7ATUTAT4IAY AT LISHT AL E— 2T LTS

IAM Hygiene

MFAD SR E SN TULVELVYEEL . (REE7 Ao b BEI S EDL—T
EEEFETBIAMNAS—2DLE 12—

LT OTAETAETNARIVELV T EEE  TRTOTATY
TATADIR—E21—

TATOTATAHAEREDRE
Recommendations

Strengtl
Ensuro loas

CIS, CMMC, MITRE, NIST, PCIl, SOX{Z# DB &5 4L TR

TARILSA U RIZET A%

atfran]n,
CISCO © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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EENBEDFE DuoT 7+ k& T—RUNE REOIET—3% BEHFREITICHRES
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« IS RFBOEMICHES 7HDO Y MBI U, 2ERIIEICHIS LU TULELSaaSiiEA
¥ SIRYaNESE

- BEOT4L I N E—FTTEELEW
- HESNDIDDORIFRILHATEZ TULVERL

DS X REANGHERE L TE I EBRAT oY hZARIL

© 2024 Cisco and/or its affiliates. All rights reserved.



ldentity Snapshot

1 7 023 942 External Accounts 73 ‘ 73 Entra-ID Admins
) 2,583 Inconsistent Accounts
Total Identities Last 30 Days Administrators
Sources Types
Duo 3
-EntralD | 4445
Conference room
-EntraiD I 5099 » External
8 Inconsistent
g -EntralD 10958 » Internal
m Missing
Mailboxes
-EntralD [ 1010 :Sanricaamuurt
EntralD | 4p5
-EntralD 9590

il , . , , ,
cISco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Security | 28



IAM Hygiene

Highlights :
« THOF 4 TTERNT HH 2 b 4 4 1 g— 60-90
B LU, iR 78EBLTHH §
AERTULVEWTAY Y FMEH, E
BHEAMALTVEVWTAY Uk Total inactive acds (+30
DY U—UT v TERET B. days) revesses Eeegues
Mever logged in

« 2,899 M Inconsistent User # 421 accounts have had no activity in 30+ days

BH., BL7HYY FTHEYMO
IDPTO7o2 T« ETsZ8EBHL

inactive users

TLBZ ENBEREERSN 2 8 9 9 4 9 9 3 inactive external guest users

High Severity® 72 T« ET « ) ) service accounts identified, 2 with interactive logins
=) t:

[FHERB S LTV, 2,899 inconsistent users

Account of guest users have never

4,993 never logged in guest users

Inconsistencies logged in

« THYY MER#E. 7EEBALT
HATA VERTWELVFR ba
—HFORIEABE,

Cisco Security | 29

o
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MFEA Analysis

Factor Used weak MFA

Highlights

9aA—H¥htFa )T 1 BED 4 57 1
BLIMFAZfE->T RS 1 VIS y

Microsoft EntralD Phone @
Microsoft EntralD SMS

Rl TS Microsoft EntralD Other ®
users successfully signed in accounts with no MFA that
using weak MFA actively log in to the 0
* 4,571 OFT. 60DAEHLI— 1,777 users have strong MFA system
YhteFa) T EEDHL
MFAZFIFAL T3 9 users successfully signed in using weak (Phone, SMS)

4 Admin Accounts with No MFA

I 7,510 inactive users with No MFA

»  Phone calls, SMS ®+tF%a)
vl 7 10| 28
THY. ZORSMSHE < F 4

28 inactive accounts with failed logins

HzhTurs Inactive accounts with failed
inactive users with no MFA logins
s 28MTFHT4ITTEINTHY 4 Admin Accounts with
U RTOYA URBARE LT ACRE
AT

o
IC|| S.CIO' © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Security | 30



Threat Insight & Unusual Activity

Highlights

s BADY A A A XY RHER
[TBVWFAHD Y RERELTWLS
=8, BEOHZEFHHE 5HEH
BEHDE,

« TOT 14 TTIREVNTHO b
DOTA U ERHMLTEY ., HE
)RV EBDT=-0HIZ, L ETRE
BIETZOT14TT7ho 2 FOKE
NE,

Threat: Moderate

3

Access From Dormant

Account
7ELRICOT A BREL, THLGNIZ30HELE
HAELEDT H o> F
gL © ci d/or its affili All righ d
cisco 2024 Cisco and/or its affiliates. rights reserved.

Inactive Account Probing

Accounts With Unusually High Activity

Threat: Critical

9

Accounts With Unusually
High Activity
FEDY A 2o A N2 B HHIZ B

(1000[EELE) FHo > FEBRH
FEEDHSTHIEEHF—EIFHD b

Threat: Critical

7[/41

Inactive/Active
Inactive Account Probing

7 BELE Inactive T, T0#1E8LLED
07+ 258 & 8t

Threat: Moderate

38

Users With Defined Email
Forward Rules

Emailfnd/l—/LZERL f- 21— ERHY

Posture: Critical

624

Allow/Block Email Logins

7 BRI 5[EFFEDN— FIBSINEL P
Email FX+4 2T 074 2 84

Threat: Moderate

12

Activity From

Untrustworthy ISP
WE9 O GEI-(ERRIESNELISP B SLVE
— B TG UISPHSDF I 71 EF

Y
Uusima, Stockholms, Hong Kong, SG

Posture: Critical

39

Users Sharing Authenticators

HEX /- Authenticotor/Phone

Threat: Low

13

Registered Location

Mismatch

IDPIZBREN/- 05— 3 LIS 5 D
FoT« ET v 8
Uusima, Somerset,London

Posture: Low

20

Personal VPN Usage

FAY S =X ADF F ERIZs = FIVPNF
SELLEFYFL o3 —tF

Cisco Security | 31
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A TVTA4T4 - MFA

BRLYMFADYER E S TLVAELY
Identities MFA Status

|
6790 6790 2 1640 6 0

Total In Protected Population Inconsistent Users No MFA Configured No Strong MFA Configured Weak MFA Was Used To
1 2.05% (7 days) Successfully Sign In
k 1 7.08% (30 days)
5044 23 85
Never Logged In Inactive Guest Users Inactive Account Probing
v 0.6% (7 days) ™ 26.77% (7 days) ™ 2.76% (7 days) 0 0 0
v 2% (30 day$) 1 64.29% (30 days) M 15.12% (30 days) MFA Floo Telecom MFA Limit Admins with Weak MFA

Reached

0

Provider User Type
Missing

FhhTLEWLNI—FHNRZL (FEAEDI—FHMFAZERTE L TLVELY

.(l:l|lsl(l:lc;' © 2024 Cisco and/or its affiliates. All rights reserved. < 21 7,{ 7_—\/7_— 4 7_— 4 t;F 1 IJ 7_— 4 7t 2 )( VY |\ Cisco Security | 33



EEE T

\

) . . [N
Administrators Logins XYT)L
Adm'nlstrators per Source = User Last IP Address Tags
Thrudi Brown [ 2.21.2.5 A New ISP Hosting
0 thrudi.brown@simubiz.com Moscow, Moscow, RU
3.21.2.5
Administrators B"a'_' e Z ‘ S
5 % > D brian.hayes@simubiz.com Reykjavik, IE
Aalto Helmig [ 209.6.171.113 oo [ [
D helmig@simubiz.com Burlington, MA, US
Karsch Heuck [ 2600:1017:b8068:d190:46..
Users per Source = - -
— O karsch.heuck@simubiz.com New York, NY, US
9.64.1082.1
Chanza Rosser [ 89.64.162.153 A New ISP
0 santos.rosser@simubiz.com Gdansk, Pomerania, PL
i .192, 0
Daymude Sheiman (7 78.192.202.246 A Now IGF
D daymude.chiaravalle @simubiz.c... Paris, ile-de-France, FR

0 1345 2690 4035 5380 6725

134.238.180.49
Ashburn, VA, US

Ayo Ganin [

4 New ISP Hosting
0 ayo.ganin@simubiz.co

>

. HYZLGENOT—23 IPHDTIERESE
febs — *
HEAI-YOHR FrvIL TN EEXHEE

clsco © 2024 Cisco and/or its affiliates. All rights reserved. :/ A2 7 /r 7_—‘/7_— 4 7_— 4 t :F 1 U 7_— 4 7t 4 )( V4 |\ Cisco Security | 34



MFA®D FI IR R

Monthly Sign-Ins
60000

50000 -

40000

30000

52K
20000

10000

Jan 2024 Feb 2024 Mar 2024 Apr 2024 May 2024

Success Failure

cisco © 2024 Cisco and/or its affiliates. All rights reserved.

MFA Prevalence by User Count

Azure Ad Password

Azure Ad Phone

Azure Ad Sms

Azure Ad Windows Hell...

Duo Duo Mobile Passc...

Duo Duo Push

53K Duo Phone Call

Duo Sms Passcode

@ High Assurance Factor In Use

B Low Assurance Factor In Use

Jun 2024

B Medium Assurance Factor In Use

58 B

1414
1414

ol 12

. e )

0 100 200 300 400 500 600

High Assurance Factor Enabled
Low Assurance Factor Enabled

Medium Assurance Factor Enabled

SUTBEDRL\MFAND R E X HELE

DAATPATIVTAT4 X274 PEAAV S

Cisco Security | 35
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BlDT Ut XK

Last Sign In Attempts over the past 30 days

Login Attempts from New Countries

Country ™ Success T Failure ™ Other ™
Ireland 4 21 0
LS
South Korea 2 23 0
: India 2 14 0
China 1 0 0

HYZGVWENDT VAN EEHZRIZIK

0 I 1,300 <~ 3 S
NYA—IZEOBRON TS AIREEN $H S 1=
. THI U FDEIBRFORRIALE
I::ll'Sl(l:IC;' © 2024 Cisco and/or its affiliates. All rights reserved. :/Z:l 7’( 7_“/7_‘4’ 7__’]/ t#l U 7__4 Ttx)( y I\ Cisco Security | 36
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Identity Snapshot cIsco

61,797

BTATUTAT4H
=R AmMRT 1>
47K
600K
Duo I N
700K
300K
400K
0 61,797
0
Jul 2024 Aug 2024 Sep 2024 Oct 2024 MNow 2024 Dec 2024
Success Failure
il © ci d/or its affiliates. All righ d i i
cisco 2024 Cisco and/or its affiliates. rights reserved. Cisco Security | 38
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IAM Hygiene

Highlights

- 8,312ZMFT7 YV T4 TlEa—4

MERESNEL-, 30BEUE
AJ4 2 LTWEW =6, Bbh
RETHIU DI RIBHY
T, FEIAMEREBRITHE
BZLTLSAREELHY FET,

« 108D A—H—H/\f /8 Xa—F

ZRALTRT A VICERBILTY
F9,

« S1IEIDEETELZWVISPALDT

DEANBY FT,

« 2EIDT Y EANMEE Sh-EH

cisco

DTV EARHYET,

© 2024 Cisco and/or its attiliates. All rights reserved.

8,312

Inactive users

51

Activity from Untrustworthy
ISP

10

A Bypass Code Was Used To
Successfully Sign In

2

Access from Denied Countries

InIr
CISCO

ErOTA42)—X

Last Sign In Attempts over the past 30 days

0 e 57,848

Cisco Identity Security Assessment

Cisco Security | 39



MFA Analysis

Highlights

cisco

1,898MF7 H™ > +AFELIMFA
EE-oTRTAVLTOET,

1,898

Weak MFA Was Used To

53D 7 h™o 2 k THELMFADL )
Successfully Sign In

BESNATLEEA,

on

FBLMFAZEREL TS —
-US_IJ:& (') iﬁ/\lo

FBULMFAZEREL TS EEE O
THhorrEHYFEA,

No Strong MFA Configured

© 2024 Cisco and/or its attiliates. All rights reserved.

53

No MFA Configured

0

Admins with weak MFA

InIr
CISCO

Factor usec weakMFA
Duo Phone

0 200 400 600 800 1000 1200

Cisco Security | 40

Cisco Identity Security Assessment
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