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Today What are the differences between Snort 2 and Snort 3?

SeCU rlty CIO U d CO ntrOI t\‘ 1 jd)l l}tbl/:|_\7\\/29 \/ I\b\\ What are the differences b...
%g§y®t¢ 1 IJ 7__ /r % DDE] >:< /\O) 4/ \/-U-{ I\ %}%{;i\ g&' I:a?:sdlisf::?:nces between Snort 2 and Snort 3 are as follows: o

SeCU S] F| rewa I I 7 SeCU S] ACCGSS, Hype rSh |e|d « Architectural Redesign: Snort 3 is architecturally redesigned to inspect more traffic with equivalent

resources compared to Snort 2.

+ Packet Threads: While Snort 2 uses one packet thread per process, Snort 3 can use any number of packet
threads per process.

« Configuration Memory Use: In Snort 2, the memory used is dependent on the number of processes

7_ ~w j‘

%t/—\ én — j— I/ \\J \/} \ multiplied by the size of each process (x GB). Snort 3 uses x GB in total, leaving more memaory available for
1L eE (- packets.

’j N N - 1| O3 % \r N L ~ « Configuration Reload Speed: Snort 3 allows for faster configuration reloads compared to Snort 2. In Snort
EJ}E E,\J Td\ j ’ /r 9 / Z O) « m@% D D 1=} * N Td\ l x / 3, one thread can be pinned to separate cores.

« Rule Syntax: Snort 2 has inconsistent rule syntax and requires line escapes. Snort 3 offers a uniform

I\/\O) J //- t; 7\ system with arbitrary whitespace.
» Rule Comments: Snort 2 supports comments only, while Snort 3 provides features such as #, #begin, and

#end marks, similar to C language style.[1][2]

Additionally, Snort 3 offers a simplified and flexible insertion of traffic parsers. It also provides new rule syntax
that makes rule writing easier and shared object rule equivalents visible.[11[2][3][4]

Remember, switching between Snort versions freely is possible, but any rule changes made in one version of
Snort will not be automatically updated in the other version. If you alter the rule action for a rule in one version
of Snort, make sure to replicate the change in the other version before switching the Snort version.[1]
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“Improving the Nation’s Cybersecurity”
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https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-
the-nations-cybersecurity/
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Control A.13.1.3 (Segregation in networks)

Other related Control: A.13.1.1, A.13.2.1, A.14.1.2, A.14.1.3
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NIST Cybersecurity Framework (CSF) / Special Publication (SP) 800-53,
800-171, 1800-27 / NISTIR 8374

PROTECT Identity Management, Authentication, and Access Control
(PR.AC-5): Network integrity is protected (e.g. network segregation,
network segmentation)
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access-list 102 deny udp 167.160.188.162 0.0.0.255 gt 4230 248.11.187.246 0.255.255.255 eq 2165
access-list 102 deny udp 32.124.217.1 255.255.255.255 It 907 11.38.130.82 0.0.31.255 gt 428
access-list 102 permit ip 64.98.77.248 0.0.0.127 eq 639 122.201.132.164 0.0.31.255 gt 1511
access-list 102 deny tcp 247.54.117.116 0.0.0.127 gt 4437 136.68.158.104 0.0.1.255 gt 1945
access-list 102 permit icmp 136.196.101.101 0.0.0.255 It 2361 90.186.112.213 0.0.31.255eq 116
access-list 102 deny udp 242.4.189.142 0.0.1.255eq 1112 19.94.101.166 0.0.0.127 eq 959
access-list 102 deny tcp 82.1.221.1 255.255.255.255 eq 2587 174.222.14.125 0.0.31.255 It 4993
access-list 102 deny tcp 103.10.93.140 255.255.255.255 eq 970 71.103.141.91 0.0.0.127 It 848
access-list 102 deny ip 32.15.78.227 0.0.0.127 eq 1493 72.92.200.157 0.0.0.255 gt 4878

access-list 102 permit icmp 100.211.144.227 0.0.1.255 It 4962 94.127.214.49 0.255.255.255 eq 1216
access-list 102 deny icmp 88.91.79.30 0.0.0.255 gt 26 207.4.250.132 0.0.1.255 gt 1111

access-list 102 deny ip 167.17.174.350.0.1.255 eq 3914 140.119.154.142 255.255.255.255 eq 4175
access-list 102 permit tcp 37.85.170.24 0.0.0.127 It 3146 77.26.232.98 0.0.0.127 gt 1462

access-list 102 permit tcp 155.237.22.232 0.0.0.127 gt 1843 239.16.35.19 0.0.1.255 It 4384
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Classification

Catalyst 9200, 9300, 9300-M, 9400, 9500, 9600
IE 9300

IE 4000

IE 3100, 3200, 3300, 3400

IE 2000

IR 8340

WLC 9800

WLC 8510, 8540

WLC 5760

WLC 5508, 5520

vWLC

AP x700, x800, 9100

Catalyst 8000V, 8200, 8300, 8500

ISR 1000, 4000

ASR 1000

CSR

CGR 2010, CGS 2500

ASAv, FTDv

CSF 1200, 3100, 4200

FP 1010, 1100, 2100, 4100, 9300

ISA 3000

MS390, MS130X/R
MR30H/33/42/42E/52/53/53E/74/84,
MR36/36H/44/45/46/46E/55/56/57/76/86
CW916x

MX64/65, MX67/68, MX84/100, MX75/85/95/105,
MX250/450

Z3/4/C

ISE

alvaln, , . '
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Propagation

Catalyst 9200, 9300, 9300-M, 9400, 9500, 9600
IE 9300

IE 4000*

IE 3100%*, 3200*, 3300*, 3400

IE 2000*

IR 8340

WLC 9800

WLC 8510%*, 8540*

WLC 5760

WLC 5508%*, 5520*

vVWLC*

AP x700, x800, 9100

Catalyst 8000V, 8200, 8300, 8500

ISR 1000, 4000

ASR 1000

CSR

CGR 2010, CGS 2500

ASAv, FTDv

CSF 1200, 3100, 4200

FP 1010, 1100, 2100, 4100, 9300

ISA 3000

MS390, MS130X/R
MR30H/33/42/42E/52/53/53E/74/84,
MR36/36H/44/45/46/46E/55/56/57/76/86
CW916x

MX64/65, MX67/68, MX84/100, MX75/85/95/105,
MX250/450

Z3/4/C

ISE

* Speaker only
** APs in FlexConnect mode only

Enforcement

Catalyst 9200, 9300, 9300-M, 9400, 9500, 9600
IE 9300

IE 3400, 4000

IR 8340

WLC 9800

WLC 8540

WLC 5760

WLC 5520

VWLC**

AP x700, x800, 9100

Catalyst 8000V, 8200, 8300, 8500

ISR 1000, 4000

ASR 1000

CSR

CGR 2010

ASAv, FTDv

CSF 1200, 3100, 4200

FP 1010, 1100, 2100, 4100, 9300

ISA 3000

MS390, MS130X/R
MR30H/33/42/42E/52/53/53E/74/84,
MR36/36H/44/45/46/46E/55/56/57/76/86
CW916x

MX64/65, MX67/68, MX84/100, MX75/85/95/105,
MX250/450

Z3/4/C

Secure Web Appliance



https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/trustsec/policy-platform-capability-matrix.pdf
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Cisco Secure Access & Cisco ISEDETRE (2/2)
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