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https://www.gartner.com/en/information-technology/glossary/secure-access-service-edge-sase
Secure Access Service Edge (SASE) Definition by Gartner

-

Secure access service edge (SASE) delivers converged network and security as a service capabilities,
including SD-WAN, SWG, CASB, NGFW and zero trust network access (ZTNA). SASE supports branch
office, remote worker and on-premises secure access use cases. SASE is primarily delivered as a

service and enables zero trust access based on the identity of the device or entity, combined with real-

time context and security and compliance policies.
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https://www.gartner.com/en/information-technology/glossary/secure-access-service-edge-sase
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https://lwww.cisco.com/site/jp/ja/solutions/networking/sdwan/index.html

. Cisco Catalyst SD-WAN&E (L. VI MO T 7EEEIWAN (SD-WAN) VU1 —23>2 T, EEDEHR A
(MPLS, 1>45—Xxwv b, 4G/LTE/RE) ZHEWDITF. 7TV —2 3 > OEH(ICIH U CRBE/RLHRZ &
RIBD. ZEIAWANRY RNDO—TZBERTETEI ., CNICKD. RY ND—DUDERMERZE L=,
. JRX BB TFa1UFT @b, 570 REROSREILIRENEIRTET XTI,

p
Cisco SD-WANDEE :

> BRI ZIEELTcSD-WAN(L

> WAN - Routerd®SD{t & HI#R{t. BEENL

> PITV—23>NR—=XATDILAI7I b (T7—ABI\TY NEBEGREEH)

> D50 RtEF1UFT1 EOFVEHTMYE (Cisco Umbrella, Cisco Secure Access : SSE, zScaler)

> WANRDBEEZ NS T4 wORERIC & (T A FT—2 3> %170\, #ls2-DCRE. #lsmfE. ¥ls5-U5TORA> TS
. #lsa-laaSEZtF177(CE<

> 1819 B1aaS/SaaSA\DEHREITDI2HDF7 TV —> 3 > DIRD AT, RBEERODER

> DSORA2ISZEIEMITZOST RY—EXTO/NASF —EDE#EEICKD . SDCI(Software-Defined Cloud
Interconnect)z. X TREEHERE(CIEH

/
N




-

Cisco Catalyst SD-WAN 1I1—XTO—X
Cisco Catalyst SD-WANI(&, 5T RR—=XDB—-EXET7TUT =2 3 > (CRENDER(CTITATEDRLSICUET,

O—RILILADO7D WANFIFH Db INTVUwY 00570 RLER
. FIVI—a VR SD-WAN aWS
s.ala'swarj K. Web A2 —Fy bk A ‘ ““‘—"ﬂ‘ q
SD-WAN

. 0
Btz
=) )(Z 2

aid )(x3 LTE \/
o JEHE 50msLATF

- OX 2%UF N

e WA — 10msELF

SD-WAN

TIOAFT—23> —rE, FRIE. D vOyyFJOeE>3 =20




aanics > J)LiIxERZ3EIR 9 BCisco Catalyst SD-WAN

Cisco Catalyst SD-WAN> bO—3(CKD. SD-WANJL—SD—cEE

20-/)VUbRUS —ZREL. ARERBE B TRUS —ZHENITER L. €DIJ0—/)ULRU S —DRERMAN
12DV =)L ST RTOHRICERTBIEE T,

Catalyst SD-WAN Catalyst SD-WANZI > bO— 45
J>~O—3

« MU —ZNRM (CFRE - @AL
R =S IVILER - BEMtZER
cTFI1 VT ERY NO—DDEEZF
—2YV—=IL5S
- ERHEEZESIL
* WANRY D=2k u]R 1% [ £
IRTCDTI\AREFEN TN T DITHI(C
B IRREZHIR CEET.
ZUC. —mAfbenNicad~x > RS AR
(CENZRRCITDOCENTEET,

L4

SOHO IS5 FHR



—E\

3B (CExE R

> Application Aware Routingtge T (.
L. 5%

MPLS

At - #hss

IV — 3> T OANRYTI D Azt
Eﬂ?@ﬁﬁ&%//ﬂ—*‘y NolgRooBzER E. 77U — 3> )\ AOBEFDEX

» TLOC-extension(dE—#l=mdDdDSD-WAN)L—SFDEliE=. BEEBDEHRE UTCHIH TEIHEETT

TLOC-extensioni¥sg

Internet

/SD—WAN)I/—/S’(EL %ﬂ%“ﬂ&iﬁﬁ@“é@ﬁ\

([COIHHEFRSNTUVDIREDIHE
SD-WANJL—/%-A: MPLS[EI#R
SD-WAN)L—%4-B: Internetolfg

SD-WANJL—%-AlL. EiEEGINhER
& BEET BSD-WANJL—4-B(ZiEHi =N
fEER(ICIPsec b RILZBEUET,
BEiE 9 DSD-WAN JL—F (L. EO—FHD
SD-WANJL—%-Bh\SHISNz b>=R)L
DT —LAIL—FEUTHBELE T,
EBSHDERRICEENRLELUHBS. il
FOERRZEZRBAL CBEEZEITDEN

\ﬂﬁ‘é'@?o )

7ITUT =232 (TR T DITHD/ R ZBESERL. U7ILY A L THE
ftLlery 8O—D)XRD7TVo—23> bSIT4vI0ZA>TUZSTY MIBIL—FT1 2T UFT,

Application Aware Routing (AAR)#&gE

JXR1: 140ms, 1% 8K, ms SvH— Application SLA(CHEL

o (R 1% EEEE
)A Internet
w SLA(CHE - = RO EEET
FTUL—2 3 2AD) (A
ol o v EE 150 UMK, oLl a
0" TG v 8% 2% KB THBIT & o T 0
SD-WA /SD -WAN
=&

JLR 2: 200ms, 3% 385k, 5ms v —

\/

BICEHRREZIEEL ., REBERUS —([CKD 7TV —2 3> DBlE

1w B,



SD-WAN 77U —> g Bl ERRI LT T —< 3 >l
> P TUS— 3 BBINBAR2) E. DRI LT T U — 3 S EEOEHE O TEEDS U EIEIEEE! -

"name": "ms-dynamics-crm-online",

NBAR2TD 7 T — a3l
EBTIVr—av DREERBAETARELIAH BEEDERVNT I r—
av R ARG FIRZAAL. ZEBICKENHAIIEAHYFET, r—— “name": *ms-lyno-media’,
77°IJ /7-—3/3_‘/16'%6&(:5&%” le ﬂ.‘ﬂ”ﬂ]j"é:t'cx 770')’7-_:/3:/0)1:J1=‘ZL)§3\ ew Custom Applics i 1 ::name:f ::ms—lynC-Vide"O",
(+. A7 FIRGIRGENTREELGYET, e e

"name": "ms-live-accounts",

"name": "ms-lync",

"name": "ms-lync-audio”,

Application List Custom Applications

"name": "ms-lync-control",

Application Name , o ) ,
PP "name": "ms-ocs-file-transfer",

ApplicationXYZ "name": "ms-office-365",
"name": "ms-office-web-apps",
70 I N ~ Server Names "name": "ms-olap",
Z /3 / "name": "ms-rome",

* customapp.com " W "
name’: ‘'ms-rpc-,

SD-WAN v17.3LF% . NBAR2ZFILI=HRALT TUr—Lav EEEY S heme's ms-senvioes”

Rt ¢ i
A—HEEDVT ZFrEFRTDE LSTavIRI O —DREET T

10.1.1.1 "name": "ms-stream”,

7_>3>®E§*ﬁliimgl:%$1tﬂﬁgo < "name"; "ms-streaming”,
CAFBET IV r—an, BiBaRT I ss A s I SSARAIR A —
77_x IN/ \017-‘\/ INFEﬁ%;(T.I-% ::75§7R4>|~ ! "nam:"; "ms—t:ams—:SZio", v

"name": "ms-teams-media",

"name": "ms-teams",

"name": "ms-teams-video",

= "name": "ms-update”,
"name": "ms-wbt",
"name": "ms-win-dns",

HAFFEDT TV r—2av0HFEY —RMITENT TV r—2a @8 #L. ChoDMS 74971/ LTT7 I3V aERTL. 77

Vir—2abflifll-TLAOT7 I BERGEE . FIT49 IR O—FE BN AIRELLH>TLVET,



-

H4Z OERATRII D7 T I —2 32 ) CROuIRAEHEEE

NWPI(Network Wide Path Insight) Tl&. Rw DO —2UD:ERCETIBIBHINEARZIREL. /\TH -2 XD,
S AVESY-Sx°)

ETE, BRSNS IILZa—F+ 2T

M365:SJC-BranchmSINET (DIA) #2ETSaaSyv >
T RADO—HILTL—T7T K,

Amazon:SICT S > F M SMPLSEEE TRTP-Hub 1(C
)\ R—JL L. RICINET (DIA) #2HTSaaSou =
IRCTLAOTINUET,
Ry T TDINT A —< > ZHYELN:

RTP-Hub 1/ 5SaaS (INET#ZE)
=SH—/)Ry RO -8, X373

rtp-audio:SIC-Branch/”5SRTP-Hub 1 (MPLS) #%
FHCTNYK-Branch/\

Citrix:SICT S >F M S5MPLS/INETH#EETRTP-Hub
1/Hub 2(CO— R/VS 2R U, RICLANFEETH v >
JXR/DClCO— RIS AULET,

||||||||||||

.ls-oﬂ\ca—w.b-appc

Good(8~10)

5

.....................................................

CND/SND(ms)

Trace:

10

o—o—o—l amazon - Wednesday, Aug 10, 18:03:26, score: 3
N

&

App Performance Insight Event Insight QoS Insight
alanwan-0810 (ID: 688) (1
Hop: I (MPLS)RTP-Hub1(Gia:PUBLIC_INTERNET) to SaaS x w

I\

1]

17:55 18:00 18:05 18:10

18:15 18:20 18:25 18:30 18:35 1

ms-office-365 -#- rtp-audio  -u- share-point  -m- ms-office-web-apps  -#- amazon citrix  -e-  -m- e

400

- l‘......l."..

)
[ ]
[ ]
L ]

17:55 18:00 1805 18:10

00800y 500 0000000808888

1815 18:20 18:25 1830 18:35 1

CND(Client Network Delay) -+- SND(Server Network Delay)

Upstream Applications Path & Performance (packet)

Saas

=

!
RTP-Hub1:PLII.Ic_INTERNET

R’TP-HubZ:PU}IC_INTB!NET

RTP-HIE:MPLS

NYK-Br#h:MPLS

77 URLO ROZ &)X
BLDHd bS5 T1 v IICELDT
RENsd

SaaS(via RTP-Hub’UBLIC_INTERNET)

Good(8~10)

LAN Side(via -Hub1:Gi6)

Pm@-s) LAN Side(via lirP-Hub2:Gi6)

G“‘I-LB‘ Side(via NYK-Branch:Gi6)



-

SD-WANZEAZDOINRAIEN BIRETR D HTHEEE : VAnalytics

Ty RID=DOD)I\TA -2 RAZERL. EEPEEZY7ILIALATRERIEETT . =5I(C.
T—DOAD RS T4 v DI&BhU. INTA =N ADMNNLIRY IR BRI ZE R ELUET

@ Quality of Experience (NLRRX77) SEDT7 TV -2 3> OME
&L FERICERMIE GUI (CKBDERIRRT

Qr7TVT—23> USRBDORH - UL TUT—23 >0
IL—TREDKISICEITEINTLBIhZENLUIZE 1 —Z=8BE

@ LR P7FULT—23> - QoE DIETFREAXRD LFREEZRLUT
WD T DYFE

QoE

CIRCUITS

Poor: 5%

Fair; 27%

Goodt: 73%

vanalyties-v

(4]

g Al Sites

—de v @
derma b

pplication Experience

Usage (Total)

40.1%
(1 M8)

£6%
1 wE)

MySoL: 22.9%

= Good (QoF 8 -

QoE Distribution by Traffic Classes

SLA balk has the most poor apps

W View all ovarlays

Application Dashboard

Cisco DNA Advantage

NS D w oD XY b

Applications

Mar 3, 2022 8:00 AM - Mar 3, 2022 5:00 PM Compared with: the previous 12 hours

QoE: All Application Type: Al

Top Applications by Usage (Top 20) Usage (Top 20)
ms-toams: 9.8% - servicas: _. webex-app-... iCioudt 4.2%
Sweam: 17.1%
Jabber: 9.1% share=point... -
Cutiook: 10.1% . . [ |

195 Fair [QoE & - <8)

Trending Applications
Most Avg. Drop of QoF

Provicus  Current Ghangs  Trend

Outlook [}
MySOL 45 45 o
Steam [}
ms-teams-... 10 0 [
skype e LT3 ]

® 0

= Poor [Qok O - <8) Trend Analysis

Most Avg. Rise of Usage
Previous Current Changs Trand

MS-leams 262 KB 221 KB -0 KB o e

ms-office B2KE A4ED -BKE =TT

outlook-w... STKE 4BEE -8KE e e

webex-mee..31KB 26EE -SKkB = e
webex-med..52K8 44KB -BKEB N s s

r(QoES - <B] @ Poor (QuE D - <5) @ Lisage



2y NI—=DODFeET—>23>2 X7 A “"WAN Insights”

Cisco Catalyst SD-WAN & vAnalytics + ThousandEyes “WAN Insights”
B2 30 HEIDORY 8D —20 JXRAD/I\TA -V R ZERL. MEZFALT. 7ITU5—>3> Ry hNIJ—0 )\ X%=

JO7 07« J(CHER
Cisco ] Office 365
SD-WAN
vManage ] Wwel?ﬁzf

3 . O Google Cloud ThousandEyes
Feedback S applications - w'v
100 | 1 | vAnalytics MU T

Data Thousand Eyes&kD=Rwv b
I bolicios center D—0 FLAKNY F—H%ZIR
v 1 < > '_E_' Enterprise £93
Data Ingest @ Telemetry ST P 2 | TLARNY F—4# (B 30
analysis telemetry HRE) #3FLT. 7TUD
(@ EBE: ﬂfﬁi@'&})}?}(ﬁﬁ?é?ﬁ?ﬁ
Thousandeyes vAnalytics / /\\ T4 I RAREERUET
@} MPLS _ Internet 3 RUS—ZEHLTFZIVUD
" . i TOARVUIDRAZRBEILT
Proactive/predictive // \ BEHDI 11— RNV D )b—
data modeling = = 7’ (RIEFED. FIRMIC(E

i1l Branch ‘1111 Branch
Elt‘ﬁ L offices Eﬁﬁ oo offices Han{k)

eEmT=e EmT=e




Cisco WAN Insights(&.

XY ND—=DODFEST—23>2 X5/ “WAN Insights”
UTILGA LDIT 4~ RF—

DDEBZRRICHEL, FBRIDITENTEET,

Recommendation Summary ()

s

0o
Jo

All Recommendations

g Office 365

w Webex

F ad
a Google Workspace

Q Voice

FERLD RFZBEHLUET ., INICKD.,

Recommended Actions (6) [ View - Application Groups v ]

Q. search

o~~~
q Site 10001

U.S - San Jose

Switch from private 1, biz-
internet, private2 to private 2
Oct 04, 2022, 10:32 AM

Path Quality:
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View Details

Google Workspace

Mark as applied

Recommendation: Ready Recommendation: Ready Recommendation: Ready None
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Path Quality:
Current: 90% 1o
Recommended: 100% :

Switch from private
internet, private2 t
Oct 04, 2022, 07:33 A

Path Quality:
Current: 9
Recommended: 1!
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Overview Devices Tunnels Applications Security Logs Multicloud

R Marketing Demo

oA\ Configuration

‘,\’ Tools

P Control Components WAN Edges Certificate Status Licensing Reboot
4 Maintenance
2 2 1 31 0 70 0
&0 Administration Validator Controller Manager Reachable Warning (] Assigned .
5 Unreachable ° Al ASSIStant 2es

@A F RO MEEZEF>TLSHBLTHS
il Analytics { + New conversation |

@) Explore
Site Health @ | Poor Performing Sites v View Details Tunnel Health® | Latency (m

CHI10105

| s ]
56 ]
’ SITE_30
25 679
SITE_5¢
¢ What do you want to ask today?
S Choose from a suggestion below or use the text field to ask a question. | have limitations and
SITES s . N
won't always get it right, but your feedback will help me improve.
W Good B Good
SITE_31
Fa Fair
M Poor W Poor
3 ) 8 X What's new for 20.14? What is the health of my network?
Introduction of new capabilities Get thhe operational status of devices,
tunnels, application etc
m ||
Help me troubleshoot Help me configure
See a list of commands that the Al assistant Shortcut to common configuration
provides to help troubl yoting workflows

Can you forecast WAN bandwidth?
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(Predictive Path Recommendation)
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Monitor

Overview

':(a Monitor

Devices Tunn

Va

Configuration

Predictive Path Recommendations

“

Tools

S\

Control Components

}o

Maintenance

2 2 1

Validator Controller M

@l Analytics | %2R |

&6 Administration

" :
il Analytics : :
Overview
@ Explore Sites — All recommendationed actions
Poor Perfa \
Applications —

Bandwidth Forecasting Beta

m office365.apps

Recommendation: Ready

PATH QUALITY

Recommendation summary @ I' Ofﬁce365.apps] E 7 U b 7

View Details

Current path 82.8%
Recommended path 99.4%

16.56%

Impacted clients 44

& w webex._apps

None

PATH QUALITY
Current path

Recommended path

Impacted clients

@l Predictive Networks | Z2$R

Predictive Networks

0365[ZHB VTS DERTET-L82.8%DMET
M. PathZxZEE T 5L99.4%0D HBIZM E
(16.56%cHF/) T A eMEE#FMIhTLVS

&
Internet Outages
I :
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87.7%
87.7%

View Details

0.00%

O .
J Voice_Apps
Recommendation: Ready

PATH QUALITY
Current path 86.4%

Recommended path 90.3%

Impacted clients 20
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( Predictive Path Recommendation )

IR DPathD G EE R HRZPathD BB ERT

path recommendatlons — Current path quality ---. Recommended path quality Active clients
00 o e e e e e e e e e M MR E eSS s aaesaEeE. 60
g e —— >
o 40 2
= 3
2 50 o
5 20 3
@ 7]
=
0 0
18:00 May 28 06:00 12:00 18:00 May 29 06:00 12*00
5 . = =z IS : A==
All sites < Appl = H'

AR DPathEHERPathD TR XEEL BN DD TEEN DI
Q_  Ssearch Table :E BEE’—CW UE%—E*“ET% FaifIE':{gJ L)Eiéa)bfﬂl’\

Site Location Current path Recommended path Currentrpath Recommen.ded % Gain Impacted clients Action
quality path quality
90 United States - Hutchinson - - 100.0% 100.0% 0.00% 1
10105 United States - West Town mpls, public-internet mpls 88.2% 99.0% 10.83% 20 Apply
N
10010 United States - Hutchinson -- -- 86.8% 86.8% 0.00% 1
10021 United States - Unknown public-internet mpls 77.5% 99.3% 21.80% 20 Apply
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Predictive Path Recommendations Bandwidth Forecasting Beta - 0) % 5ﬂ|] ﬁﬁ ‘: J: l’) N i% gﬁ 75\: A "jj “J\"
W FEROTOERRICT HIENT
(Dl'Bandwidth Forecasting |Z2&1R =NEIKEE/IREMNAEE

Current Bandwidth ---. Forecasted sangwraum VIM=VIax rorecast

L]
- — — : L~ —
800.0kops BEDT—HERT | - : > | PREERT
L[] o
. _\ \
— : XKIRLED
e X .
>
& h e
£ 400.0kbps : 321.3 Kbps Average Forecasted Bandwidth Usage
'g """ : """ 0 Kbps Minimum Forecasted Bandwidth Usage """"""
2 : 721.4 Kbps Maximum Forecasted Bandwidth Usage
& 200.0kbps / b
P 7 : Date: 14 Jun 09 AM
0.0bps - T e 2 A ]
Apr 29 May 06 May 13 May 20 May 27 ° Jun 03 Jun 10 Jun 17
Apr 29 May, 08 ..ensssea, May 13 May.20"""===""""ss,  Melj27  “eeJur03 R edamiz
Circuit Name Service Provider Site ID Site Location RX +TX ~ RX TX RX Utilization (%) TX Utilization (%)
(o) DC2b:public-internet cisco systems inc. 10021 san jose 615 Kbps 551 Kbps 64 Kbps = =
O BR4-C8200:public-internet cisco systehs inc. 10104 los angeles 578 Kbps 513 Kbps 65 Kbps - =
DC2bDT—A%E R
O BR5:public-internet cisco systems inc. 10105 chicago 445 Kbps 399 Kbps 46 Kbps - -
O DC2a:mpls ? 10021 milpitas 273 Kbps 254 Kbps 19 Kbps - =
O BR5:mpls ? 10105 chicago 271 Kbps 236 Kbps 35 Kbps = -
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(Bandwidth Forecasting)
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AIDFERICKY . BET—R1ZFT

LA MERLHIREELT S L
MTE, ETLEFME T AT AL

- Current Bandwidth -=-=+ Forecasted Bandwidth Min-Max Forecast

AlD DR ELTRIL—

LEVESICRE B T\

A 4

TubERHTHEHTIND

= 15.0kbps 11.0 Kbps Average Forecasted Bandwidth Usage
E ;‘/ \\ ________ B e 9.0 Kbps  Minimum Forecasted Bandwidth Usage
g, 10.0kbps // — \h:j‘;:j ) g s 11.5 Kbps  Maximum Forecasted Bandwidth Usage Y eewaasessecncammnnnuncana,
ke, / L . X
% = b o Date: 19 Jun 09 AM
c - il N, e
S 5.0kbps / B e W
M \
/\ / ] °
N e T N s p e e T D L L L L L LR A
Apr 29 May 06 May 13 May 20 May 27 Jun 03 Jun 10 Jun 17
I Apr 29 May 06 May 13 MY 20 ..eeenen . May27  dunog T Junio T T R E
Circuit Name Service Provider Site ID Site Location RX+TX ~ RX TX RX Utilization (%) TX Utilization (%)
O BR5:mpls ? 10105 chicago 271 Kbps 236 Kbps 35 Kbps - =
O DC2a:public-internet cisco systems inc. 10021 milpitas 181 Kbps 174 Kbps 7 Kbps - -
O DC2b:mpls 7 10021 san jose 172 Kbps 158 Kbps 14 Kbps - -
(o) BR3-C1111X-8P:public-internet cisco systems inc. 10103 new york 13 Kbps 5 Kbps 8 Kbps = =

BR3(X/E) DF—4%5FR
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Circuit Name Service Provider Site ID Site Location RX+TX ~ RX TX RX Utilization (%) TX Utilization (%)
O BR5:mpls ? 10105 chicago 271 Kbps 236 Kbps 35 Kbps - &
O DC2a:public-internet cisco systems inc. 10021 milpitas 181 Kbps 174 Kbps 7 Kbps - -
O DC2b:mpls 7 10021 san jose 172 Kbps 158 Kbps 14 Kbps = -
(o) BR3-C1111X-8P:public-internet cisco systems inc. 10103 new york 13 Kbps 5 Kbps 8 Kbps = =
@DIBR3I1ZYVYY

BR3-C1111X.8P;pub|ic-internet May 29, 2024 03:00 AM - May 29, 2024 02:30 PM

BR3(XJE) DEEIRT—FERT

\ 4

Bandwidth ©

15k

10k

Bandwidth

5k

10:30 11:00 11:30 12:00 12:30

RX =—TX

13:00 13:30 14:00 14:30

|
I

View Bandwidth Forecast
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