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About Radware
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Radware feature-based portfolio
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Recently Cyber Attacks
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‘Carpet-Bombing’ DDoS Attack Campaign Sep/Oct 2019

‘Carpet-bombing’ DDoS attack takes down
South African ISP for an entire day

Carpet bombing - the DDoS technique that's just perfect for attacking I15Ps, cloud services, and data centers

a. By Catalin Cimpanu for Zero Day | September 24, 2019 -- 15030 GMT (2030 BST) | Topic: Security
7 2YHADISPADDoSIZLY—BA

Chinese police arrest operators of
200,000-strong DDeS botnet

Security

Libarchive vulnerability can lead to
code execution on Linux, FreeBSD,
MetBSD

Security

i

Kamerka OSINT tool shows your
country's internet-connected critical
infrastructure

Security

Experts: Don't reboot your computer
after you've been infected with

ransomware
NEWSLETTERS
Mysterious attackers have taken down a South African intemet SEEALSO 5=
service provider over the weekend using a DDoS technique 10 dangerous app
. o e | vulnerabilities to watch
called carpet bombing. ZDNet has learmed. out for (free PDF)
The DDoS attacks took place on Saturday and Sunday.
September 21 and 22, and have targeted Cool Ideas. one of South Africa’s largest ISPs.
Curing the DDoS, attackers successfully managed to bring down Cool Ideas’ external
connections to other ISPs, as can be seen from open-source reporting tools. RELATED STORIES

. eurobet.it.DDos v

P @ItDdos

In risposta a @eurobetweet

we attacked your website eurobet.it. You have to pay $
80,000 bitcoin. we won't stop until you pay.

Traduci il Tweet

$80K I HFEFTHEF IEHAELY

SEEWER onoweunve L. UKL

}) ?hal\c:«veenZC19., #rete in subbuglio per #attacchi di criminali informatici che
hanno sfruttato #IP di #provider come #seeweb per presentarsi a grossi portali
sotto falso nome.
Grazie ai nostri #hacker per il rapido lavoro di #mitigation $

#DDoS #Attack #lottomatica #eurobet

»seeweb

v




Fancy Bear: Ransom DDoS Attacks
EREEZHSIHFARED I LFroN—

“ F a n Cy B e a r” t l, \ 5 -U_ /r / Q_ 5E|' s:E 7\) L N 70 75‘\% ﬁ/ﬁ We are the Fancy Bear and we have chosen your company as target for our next DDoS attack.
1Ew baAa > (HBFS8k) ZEXR Ploase perorn a google search for Farcy Bear”and "MiaiBotef

i*A*)f; (d’m(iﬁ E 1 t\\ \\J I\ : /r \/jzjié i é | Your netwark will hp,-qnhincﬂnannng attack startina at [Rananm Neadlinel
B SA banks hit by ransom attacks [

Cct 25 2019 12:5

RadwarelXm7 7 U h XFBIT31TZREL.
| This means that your website and other connected services will be unavailable for everyone. Please |

To—hE&TOTENEH Australian banks targeted by DDoS
extortionists

Hackers are sending emails to banks asking for large payments in Monero, and threatening DDoS
demands aren't met,

Traffic |
bps [Bitcoin Address]
2%
Once you have paid we will automatically get informed that it was your payment. Please note that you
206 have to make payment before the deadline or the attack WILL start!
nd What if | don't pay?
106
If you decide not to pay, we will start the attack at the indicated date and uphold it until you do, there’s
56 no counter measure to this, you will only end up wasting more money trying to find a solution
L (Cloudflare, Incapsula and similar services are useless). We will completely destroy your reputation
0 N . " . -
Oct 26 0000 Oct 24 1200 Ot 25,0000 Ot 25 1200 Oct 26 0000 Oct 26 1200 oct 27 0000 and make sure your services will remain offline until you pay.
Cloud Incoming Cloud Clean CPE Incoming CPE Clean Do not reply to this email, don’t try to reason or negotiate, we will not read any replies. Once you have
——— [ Fo—— paid we won't start the attack and you will never hear from us again!
226 442Mm 1.06  21M 341M S6M 00 00 Please note that Bitcoin is anonymous and no one will find out that you have complied.
MAX AVG. MAX AVG. MAX AVG. MAX  AVG.

H B WE(X22Gbps F iEx “Fancy Bear” MM EH A—)L
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Attacks on DNS Infrastructure — No One |s Safe

| ONSIEWebD ALY —ERFY L EE AREEOH D, 1DNDEELER

October 2016: Dyn DNS USEREB!)—3 2 H¥Mirai botnet[ TR YK ES “N
2 (T . #FE D Twitter, Amazon, Tumblr, Reddit, Spotify, NetflixZg D H— ‘ Dyn
ERZFHEFHT7 U AR AKREIC

October 2019: AWS Route 53(DNS Service)|IZH RBIHR D ILE A EHYAWS T
éﬁ:-‘j——l:“xf\@%%hﬁ;&ﬁﬁﬁ)gf: ~ webservices
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COVID-19: Availability of Critical Services

Suspicious cyberactivity targeting HHS
tied to coronavirus response, sources

say
The activity happened Sunday night, sources said.

By John Santucci, Katherine Faulders, Josh Margolin, Luke Barr and Mike Levine

16 March 2020, 19:53 - 6 min read

US{RfEfa1lt & (Health and
Human Services (HHS) ) ~®
DDoS

P o022 MgX

Coronavirus explained

Early cases of COVID-19 are believed to be linked to 2 live-animal market in Wuhan, China

The Department of Health and Human Services experienced suspicic

cyberactivity Sunday night related to its coronavirus response,

administration sources confirmed to ABC News Monday.

The suspicious activity HHS was not a hack but it may have been a
distributed denial of service -- or DDOS -- attack, according to mult.
sources.

T ———————

Parisian Hospitals hit by DDoS attack

Publication date: March 24, 2020 Last edited: March 24, 2020

DDoS Attack Targets German Food | . =

Delivery Service

Liefrando delivers food from more than 15,000 restaurants in Germa
where people under COVID-19 restrictions depend on the service.

Cybercriminals have launched a distributed denial-of-service (DDoS) atta
against German food delivery service Takeawav.com (Liefrando.de).
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websites. The company's German division then announced its systems had
entered maintenance mode to ensure data security in the attack. Food orders
were accepted but couldn't be processed; Liefrando had to issue customer
refunds.

Security experts anticipate these types of acts, intended to exploit essential
services in times of crisis, will continue as resfrictions due to COVID-19
remain in place. "Deplorably, we will likely see a further avalanche of
cyberattacks targeting most susceptible online businesses,” says ImmuniVeb
founder and CEO llia Kolochenko. As a result, many organizations may be
forced to pay cybercriminals or invest in DDoS protection services to defend
against advanced attacks.

PR Y NN & LI T o S W S o S R B

720 AEEMEAMNDDoST X (15
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Corona crisis

antage of the current crisis. On a small scale, people fall victim to
fear the current crisis causes. But cyber criminals also target large
home, which means that the consequences of shutting down systems
as even more consequences. Furthermore, you can imagine that in
rwhen they fall victim to a ransomware attack.

ite or system are overloaded with requests. Hackers do this by

unt of devices at the same time. Because the website is not built for




Failure points in the data center
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OWASP* Top 10IZE D7 T — 3> DIREX T

* |njections

* Unauthorized access

* Data & credential theft
* Remote scripting

* Web-scraping

* Parameter Manipulation
* Protocol attacks

* Fraud

* Session hijacking

* Cookie poisoning

ASN 3440
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API

o
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*Open Web Application Security Project
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Application Layer Attacks
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Source: Radware NETWORK AND APPLICATION SECURITY THREAT LANDSCAPE 2018-9
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Bots in The Internet

22.1%

Good Bots

24.5%

Bad Bots

24 % 5'Bad Bots

Source: Radware The Big Bad Bot Problem 2020
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Bad bot example: Account Takeover
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Bad bot example: Denial of Inventory

>< ERCEAT S L. BLMACOIUREERDR (T
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*Source: Radware Research: Web Application Security in a Digitally Connected World, Nov 2017



Use Case ADELTA

/| Challenge /| Radware Solution

Bot|Z & % Deniel of Inventoryz= X |1 % 22 xXWAF
IPABIRYICE H B INETS - 7

/

v/| Why Radware V| Competition
WAFD 7 >~ FBot7 AT 7 bk Ftt IRT +—< v ATk
(Fingerprinting|Z & 2 EBNRIIPIEE A & D BAH1H) AfT RAZER TR SE

BERY > —1ERk
SSLIZ ZEBHAE) DB 14

Delta Airlines Project Architect — F#I Y A MEI—FDOPWNRZRBRETH Y., X7 ZXA LHH -
Tl37a 578y, Radware WAFDFingerprintingtiitt & BENR U o —1ERL ISR A EIE D S &

TmE DT CI—ILZERL LEETE B DT, Radwarell RO X L 7=,
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Bot Generations

15t Gen 2" Gen 37 Gen 4t Gen

SCRIPT HEADLESS HUMAN-LIKE DISTRIBUTED
BOT BROWSER BOT BOT BOT
LY TAIZIELY]

B X0) 7 bk

kg 55 mYE R L TEE) 7Y ERIA BERTIEES VAL

: . . -
ADECI RORS AL DIPIZHER
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Radware Bot Manager

Radware Bot Manger

—

Script Bots Headless Browser Bots Human-like Bots Distributed Bots
Technology
@
— oéa\\
= ) “é%?“
— It N

FI R+ T 594 . EyyT—%
IP, User Agent S H—T Tk SO FRA FAREARHT. T



Bad Bot Analyzer
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(2017: $720,000, 2018: $1,090,000)
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Source: 2019-2020 Radware Annual Security Report
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Radware Solutions against 3 threats

DoS/DDoS

WebApp(OWASP10) / API

Bot
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Radware Solution Map (abstraction)

e S, ({{o0)
0T
dy b, =

4 4 4 iDoS/DDoS API Attacks Account Takeover
%% |-HTTP/S Flood T dneial of Inventory

-Low& Slow OWASP10 Scraping ...

-DNS DoS -SQL Injection

-Syn Flood ... XSS

-CSRF ...

DDoS
PROTECTION

(00)
— MANAGER

|
|
|
|
|
|
:v
WAF

DoS/DD_oS WAE
Protection

Internet Servers
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Radware DDoS Protection

T8 RO ay

Laaders

. Radware
Imperda '

METSCOUT
Akzmal
Cloudfla
Haustar.___il'l_-—g—-—
Verizon CenturyLink
ATET FG& Matworks

Source: IDC MarketScape WW DDoS Prevention Solutions 2019
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WHEE CXHBEUREE

Q¥bex €bay

salesforce h Ww itter

RHRERAAI

radware UNDER

ER'I' ATTACK
SERVICE

Cloud Service
Always-on/On-demand

Hybrid
Cloud & Appliance

Appliance
Physical/Virtual

Managed Service
Emergency Response Team
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Behavioral-Based Detection

Radware Non-Radware
IRV L B AL —RY vk

-

Radware/ B D= ZE 7 I TV XLTKRE N7 74y o BB 77 4 v 7 %25
INA LN FX 1) T 4 LEBARET @i
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e Behavioral-Based Detection

Incoming Traffic

receenack B EE B B
cerrac B RN
cerst [ B B R
TCP SYN ..- ..
TCPSYNACK.-... .

B

I

Rate Analysis(PPS)

Statistics A/J\W

and
Comparing +

;2-;...47 >

------

TCP Flag Distribution Analysis

> HE HER

ICMP
IGMP .- . .
UDP FRAG .. -

100.0%

50.0%

SYN SYN-ACK ACK Data RST FIN-ACK

------
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/Zero-Day Detection and Quick Mitigation

Radware Non-Radware
)7 )LZA LSignature BHEIAERK "\7::1_7)I/Signature1’ﬁﬁ‘z

1
ke

|| .I
30 MINS—4HRS | ™ .

P

) 7L X A LiZSignaturez BENAERL LBEA. FZE (SourcelP AN HEED /X T A — X % F|H
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Behavior Analysis + Real Time Signature technology

@
Public Network
oun =" [ Learning ]
Inboun . ..
Traffic Traffic Characterization i i Degree of Attack =
H ' High
i v ,
. > - ———p , !
Blocking Rules Statistics Detection Engine
4 ( N
‘ i Narrowest filters
Outbound i i e Packet ID
Traffic : i * Source IP Address
e e Packet size 00 [emmmmsmeee= [ RT Signatu res ] -
e TTL (Time To Live)
Ao N
_ e Packet ID
e TCP sequence number
e More ... (up to 20)
. J

Protected Network



Behavior Analysis + Real Time Signature technology

Mitigation Optimization Process

Attack Info

Facket Size Anomaly Region | Small Packst

State Blocking
~ Footprint
- N
Paramel ter Possible Values )
= DR 1D 18227 !
AND DNS Qhame radware.com !
AND DMS QCount 1 1
AND Packet Size 71 !
AND Destination Pert 53 :
aMD Destination 1P 192.168.0.3 1
\. aMD TTL 64 /1'
~ Attack Statistics Table
Type In ot
Anomaly (Kbps) 37,580 o
Mormal (kbps) 2,909 2,803
Anomaly (Packst/Sec) 36,796 o
Mormal (Packet/Sec) 1,072 1,001

* |Initial filter is generated: Packet ID
* Filter Optimization:
® Packet ID AND Source IP

# Packet ID AND Source IP AND
Packet size

R

39

Public Network

Degree of Attack
= High

v

> - -
[ Blocking Rules ] - SICIINIC. :

Filtered Traffic

Narrowest filters

Protected Network

F==-F-->

* Packet ID N
* Source IP Address i
________________________ « Packet size Degree of Attack = High

* TTL (Time To Live) (Negative Feedback)
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Global Cloud Security Network

11 Scrubbing Center STB/S Backbone
EREARRED /Ny 77— (DDoS/WAF)
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“6” Service Level Agreement(SLA)

Time to Detect Time to Alert m Timf to Diversion
AN T DB 75— ETHR % DBECOBE

(on-demandDiZE)

Time to Mitigate Consistency of Mitigation ~ Service Availability
@ BHETORM BHO—Ei o4/77 HV—ERFRAM%

Time to Detect SLAlZRadware7= 7
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Radware WAF Positive Security Model

@ Negative Security Model
REDITIREWAFH—E REWAFT Y /AD —TCIZEM IR
BRI T2 Fv/IL—ILERAWTCERMKEEZTOVIT S
OWASP TOP-10IZ%f L TSE LB A mT 5E
RENDAETE M (COTAHE) (XFH A AT EE

@ Positive Security Model
EDTIIAVNERMNS TV ITHAINFEFELER
ERDGEWT IV EAPKRFATDT I a0ETA90T S
TOTARELRMDIMREEEZIME O A ETHE
INALAJLBATE : OWASP TOP-10% 5E £ Z[H 1. &/MNEDIRIEED
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Radware WAF Auto Policy Generation

App Mapping

www.reservations.com
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Radware WAF Auto Policy Generation

www.reservations.com

-——-m SQL Injection
---' Loy bh—FESHRHE

T4LI R FS8—H)L

NY I 7PA—/"—2J0—

App Mapping Threat Analysis

FYFTEL, BEHRRAL.
T—RRSA

TR A L

IL— 79 RAEER

VATLYD Sy,
MREDZEL LMET
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Radware WAF Auto Policy Generation

www.reservations.com

“"m SQL Injection
HLTy bh— FESRE

T4LI R FS8—H)L

NY I 7PA—/"—2J0—

App Mapping Threat Analysis Policy Generation

WEHRERT TI)V~NDT7HREZIE

L
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Radware WAF Auto Policy Generation

App Mapping Threat Analysis Policy Generation Policy Activation

www.reservations.com R=F ] E

...................................... ,.’,,.;

-——-m SQL Injection
---' Loy bh—FESHRHE

m ? F4LY MY FS8—5)L

FUBRYRADAIZIL—ILEFHEL
(Negative Security Model)

HRA LIL—)LE BN
(Positive Security Model)
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Radware WAF Auto Policy Generation

BEIR) S —TFoOT4R—3> /—> 7Y IELH
HRETAXLE=7TIIL—ILE T+ Web7 7)) DFTIR/E B AR A
mEit LFEER L X
TSI B S — 5@ / e s
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g’éﬂﬂ%gﬁfié @ 150LA EDHEA TR IVIZHE s

N,
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7/

Use Case: Cisco Webex

Challenge
30x Datacenter® WebSecurity & DDoS* 2k

Why Radware

DDoS

- WEBEFERIIHTHIHN—FEEDIES
- BRHMEBEOS S, BREME

- EME TORME

WAF

- Auto Learning
- B A LEAMEasy
UlhVEasy

/

Q Webex

Radware Solution

DCHT=Y) .

1x DefensePro(DDoS)
4x AppWalls(WAF)
2x Alteon(ADC)

Competition

A%T:

« LW DOHAIDELFEST-

o BBRRE (EFRIA—UHTOvY)
o BRBHENAGFMN T



 Points of Presence(PoP) for Cloud WAF Service

@Radware Cloud Security PoP

‘»h—

JO—NZERYRSSN-7TUr—avtwxa) T4 %y bT—2 (5TB/s)
30MPoPIZ & Y Xt R ZR B THREE, DDoS 1GB/s DefaultfF5&, Bot Manager Option3E R A]
Radware PoP & Azure DC% ;& A1 L TCloud WAF & 3£ 2&

49



50

ml \icrosoft
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Use Case: Carlsverg

EURD2016 @ ™\

FRANCE
-

Cloud DDoS Protection
4 DDT—HEA—
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“

UseCase: Carlsverg
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Emergency Response Team(ERT)
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Emergency Response Team(ERT)
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Emergency Response Team(ERT)
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summary

* Cisco — Radware Alliance
* Trend — Cyber Attacks

e Radware Solutions

— DDoS Protection
— Web Application Firewall(WAF)
— BotManager

— ERT(Emergency Response Team)
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