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Security Center

Overview 123 Events 123 XDRincidents 44

44 ncidents 5 New incidents

S Last 30 days v

Name
Ransomware Detection

A malicious SHA-256 targeted an
endpoint

Suspicious Web Access

Authentication Bypass Attempt
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Q Search Dashboard

A malicious SHA-2
targeted an endp

Priority @) Status New

Reported by  Cisco Secure C

22 Open incidents securex) 1 mon

Assigned Unassigned

Priority score breakdown

Source () Created 978 97 DetectionRisk 10

SCA 3 days
Short description

SCA 4 days
A process running has a hash m:

known malicious process hashe:s
Meraki API 9 hours

. Long description
Meraki API 11 hours
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Cisco XDR 2.0 #1E

FREAE - Low / Mid FEAEE - Mid / High
| Easy to Use
Cisco XDR LA EICRSERZR
HLTT7 23> TESHD
——
_ Confidence Forensic
Cisco XDR .
BAREE 75— D H B IVRRAVEDEERLE
2.0 RRA DL 350785 LI LI

Cisco Security

Cisco Security Summit Tokyo 2025

CCCCC

Cisco Public



ADDHFERZT T IR

Cisco Security alvafe
© 2025 Cisco and/or its affiliates. All rights reserved. cisco

Cisco Security Summit Tokyo 2025

Cisco Public



Instant Attack Verificatio

Multi-Stage Malware Attack with Exfiltration

Overvaw

Summary

‘ Located in Germany

®
I (=) IR,

/ Domair Malware
wwiw.bonuspayments.com  / IcedID

n.j@e;ﬁlg;;:orp.com Open hic‘)\'/v' Bonus
Next Steps

Review data ransier 10gs 1o confirm data exfitration
1o IP 162.125.13.18

|solate endpoints 10 prevent further damage

9) A@ ’ AN,

% St 3
“\_ Darin-windows11 151.236.9.176

\\\

\\\ N
@) ———(S)

Endpoint 1P
misty-windows 162.125.13.18

Command and Control Exfiltration

October 9th, 2024 3:28 UTC

Initial Access Execution
October 8th, 2024 12:43 UTC ~ 16:09 UTC 16:18 UTC
Block makcous 1Ps a0 domainsg to stop
- AN o\ ) AN
cOMMUNGAtIon =) (=R e )
Phishing Access Execution Connection

Reimags endpoints 10 restory & claan state

Perform a kull ncident review and enhance email and
network policies

49 ®

Exfiltration Report
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Attack Storyboard

Multi-Stage Malware Attack with Exfiltration

Ovarvaw

Summary

Next Steps

Review data vansler l0gs 10 confirm data exfitration

1o 1P 162.125.13.18

Isoiate endpoints 10 prevent further damage

Block malcous 1Ps and domaing to stop

COMMIUNCENON

Reimage endpoints 10 restory & cloan state

Perform a lull ncident review and enhance emal and

network policies

‘ Locate nany
® ®
I Malw
www.bonuspayments.col m IcedID
accesses executed on
omised ‘
® A A\ A
® 8 DL @@L
Sende Us: P
j@explorcorp.com Open Ni B Darin . Dari dows1 151.236.9.176
N A
e EI exfiltrates (=)
Endpoint P
misty-windows 162.125.13.18
Initial Execution Comman d and Control Exfiltration
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Phishing ccess Conne xfitraton ~ Report
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Automated Forensics 20255 —R

v Q) factura-228447578537 ®

Home » Tasks » Suspicious Endpoint and User Activity Detected Acguisition 008 » Investigation Hub » Downloads

Downloads Details v See Activites @ > SOC7FYRbEIITOEEH 7 AL YV
@ Hide Empty Fields ™ View in Separate Window :/‘ \\j 7 *g%ﬁgo

Path
(SR VELTREIEVTMBLITIGEL Hifactura-22844 757853 Wil

Flags Finding T...  Asset Path :"::Sts ,]/ \/ :/ 7—_‘ \/ I\ *ﬁ%ﬂ H% ‘: 350$§
S ™ BULEDOITY KRRV b

Q, factura-2284: € = Advanced Filters

L

Mazzarella C:\Users\a 123T?FE;;1156259?:?;89138[;654AAFA49F6A0216AB?FEFF6454 7—_\‘_ 9 % El] }ZZ (: .l.ly 55 L/ 'Z' H%;éﬁu
Ve C:\Users\a Digital Sign Status \j;E — .
I I | 0 Mazzarella C:\Users\a - T I:Emo
Publisher
File Size gFﬁZ#)Lﬁ%FEﬁ%b\lj'f‘\:?)l/ljI

o 7R O BRREE & HEHEORE
:ﬂ:::;:i;zs 22:57:33 bﬂmﬁg t 7—dt D Ay J:I-__"E b\ j |§_| nmuﬁéf—d\sj;_l-m
Accessed % % Iﬁ, o

2025/04/22 04:16:03

Created
2025/03/28 22:57:32
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DUOE

EDR

Users

Source health @ Healthy

All sources are operational

[Q Search

= Filters

() Display name

Login names

Emails

Identity events

Users 19,601 total

10,337 with identity events

19,552 not using MFA

MFA status

Last logon

Labels

Value ©

[ & Edit Labels ] & Exportto CSV ]

Last active

Used devices

(J  Aaron Woland

O  Aaron Woland

(J  AaronWoland

Aaron Woland
(aawoland)

O abed

(J  Accounting2

Aditya K R (adikr)

administrator

(J  Adrian Espinoza
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aaron@woland.com

loxx@cisco.com

loxx@loxx.tv

aawoland@cisco.com

abcd@gmail.com

accounting2@security
demo.net

adikr@cisco.com

administrator

adrian@securitydemo.
net

aaron@woland.com

loxx@cisco.com

aawoland@cisco.com

abcd@gmail.com

accounting2@security
demo.net

adikr@cisco.com

adrian@securitydemo
.net

@ Enabled

© Disabled

© Disabled

© Enabled

© Disabled

© Disabled

©) Disabled

2025-04-24T19:28:26.694Z

2025-06-17T18:23:58.074Z

2025-05-07T19:32:56.071Z

2025-05-08T14:35:20.791Z

2025-06-19T15:08:21.066Z

2025-04-16T22:29:58.238Z
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2025-05-09T19:35:21.000Z

2025-05-08T14:35:20.791Z

2025-06-19T15:08:21.066Z

2025-04-16T22:29:58.238Z
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< Users
8 User - Admin

JonDoe ©®

User Tag Medi

DR

sg-ca-clientservices

User Identity / Credentials

Email

User ID

Login Name
Phone Number

Sources

user@email.com
user@email.com
user(@email.com
+1(123) 456-7890

Duo, AWS,
Azure

Access / Authentication

MFA Status
Used Factor
Last Login
Last Active
Last Location

Password last
changed

© Enabled
5 hours ago
4 days ago

4 days ago

R New York, USA

6 months ago

© 2025 Cisco and/or its affiliates. All rights reserved.

(15 &&)

User Tag

Company
Office Location
Department
Manager

Job Title

Medi

sg-ca-clientservices

Company Name
R New York, USA
Corporate Services

Homer simpson

User Experience Designer

Applications

Application Type
Application Name

Application Type
Application Name

Application Type
Application Name

Application Type
Application Name

Application Type
Application Name

Account Status
Account Created Date
Account Type

Groups

Cisco Security

Trust Level @ Trusted

The level changed to Trusted because of the following factors:

= Account signed in using weak MFA, but this occurred from known device and known ISP

@ Active
2024-09-13
Admin

sg-duo-domo-users
sg-gsuite-endusers

sg-ca-clientservices

45 minutes ago

45 minutes ago

45 minutes ago

45 minutes ago

45 minutes ago
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Login Attempts

(¥ v New York, USA

2 minutes ago

) ~ New York, USA
7 hours ago

IP Address
10.167.241.134

Used Factor
MFA

Device
(") Endpoint
Device 1234

x) v Paris, France @ Incorrect Password

S

5 days ago

() v New York, USA
10 days ago
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—nh s ® Cisco XDR with Splunk
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CiscoXDR with Splunk
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Technical add-ons

TELEMETRY
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Investigate,query
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AR SRDEEEDHR
- Identity
- Identity type
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DS
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Ingest Actions®DHUZhR

DNSOYU DR TAREIRANRS hE T4 )LS

> Event Stream cisco:cloud_security:dns
> |- Route to Destinati... s s3

> Filter using Regex *Timestamp®, "Most Granular I

<

Filter using Regex A(C2:70*" 10", )(63)"12 \(PTR\

Filter using regular expression

Source Field

299KB

0% | 299KB

¥ 3% 1 291KB

+ 40% | 174KB

raw

Drop Events Matching Regular Expression (2

S 702" 3%, )(6))"12 \(PTR\)",

Learn more [2

> Mask with Regex ST b R TE ) DL b TN

> Mask with Regex SCC2:00% 300 ()[4 ],
> Mask with Regex {5k 1H1s I8

> Set Index sse_after

© 2025 SPLUNK LLC

Apply

V4% 1167KB X

v 8% [154KB x

4 3% | 149KB

0% 1149KB x

Data Preview for Filter

Time

19/6/2025
10:10:09.000

19/6/2025
10:10:09.000

19/6/2025
10:10:08.000

19/6/2025
10:10:08.000

19/6/2025
10:10:08.000

HRESNIZEPFIVARIIARVYIIRX

#50-60%D
DNSOZ IR IC R Ih
\/_

Affected Events (414) Unaffected Events (555) PR &

All Events (969)

Event

e e o i e S8 1 0 M S R s A FALT A Bt W A Al S A A VW R b e e e P Oy A A g ek S
"2025-06-19 @1:10:09", "DESKTOP-0ANJE4U" , "DESKTOP-0ANJE4U" ,“192.168.67.13","163.58.90.198", "Allowed" ,"1 (A)", "NOERRO
R","fp.msedge.net.", "Software/Technology,Allow List,Infrastructure and Content Delivery Networks,Application,Compute
rs and Internet®,“Anyconnect Roaming Client","Anyconnect Roaming Client™, "™ "1612712"%,"", "8159878"

host = ip-172-31-15-10.ap-northeast-1.compute.internal

source = fopt/splunk/var/run/splunk/dispatch/175152828116525/dns_origin () txt  sourcetype = cisco:cloud_security:dns

"2025-06-19 ©1:10:09", "DESKTOP-0ANJE4U" , "DESKTOP-OANJE4U" ,"192.168.67.13%,"163,58.90.198", "Allowed","1 (A)", "NOERRO
R","fp.msedge.net.", "Software/Technology,Allow List, Infrastructure and Content Delivery Networks,Application,Compute
rs and Internet®,"Anyconnect Roaming Client", "Anyconnect Roaming Client™, "™, "1612712%,"",6"8159878"

host = ip-172-31-15-10.ap-northeast-1.compute.internal

source = fopt/splunk/var/run/splunk/dispatch/175152828116525/dns_origin (I)txt  sourcetype = cisco:cloud_security:dns

"2025-86-19 01:10:08", "DESKTOP-0OANJE4U" , "DESKTOP-OANJE4U™ ,"192.168.67.13%,%163.58.90.198", "Allowed","12 (PTR)", "NXDO
MAIN®,"85.186.104.13.in-addr.arpa.", "Software/Technology,Allow List, Computers and Internet",K “"Anyconnect Roaming Clie
nt", "Anyconnect Roaming Client", "", "1612712","",6"8159878"

host = ip-172-31-15-10.ap-northeast-1.compute.internal

source = fopt/splunk/var/run/splunk/dispatch/175152828116525/dns_origin ()txt  sourcetype = cisco:cloud_security:dns

"2025-06-19 ©1:10:08", "DESKTOP-OANJE4U" , "DESKTOP~OANJE4U" ,"192.168.67.13","163.58.90.198", "Allowed","12 (PTR)", "NXDO
MAIN®,*156.6.107.13.in-addr.arpa.", "Software/Technology,Allow List,Computers and Internet", “Anyconnect Roaming Clien
t",“Anyconnect Roaming Client”, "" "1612712","", "8159878"

host = ip-172-31-15-10.ap-northeast-1.compute.internal

source = fopt/splunk/var/run/splunk/dispatch/175152828116525/dns_origin (I)txt  sourcetype = cisco:cloud_security:dns

"2025-06-19 01:10:08", "DESKTOP-OANJE4U" , "DESKTOP-OANJE4U" ,"192,.168,.67.13","163,.58.90.198", "Allowed","12 (PTR)", "NXDO
MAIN®,"57.69.83.99. in-addr.arpa.", "Software/Technology,Allow List, Computers and Internet”, "Anyconnect Roaming Clien
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BEOJVDOREBETHNES > T)LIRSPLTEE (CHERIEE

|sdselect * from federated:sase-dns FFMNEER: B {7 & M OEE
leval time=strftime(time, “XY-%m-Xd XH:%M:%5%)

|fields time event

|sort - time

|search event=*192.168.67.13%

Federated Search

< B AT ORE (2025/07/03 10:00:00.000~2025/07/03 17:00:00.000) 0 gt~ A & 4 MU == 7 AT
==

v AR YU T EThEN .

(BEFR)
! AWS S3 Storage Ao b IS = BREHNE (8.371) =N e Lol

T 20/ — v s72x=3vb +» @ FLEa—:Hy 1/2 3 4 5 6 7 8

A=A e -

e event =

2025-87-  "2025-07-83 16:59:50", "DESKTOP-0ANIE4U" , "DESKTOP-0ANIE4U™ , "1592.168.67.13%,"163.55.98. 198", "Allowed™, "1 (A)", "NOERROR" , "swg-url-proxy-https-
83 sse.sigproxy.qq.opendns.com. ", "Software/Technology  Allow List,Computer Security, Application,Computers and Internet,Cloud and Data Centers", "Anyconnect Roam
16:59:58 Client®™,"Anyconnect Reaming Client", "","1612712%,"", K "8159B78"

2025-87- "2025-07-083 16:59:50", "DESKTOP=-0ANJE4U"™ , "DESKTOP-0ANJE4U® ,"192.168.67.13%,"163.58.90.1938", "Allowed™, "1 (A)", "NOERROR" , "swg-url-proxy=-https-
83 558, sigproxy.qq.opendns. com. *, "Software/Technology,Allow List,Computer Security,Application,Computers and Internet,Cloud and Data Centers®,“Anyconnect Roam
16:59:58 Client®, "Anyconnect Roaming Client®™, "™, “1612712%,°%" "8159878"

2025-87- "2025-87-03 16:59: 31", "DESKTOP-

23 OANJE4U™ ,"192.168.67.13%,"163.58.99.1987,"52.123.128.14" ,"" | "ALLOWED", "https: f/ecs.of fice. com/config/v1/005P_Sync_Client/25.105. 0601 . 80027

16:59: 31 UpdateRing=Prod805=Wind0SVer=10.0. 261008055k ku=488accountType=Consumer&clientid=6335419a-c%ad-5b58-bb1d-1a87f6773abeduserid=acbbSeaf4eTabbec™ " ", "OneDrive-
25.105.0601 . 00827, "304% " """, """, "Software/Technology , Computers and Intermet® =", "", %", "%, "","Anyconnect Roaming Client™,"", "DESKTOP-QANJE4L", "Anyconmec
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Agentic Al

BB (CAIMNSOCESEZ b 77— LTV KR ([CEIIT T
E’ Enterprise Security - Triage Agent g Cisco XDR - Instant Attack Verification

E*._. Mulli-Stage Mabwvare Attack with Exfiltration

24 hour risk threshold exceeded for user=jcunningham

Next Steps

0P 1621251318

Similar Neclings were macked false positive
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Instant Attack Verification
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