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Identity is the new perimeter

l identity attacks

!

Microsoft Entra ID

Microsoft ADFS  «—

Microsoft Active Directory <«—
S

[0]F]
Google
AWS
GitHub

SaaS On-prem Legacy Partners M&A Cloud DevOps

- |dentity-based attacks are on
the rise (80%+ of cyberattacks
involve identity)

« Enterprise customers have 3+
identity providers. Cisco itself
has 7 |dPs!

- Complex environments leave

customers vulnerable to
identity-based attacks

Microsoft Active Directory

Microsoft Entra ID
Microsoft ADFS

Okta
Google
AWS
GitHub

SaaS On-prem Legacy Cloud DevOps

Cisco Duo: a new approach to identity security

Duo provides a layer in front to
stop identity-based attacks

Smoother experience
for all types of users

= Self-service workflows

» Fewer help desk tickets

= Minimize productivity interruptions

Stronger security for complex
use cases, closing the gap

= Phishing-resistant passwordless MFA

- Unmanaged devices and BYOD

» |dentity threat detection & response
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ication methods

Users will only be allowed to authenticate without a password when using the checked
methods. Passwordless authentication is only available to SSO applications.

Platform authenticators

Built-in authenticators that require a biometric, PIN, or passcode (e.g., Face ID, Touch ID, Windows Hello,
or Android fingerprint and face recognition)

Roaming authenticators (e.g., security keys)

USB, Bluetooth, or NFC security keys that require user verification via biometric or PIN

Duo Push

cookie is placed in the browser, allowing
ving the Duo Push, Duo Mobile will require a biometric,
Duo Push. [f
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IED 5% IE,(Public Preview)

Generate an enroliment code

This code can be entered to enroll in Duo at https://

Generate code

LN N J @ Admin Panel

Single Sign-On
Duo Central

Passwordless

BN +

& > C @& admin-acme.duosecurity.com

Passwordless

AV AL NPV §

sso.duosecurity.com/enroll &

(£
23

Welcome to the beginning of your journey to achieve passwordless security, eliminating passwords as an

attack vector for your organization. Learn more about pas:

Address remaining password use cases

enrollime

Officially disable passwords

d fallback

Insights

Authentications usin re secure methods

March April  May June July August September October

P to getting there.

Monthly active passwordless users
Out of 650 total us o zat
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persona

We'll verify you with Persona

Duo partners with Persona to verify your
identity using a government ID. Your

information will not be shared with Duo.

|; = | Have your government ID ready

[ J Complete verification with Persona
-

Verify with Persona

Secured by Duo
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Secure Access - DuoiE# Released

4 o s B

Integration o — Cisco XDR

d
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A 4

ZTNA SWG DLP

FWaaS CASB Browserl

\ solation /

/ @ Duo
Jop—~ Cisco Identity Intelligence

ISPM
(RZRF + &)

ITDR
K (B BEREIXTAL)

Cisco XDR(CE#z
PATYTA T4 '|%$E€H201A3y
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ITDR E##£ - Cisco Identity Intelligence (ClI)

Secure Access DF|HI—YT—I[CURIDHBERICT T %ILT5

User RlSkS ‘teea’ Secure Access ® (3 Q AaronWoland(C.. v

cisco

User Details

_\\ jsers and User Groups
1LY Hvi5 Secure Access (2 i senere

Manage yotmgrganization's usérs-e er groups. To add new users and user groups, provision them through a supported identity provider.

H 5 *l' T—- I 'Ij- — (i ( | | ‘ ; O z ome Once added, users aneuser groups can then Desadded to an access rule. HelpC? Name Josh Green

Users Groups Orgafitzational Units Email jgree: ecuritydemo.net

% E é *l, T: % ];E ' : Fﬁ E -a— é Identity Provider fazure-ad/scimv2
: ?/7__ # Z '\ E *% O veers Devices and Connectivity

Manage your organization's users and their devices connections and enrollmefits«Jo add users, go to Configuration management > Ifitegeate directories
At any time, you can disconnect or unenroll a user's device. Help 7

Trust Level Neutral
Neutral (= 10483 results

Last updated Feb 04 2025 5:11:49 PM
Name Email Source Directory Trust Level © Connected(VPN) @

Josh Green jgreen@securitydemo.net azure Azure Neutral 0

o
Admin

Cisco-Global-Admins LabUsers oort_admins

. | Cisco Identity Intelligence®DTrust Level*
Timing: In Private Preview now Secure Access?ﬁ*m‘:*ummﬁg‘:

Cisco Security alvaln
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ITDR &£ - Cisco Identity Intelligence (Cll)

JROM§HEI—F—T O RXZEERIIZFHI{EH %Phase2 TOXEFE

Trust Levels

Secure Access [&.

B1—F—DEFELRNIL
(Trust Level) [Z&Y
7Ot RAR) L —7Z

Define authentication and security conditions for users based on their user trust level. Profiles can be auto-applied to access rules by linking ]

Trust levels

Profile name Assigned to
Sysatem-provided
Jefal for private access

All private resources

Trust level Authentication controls Security Controls
© Trusted Single Sign On IPS: Connectivity Over Security
@ Neutral Reauthenticate  Every 24hrs IPS: Security Over Connectivity — Geolocation: US only

© Untrusted Block

Cisco ldentity Intelligence®Trust Level)?
Secure Access THRFERIICFIFRIEEIC

Kit
y @ Q | ’O\ Business Corp, Inc ¥

Trusted
Settings for Trusted user trust leve

Authentication controls

Authentication Options

Single Sign On

IPS Profile
IPS Profile enabled based on User Trust Leve

IPS Profiles

Connectivity Over Security

Geolocation

Cisco Security

© 2025 Cisco and/or its affiliates. All rights reserved.
Cisco Security Summit Tokyo 2025
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Active Directory Defense (Private Previewil

el |dentity Intelligence

Get Started Overview MFA Devices ISA Reports

Integration Status Providers

No Providers Synced

14 ing for col sam Demo AD Defense

Average Traffic: 0 records

Demo Azure AD
Connectivity: N/A
Collection Status: Unknown
Average Traffic: 0 records

Demo GitHub
Connectivity: N/A
Collection Status: Unknown
Average Traffic: 0 records

Demo SCIM

Connectivity: N/A
Collection Status: Unknown
Average Traffic: 0 records

Demo Workday
Connectivity: N/A
Collection Status: Unknown
Average Traffic: O records

Demo AWS

Connectivity: N/A
Collection Status: Unknown
Average Traffic: 0 records

Demo Duo

Connectivity: N/A
Collection Status: Unknown
Average Traffic: 0 records

Demo Jamf

Connectivity: N/A
Collection Status: Unknown
Average Traffic: 0 records

Demo Salesforce
Connectivity: N/A
Collection Status: Unknown
Average Traffic: O records

Slack - dummy-slack
Connectivity: N/A
Collection Status: Unknown
Average Traffic: 0 records

Search

Demo Auth0
Connectivity: N/A
Collection Status: Unknown
Average Traffic: 0 records

Demo GSuite
Connectivity: N/A
Collection Status: Unknown
Average Traffic: 0 records

Demo Okta

Connectivity: N/A
Collection Status: Unknown
Average Traffic: 0 records

Demo Snowflake
Connectivity: N/A
Collection Status: Unknown
Average Traffic: O records

Cisco Identity Intelligence

Z4 > 7 LADY7R— k HiPrivate Preview|Z

o
IC|| S.CIO' © 2025 Cisco and/or its affiliates. All rights reserved.

Users per Source

Demo Salesforce
Demo GitHub
Demo Duo
Demo Workday
Demo AWS
Demo GSuite
Demo AuthO
Slack - Dummy-Slack
Demo Snowflake
Users HRIS
Demo Jamf
Demo SCIM

621 users found

#Logins 1

(Admin) Adelle Francesco [
ot iz local

(Admin) Balan Malachi
nubiz.

(Admin) Burdette Dan [
@simubiz.local

(Admin) Burdette Izabella [

D mizabella@simubiz.

(Admin) Dessie Judge [/

ubi

een (UTC) + Last IP Address + Last Location MFA + Providers
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Duo Passport
Windows LogonB§® 1 [EIMEREET 1 HERSEA L EFAIEE (AE MR L)
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& Enable detailed diagnostic reports

I & Remember sessions in Duo Desktop
. ' - "
a
proceeding

8:00 am 8:01 am 8:02 am 8:24 am 12:24 pm
Log into laptop Log into VPN Log into emalil Log into web “This page v 3% Duo Desktop
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Self-remediation & instant restore
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= Security Settings
T Duo Push

Action Required
Close X

108 (#XX XX-XXX-7107)

AT7vayeBERYD

o Frewal 3 not enabled
Firowas

Need Help? & Turn on frwwall

Contact the Acme Service Desh ot

Oper Frwmat Praterarces »
Touch ID 51

Touch IDEFEAL &9

Action Required

Your system does not meet your
organization's security requirements.

Touch ID
TF1UTA $—
EEzUF %

Secured by Duo
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https://duo.com/docs/ssofoverview
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Group policies
0365 Edit | Replace fij Unassign
This policy applies to 1 group Staff

Require two-factor authentication or enrolilment when applicable, unless there is a
Enabled Authentication policy ) . X
superseding policy configured.

Enabled | User location

No action: United States. All other countries: Deny access.

Enabled | Operating systems MacOS, Windows

Global Policy

This policy always applies to all applications.

Enabled New User policy Prompt unenrolled users to enroll whenever possible.
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Al Assistant

You

Why can’t Lee Brown login?

- DUODEEE T EZTHMIEL T, 7 Ak
“How do | set group policy?” o

5 =T K —DBES EEAID B
LCEEEETL RN =

O AlAssistant

The most recent authentication for user leebrown failed while trying to access Microsoft RDP, after the 2FA recipient marked the attempt as
fraudulent. They last authenticated successfully by using Duo Push on Aug 12, 2024 at 10:02 AM.

- A—HDREEEBEHIC
“Why is Lee blocked?”

YA—H DN G ET Ay IEN-O M EA
MNERABEL TR ERRRERTLET

Ask a follow up question

Duo ® Al Assistant (&, —LALLRIZEREEAY . TN ADT—42, EEEDITEHOY .
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Pricing & Packaging

Duo Essentials

~>>7°)VC-§)J%E’~J7:£“J—)V&§FJ\ L.
WEBEBDTATUOTATAERTRE

$3 | User | Month

e Duo Directory
 Complete Passwordless

» Proximity Verification

* Al Assistant

* Multi-Factor authentication
« Single Sign-On

* Trusted Endpoints

* Unlimited applications

-~

Duo Advantage

OJA g, Q04> h OJA4%
[ZHERET Hir iR T A 7‘-‘“/7‘-4
T4 X)) TA4~NDTVTITL—F

$6 | User | Month

* Duo Passport

e Session Protection

Cisco Identity Intelligence

Adaptive authentication
» Risk-based authentication

Duo Premier

959K AU TLER, TS5AR—F
DT T)r—3001) Y —ZA~ADHF
ELBRGHTOERELK

$9 | User | Month

 Secure VPN-less remote access
« 3rd party EDR agent check
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