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Secure Access Service Edge (SASE) &l
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Cisco SASE

now unified on Secure Access

Secure Access

Catalyst SD-WAN Meraki SD-WAN Firewall SD-WAN

Simplified

S RIARE S k- bt 27N 1 PA Security Cloud Control [Z&>TE —EBLE=UZUFTO
ZERE HIhdHEEEXa) T4 R — ITUTA—RAVE

© 2025 Cisco and/or its affiliates. All rights reserved.




Security Cloud Control

I =" —

Secure Firewall ; Multicloud Secure
(FTD, ASA) JRTRCHIcIC Defense Workload

—_— O @

Secure Access Al Defense Secure Router Srd party
(FW as a service) firewalls

© 2025 Cisco and/or its affiliates. All rights reserved.




X217 IL—2DR)—EIEH Security Cloud ControllZ& 15

Coming soon )

< Cisco Secure Routers

Security Cloud Control TS & AJRE ( F7E ) :

ATz ohetFxa)T4-R)—1ERL
BEFEOEX1T7IL—E2RATozIrDEEEEE
HYiR—rENBETIL

#FLUOEF TR —1ER
Cisco 1000 Series Integrated Services Routers
SALTEF2T7IL—EDANUETIHRIE Cisco 8000 Series Secure Routers

SD-WAN Manager & Security Cloud Control 5l RBAC
ETI/LEH

Cisco Security vl
© 2025 Cisco and/or its affiliates. All rights reserved. cISsco

Cisco Security Summit Tokyo 2025

Cisco Public




ZTAIZHEITHETOA 32—y FEREE XTI

ZTA

VPN

Roaming
Security

Branch

Secure

Secure

Internet

Access
(SIA)

Secure
Private

Access
(SPA)

Access
N /

© 2025 Cisco an

d/or its affiliates. All rights reserv

ed.

Cisco Security

¥Coming soon )
¢« TARTDAF—YEFL (T T TCP /
UDP r35749 ) ANDES 7490 EF27IC

« Windows & macOS THHR—k, DY
J—RXTCENMILDYR—+EFE

e TPM /N\—FkHxz7&5E6 D ACME SFBAEZEAE AL
=B HIETINA RN RA—H ID

¢ A R—RYRFEEDT O—/NJLIRAFF v
2
s T3AR—FLBEUVAE—R YT O RXTHAT
el —BLERRAFvy—E T
« Zero Trust Access 70774 )LIZ&KY . 21—
H— T I—TZEICBGBRTIERAIIAN])
TR

Cisco Security Summit Tokyo 2025




Trusted Network Detection (TND) for ZTA
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N—A Share of US firms using Al, top 15 subsectors, %
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Source: Census Bureau, Goldman Sachs GIR.
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Al DY TZAFI—U)RIEERE Al Supply Chain Blocking

Control access to Al models by selecting Al supply chains to block. Once enabled, select Al model
:l/j 7’(7./X U Xg’b 1 - — T_ categories to block. Help 7

9 ﬁ /ZT-L\1E EE‘ 07‘& 75\6_.[ Ae () Al Supply Chain Blocking is Enabled
|$€1&,}I At least one Al model category must be selected.
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Secure Access DRI —Y—I[CURIDHBDEEICT T T %#ILTH

User RlSkS sl Gecure Access ® (® Q AaronWoland(C.. v

cisco

Users.and User Groups User Details

FT4LIR) MBS Secure Access IZ conera

Manage ydtrarganization's UséTs-end_user groups. To add new users and user groups, provision them through a supported identity provider.

> —
e ﬁ — R PE— Once added, users dfelyser groups can then Desadded to an access rule. HeIpLT Name Josh Green
BEHichf-2—5—(L . Cll [2&>oT
Email jgreen@securitydemo.net

Users Groups Organitzatjonal Units

RERSNE-EBRICEAET S |

Experience

-~ f— Z 'N Insights Users
: -/ 7 . j Devices and Connectivity
Manage your organization’s users and their devices connections and enrolimerts=Jo add users, go to Confi i > Ifitegrate di i

&
Connect At any time, you can disconnect or unenroll a user’s device. Help 7

Trust Level Neutral A~
Neutral® v 10483 results

=

Resources

Last updated Feb 04 2025 5:11:49 PM

Name Email Source Directory Trust Level © Connected(VPN) @ utc

Neutral 0 The level changed to Neutral

' Josh Green Jjgreen@securitydemo.net azure Azure
because of the following factors:

Secure

* SpecialAccount
N « ResurrectedAccount

Monitor 1. access-from-dormant-account

Groups

Cisco-Global-Admins  LabUsers  oort_admins

Workflows

Associated Rules

Timing: In Private Preview now
Cisco Security aleafe
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Trust Levels

Secure Access [#.
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qseo’ Secure Access

User Trust Profiles

User trust profiles adaptively modify authentication and security based on trust levels—untrusted, neutral, trusted—incorporated into access rules, powered by Cisco Identity Intelligence. Help (7

Trust levels

Connbct

1profile
=

Define authentication and security conditions for users based on their user trust level. Profiles can be auto-applied to access rules by linking to a

Resources resource.

( ¢ 1 profile
Secure

Profile name
(o]

Assigned to

Used in

Experience

Insights Sydtem-provided

Defaly for private access policy rule

Q
Monitor
Trust level

All private resources

Authentication controls

Security Controls

0 rules

© Trusted

© Neutral

© Untrusted
Workflows

Single Sign On

Reauthenticate

Every 24hrs

Cisco Security

IPS: Connectivity Over Security

IPS: Security Over Connectivity

Cisco Security Summit Tokyo 2025

Geolocation: US only

Kit
@ O ‘ B:JSiﬂeSS Corp, Inc

Trusted

Settings for Trusted user trust level

Authentication controls

Type of authentication required for user to access the
resource.

Authentication Options

Single Sign On x

Single Sign On (SSO)

) Step up.

IPS Profile @D Eenabled

IPS Profile enabled based on User Trust Level

IPS Profiles

Connectivity Over Security x

Geolocation

QD Enzbled

Access will be allowed depending on Geolocation

Himm
Cisco
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Cisco Universal ZTNA =
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Emerging Tech: Universal ZTNA Drives Secure Access Consolidation - Gartner
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Emerging Tech: Universal
ZTNA Drives Secure Access
Consolidation

Published: 20 December 2024

Summary

Product leaders who do not evolve to universal zero-trust network access to drive secure
access unification will limit their growth by over 20%. This technology evolution must focus on
location-agnostic use cases across both IT and OT, while moving policy enforcement closer to
workloads.
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Cisco’s Universal ZTNA
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Security Cloud Control
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Executive Summary

This report evaluates how well Cisco’s Universal
ZTNA identity-based security solution responded
to realistic attacks that mimic common techniques
used in the wild. These include stolen credentials;
brute-forcing MFA; and session hijacking.

The test was conducted in a real-world
environment, targeting a Microsoft 365 deployment
with a mixture of privileged and non-privileged
accounts.

Across 30 attacks (12 using stolen credentials,

8 attempting to bypass MFA and 10 session hijacks)
Cisco Universal ZTNA achieved 100% detection

Stolen

=X

MFA

and 100% protection. Every attack was identified
and blocked. No successful compromises
were achieved.

These results indicate that Cisco Universal ZTNA
is capable of defending against key identity-based
attack techniques. It also highlights the necessity
for such protection. We know that attackers are
using these techniques and, if they can log in
without triggering alarms, they can do considerable
damage before detection.

This test demonstrates that strong defences
are possible.

Session

Credentials Brute-Forcing Hijacking

100%

Cisco Universal ZTNA

100%

100%

Attack Type Number of Attacks | Total Detections | Total Protections | Protection Score (%)

Stolen Credentials 12
MFA Brute-Forcing 8
Session Hijacking 10

12
8
10

12 100%
8 100%
10 100%

o, SE LABS

Advanced Security
Test Award

The following product
wins the SE Labs award:

O, SE LABS

JUNE 2025

Advanced Security
IAM Protection

Cisco
Universal ZTNA

B Advanced Security Test Report | Identity and Access Management (Protection) | Cisco Universal ZTNA | June 2625

Y—X: https://www.cisco.com/c/en/us/products/security/secure-access/universal-ztna-se-labs.html
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