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Secure Firewall Capalbilities
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Secure Firewall Capabilities
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Hypershield Capabillities

2y R T—IDHBEFDEICTHEF 1Y T« EHBAR, ETAYT—

Cisco IEEPAN
Nexus Smart Xy NJ—4
Switch 154

<

© 2025 Cisco and/or its affiliates. All rights reserved.

Cisco
Hypershield

Cisco Security

Cisco Security Summit Tokyo 2025

Lu

\l
Rt
M

V29K ITvY

Y—yR—2
CIOAVT—3Y

4,

J

TF—5t 59 —HE
#&#%c (DCI)

~

J/

\

Top of Rack (TOR)
CIAVT—3 > &
ITVT7A—ARXV B

~N

J

afraln
Cisco

Cisco Public



® MEFEDF v v TERE
NEEITO X704 MMREE

© 2025 Cisco and/or its affiliates. All rights reserved. . CIsco

Cisco Security Summit Tokyo 2025

Cisco Public



Hypershield Capabillities
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Al Defense Capabllities

Applications (32)

PROTECTION
4 None 12 Partly 16 Full

Models (534)

VALIDATION
230 Unvalidated 304 Validated

@ Agents (476)

PROTECTION
300 Unprotected 146 Protected

89k Events

52k Monitored

Data (34)

PROTECTION
4 None 12 Partly

User Access (140 apps)

USE CASES
Chat Image Video Code Assistant

Recommended Actions

Protect applications (67)

Secures sensitive data, prevents unauthorized access, and protects
proprietary algorithms from theft or misuse.

Review increased app usage 3 days ago

Review sudden spikes in blocked events to avoid security risks.

ExternalChatBot Application
45MB +7%

NS T

1 week ago

Review third party apps (67) 3 days ago

Safeguards user privacy, prevents data breaches, and ensures
compliance with security and regulatory standards.

Runtime enforcement across
public and private clouds

Model Validation and
guardrail recommendations

Visibility of underlying
models and data
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Applications (32)

PROTECTION

4 None 12 Partly 16 Full

Models (534)

VALIDATION
230 Unvalidated 304 Validated

Al Defense Capabllities
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52k Monitored

Data (34)
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User Access (140 apps)
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Protect applications (67)

Secures sensitive data, prevents unauthorized access, and protects
proprietary algorithms from theft or misuse.

Review increased app usage 3 days ago
Review sudden spikes in blocked events to avoid security risks.

ExternalChatBot Application
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1 week ago

Review third party apps (67) 3 days ago

Safeguards user privacy, prevents data breaches, and ensures
compliance with security and regulatory standards.
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= & & : Cisco Hybrid Mesh Firewall
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