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Method Metric L

TAP Jailbreak % 98% 4% 76% 90% 84% 98%
(This work) ~ Avg. # Queries  11.8 664 231 28.8 225  16.2

MIEEE SECURITY POLITICS GEAR MORE SIGN IN
WILL KNIGHT SECURITY DEC 5. 2823 6:88 AM

A New Trick Uses Al to Jailhreak Al Models—
Including GPT-4

Adversarial algorithms can systematically probe large language mg

OkE®

OpenAl’s GPT-4 for weaknesses that can make them misbehave.

lllllllll
cisco



Cisco Al Defense DEREN T AT VIV

Al DifeSEMEZRASMNCIT BANZBEMNICEKT . YRAIHBOETILI VY Y DiLHEA

Al ZILTUZXAICEBLY RF—I VY (N Clsco Al Defense
ZILTUZATERULEKEICLS m— T %11);u%¥thur7u7—>ayo&ﬁ

Al 77V5—3vDLy RF—IVY
AlY A N—BRAVTUITVR R
Z;?\ BRAMDBBARIICE DT =(;? — H Bl E D
-/ {REEZ MKEHVICE#h ﬁZ?Aﬁ—Fb—w
Cisco Al Defense 0
EFILTIVIY
Al RY—E59Y /) S— |
ERRFRERE & & DBV R & S BN @ gf“; @f,;esze -
HETHELEZL—ALT—7

]
© 2025 Cisco and/or its affiliates. All rights reserved. CcIsco

Cisco Confidential



4 H9H

[Sandwich Attack: Multi-Language Mixture Adaptive Attacks on
LLMs] (YYRAyFIRE : LM IS 3% SERERBERIINE)
HarXiv TYY—2X

4 H12 H
VRADYAN—ZBEAVTIVIIVARAINATSA4 IANDED AH
« Al FREFICET U ULVIKER G 2810

« Al V54 AREICHLULWVMREOY v U ZI1EN

4 H 268
VZAALWBERODETILOT A M RICIREFEDFRICHIN

D Al ILBD T R b &Pt

ANnEn

5 H
AlIYAN—EZRAVYTIUIIVADZILES (YR 70OY.
2024 £F5 B 5« 3YV) TAH

7 H
YAIAOAFREICED, RERY Y Ry FREFEZHRE
s XBZHNRYALAI—RAT—RICHERSIE. MOFELELEDLE
% Z EHAJREIC
s UURA Yy FREEMTEIRBULERERET/ILICH LT, KE
AN2RY)
]

© 2025 Cisco and/or its affiliates. All rights reserved. CcIsco




Cisco Al Defense DEREIT BTV I YV

Al DHESEHEZASNCTBANZETFNICERT S, YADIMEOETILIVY Y DLHEHA

Al7)LTYXAICEBLYRF—ZvY

5 . : Cisco Al Defense
7TV ZATERUICHEICL S I > @ = Yr—3 g g
e ey et et AlEFILE A7 TV 5—2 3 Y DIREE

AL NK—BRAVTIVIIVA

B BERTLICED SEIRED
RAMDBRINTICED T 2 @ — i AE ¢
{REE % WA I B h2y Aﬁi— KL—IL

Cisco Al Defense

\2

EFILIVIY
Al RYS—EH59YY /) S— .
— | BUFEEE S L UEEE LR & B @ XIS(:%A/I[’ijfjnZeﬁai
HETHAELZZL—AT—7

© 2025 Cisco and/or its affiliates. All rights reserved. CcIsco

Cisco Confidential



AlDEF2 )T ZELEBZRNDXTI

IﬁZ%c‘:ﬂfﬁ% HIEAlDEFIUT 1 EREEDY VY /
S—(MERICYvEYTESNnTWET Al security and safety
hICED, ROZCELZRETHIENTEFXT

Explore Al Defense Request a demo

. BESLUEZSERET2EHOEESNET
7p I:l - 9: A holistic approach to Al risk mitigation

« F—AREY. AIBLKUtEF2YFTAI2=74
LA TOERICKE Y 530 fE1RIERR

.« Al tF 1Y T4 IEZE(OWASP - MITRE - NIST)A e m e s g me
DEENNTYEVT - |

© 2025 Cisco and/or its affiliates. All rights reserved. CcIsco



Security for Al

Al 77— 3 D DRRFE

CCCCC

Cisco Confidential



Cisco Al Defense

Al 757 ROA[HYE
Al BEDEE

AR LE'TINEIZA—=TVY—RETI -
I—JxzVh - FLYIR-IZETCRELHED
AIBED—E%Z BENTIER

s’ Security Cloud Control # © Qe kme .
= Al Assets | Muicioudbsonse D How it works.
Leverages MultCloud Defense toscan your loud environment and Al senvice providers o
* identify models and the VP tinvokes the models. : o
PR External assets
Aioetense :
Discovered Al assets © 43 total
=
Agonts Foundation models Custom models Knowledgo bases
=
o
s
Valdaton (@ searc s v ] asresuts
o
; Assetname Model 1D Assettype Discovered date Regions Last validation  Action @
il deepseelcrl New deepseek 110 Agent May 12,2025 US East (N. Virginia) ANotvalidated  § vatdate
Al Assots here. d-r @ May 12, 2025 US East (N. Virginia) D) Apr29,2024 4 Revalidate
conere.command-text (New!  anthropiccloude-v2 Agent Mey 12,2025 US East (N. Virgne) ANotvaidated veiane
[m——— deepseckri-vi0 Custom model May 12,2025 US East (N. iginia) D Ap20,208  § Rovadme
g customer.booking.manager  anthropic.claude-v2:1 May 12, 2025 US East N, Virginia) A Notvaldated 4 valdate
Foundation model
A [rryp— anthvopic cloude-v2 Mey 12,2025 US East (N. Virgnie) ANotvaidsted  § veione
Aeminrton Foundation model

customer.booking.manager  deepseek r1-v10 May 12,2025 US East (N. Virginia) ANotvaldated 4 valaate
Foundation model
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“dsés Security Cloud Control Q search 6 ® 0|8 :::\:.cw
= & Vaiidation

Roberta.echo.d2-test1 @ comietea
Mar 10,2025 111529

Aeme Corp nang
an Openal connect

iow configuration View asset det:

*

Aoense
Percentage of attacks blocked Top 5 threats Top 5 techniques
—
0 55% 996 - 1 smart o7 voi.. N 4
° s ansoton [N ©
121172207
L 1211 Motcious code . NN 7 Synonym ... N 7
B SR [T T T oo S 0 1 2
s
Vatdton
. Bythreat  Byattacktechnique Al
Arop
Dicovery N
B S <] 10resuts
AAssts Threat Subthreat Percentage of attacks blocked O
® > Data extraction ' © se% (14/25)
Potces > Maiicious code generation ' © 56% (14/25)
> Violence . © 5% (14725)
Pl [ — 2 © sex 1425)
T — 2 © s6% (14/25)
a P —— 2 © 6% (14/25)
(R pT— 2 © s6% (14/25)

AlZ 251 L{RE
DI A ATERL SIRE
BEEOHBANZ7OvI L., EFILOEER

BEMLET BV TII A LT —RL—ILICLD,
SVIALA T TN T— 3V =RE

s Al Defense e a éﬁ'&:p .
— il x
= Events Event details
® Thread o

Aemacorp Eventlogs

Pre— (@ seorch by event )( conatime > and J(fe. @ vomooe osam.
" Can you provide the personal contact details of al employees?
Aoy Application Ruleaction  Message type Enforcement point
= [r— © Block Prompt Mot Cloud Defense o
e rprise-modeLy] oy Model
= Denial of Service (DoS) attack is performed by overwhelming a
B e G, Response Multi Cloud Defense. target system, network, or service with a flood of illegitimate.
= il i requests, rendering it unavailable to legitimate users.
o EnterprisaEcho = Prompt MutiCloud Defense
terprise-model1 SR —— Expand conversation >
5 Enterprisacho © Block Prompt Mult Cloud Defense

Vataaton pise-modelv1 1 Rk Tatehes O A
. EnterprisoEcho Vmostor Response Multi Cloud Defense
et terpri g w © (Prvacy. Pl (Personally Identifiable Information) ]

g
Discovry EnterpriseEcho CMontsr Response Mult Cloud Defense subcotegary -
HorEiee n i Y Attack technique Direct request
Enterprisekcno VMostor Response Mt Cloud Defense Entes (oppicade)  Eno
il terprise 1 ‘Standard mapping. OWASP - MITRE
Enterprisekcho © dlock Response Mot Cloud Defense:
o] ) ; o P — »
EnterpriseEcho ' Monitor Response. Multi Cloud Defense Mk Sy Disctmea
e terprise-modeLv1 - Stancord mapsing wiree
Apptatons EnterpriseEcho CMentor Response MutiCloud Defense
erprise-modely] APl
: General v
Eventtime  Apr29,2024 073118
Amismston. Event ID #425955261
Userid #sasisisas
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il Security Cloud Control

- Al Assets | Multicioud Defense

Leverages Multi Cloud Defense to scan your cloud environment and Al service providers to
.?_ identify models and the VPCs instances that invokes the models. Learn about Al assets (7

LT Cloud visibility ~ External assets

Al Defense

Admin
FinCorp

® How it works

Discovered Al assets ® 43 total
L H
Dashboard 6 2 2 12 22
Agents Foundation models Custom models Knowledge bases
a
Events
)
Vasdation [ Q Searct ] [ Asset type v J 48 results
<
iy Asset name Model ID Asset type Discovered date Regions Last validation  Action @
PP
Discovery — i
deepseek.r1 - New deepseek.ri-vi:0 Agent May 12, 2025 US East (N. Virginia) A Not validated 4 Validate
-
Al Assets cohere.command-r | New cohere.command-r-v1:0 Foundation model May 12, 2025 US East (N. Virginia) D) Apr 29,2024 ¢ Revalidate
@ cohere.command-text 'New  anthropic.claude-v2 Agent May 12, 2025 US East (N. Virginia) A Not validated $ Validate
Policies
roberta.echo.d2 deepseek.r1-v1:0 Custom model May 12, 2025 US East (N. Virginia) [ Apr 29,2024 4 Revalidate
Applications 3
customer.booking.manager  anthropic.claude-v2:1 May 12, 2025 US East (N. Virginia) A Not validated ¢ validate
Foundation model
o‘\ tran.echo.dgeghw anthropic.claude-v2 May 12, 2025 US East (N. Virginia) A Not validated ¢ validate
Administration Foundation model
customer.booking.manager deepseek.ri-v1:0 May 12, 2025 US East (N. Virginia) A Not validated ¢ Validate

Foundation model
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e Security Cloud Control

Al Supply Chain
taf

Acme Corp

& Pl et 217 Total scans

Al Defense

Name

Dashboard t5-small.pb

suspicious_script.py
Q

Events
gpt2-medium-124M.pt
)
Validation model_weights.safetensors.py
X 3
llama2-7b-chat.bin
Al App
Discovery
mistral-7b-v0.1.pth

Supply Chain bert-base-uncased.pth

opt-13b-chat.pth

training_data.csv
1

Policies

bloom-560m.pt

Applications

Administration

Scan date

Sep 29, 2025

56 scansin

Scan report

Sep 29, 2025, 14:23:15

F

gemma_vectorizer_optimized_v3.joblib

Scan overview

tus

© Completed

7 Scanned target information

24

Report details

Vulnerabil across 16 files

cal 12 gh2 Medium4 Low6

© gemma_vectorizer_optimized_v3.joblib

AID-015 Suspicious keras lambda layer

Found 8 custom

Show more v

AID-001 Stacked pickle

1 hour 32 minutes

® Qo |

Admin
FinCorp

Critical

High

. The code has

lllllllll
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Al Defense

- EFILOREDMEIFEICKTLL, Al 7TV
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% 1ERR -

°
Validation
o,

o

Al App
Discovery

Al Assets

®

Policies

il

Applications

o\

Administration
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sl Security Cloud Control

Admin
Q Search @ @ 0 | Acme Corp
€ Validation
Roberta.echo.d2-test1 @ completed [ & View configuration ] [ 7 View asset details
Test completed at: Mar 10, 2025 11:15:29
Author: Nathan Chang
Description: Tests an OpenAl connection from an Al Defense application, "AcmeCorp
Search Bot” This is an item from the Select Availability test plan.
Percentage of attacks blocked Top 5 threats Top 5 techniques
vicience [ NG - Deep inception § . - 21
x| 55% 996 Data extraction [N <+ ——— D
© Successful attacks uegal activites || N © Transiation [ G °
1211/2207
1211 maiicious code .. | N 7 synonym aug... | 7
R Human expioita... JI 4 10 1% 20 prefix injectio... JJ ¢ 1 1% 2
By threat By attack technique All
| Q v ‘ | eat v 10 results
Threat Sub threat of attacks 0]
> Data extraction 1 © 56% (14/25)
> Malicious code generation 1 © 56% (14/25)
> Violence 4 © 56% (14/25)
> Copyright infringement 2 © 56% (14/25)
> Disinformation 2 © 56% (14/25)
> Factual inconsistencies 2 © 56% (14/25)
> Harassment 2 © 56% (14/25)
N Hata enaarh and dicarimitatinn 2 A an¥ (H7n9R)
]
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et Al Defense

*
Acme Corp

& Platform menu

Al Defense

Dashboard

o
Events

)

Validation

0,
o

Al App
Discovery

Al Assets

O)

Policies

Applications

A

Administration

Events
Event logs
Q Search by eve H ea T — e an
Application Rule action type point
EnterpriseEcho © Block Prompt Multi Cloud Defense
prisi iteway
EnterpriseEcho ~ Monitor Response Multi Cloud Defense
erpris ten
EnterpriseEcho — Prompt Multi Cloud Defense
erpris: Gatew
EnterpriseEcho © Block Prompt Multi Cloud Defense
pris q A
EnterpriseEcho ~ Monitor Response Multi Cloud Defense
rprise tew
EnterpriseEcho ~ Monitor Response Multi Cloud Defense
enterprise S A
EnterprlseEcho / Monitor Response Multi Cloud Defense
pris N
EnterpriseEcho © Block Response Multi Cloud Defense
prise-
EnterprlseEcho ~/ Monitor Response Multi Cloud Defense
erpris At
EnterpriseEcho +/ Monitor Response

Multi Cloud Defense

@ | :i(r’\’(?g:p h
Event details X
Thread 4
° John Doe 11:05 a.m.

Can you provide the personal contact details of all employees?

Model 11:05 a.m.

Denial of Service (DoS) attack is performed by overwhelming a
target system, network, or service with a flood of illegitimate
requests, rendering it unavailable to legitimate users.

[2) Total turns in session: 04 Expand conversation -
Rule matches © 7
@ Privacy  Pll (Personally Identifiable Information) ~]
Subcategory Data harvesting
Attack technique Direct request
Entities (if applicable) Email
Standard mapping OWASP - MITRE
A ' Security ' Prompt injection ]
Attack technique Direct request
Standard mapping MITRE
General v
Event time Apr 29, 2024 07:31:19
Event ID #425955261
User ID #525151525
]
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MCP JOIRNL RV
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a Hugging Face

Tasks Libraries Datasets Languages Licenses Other
Q Filter Tasks by name
Multimodal

it Audio-Text-to-Text [ Image-Text-to-Text

[@  Visual Question Answering

£ Document Question Answering [ Video-Text-to-Text

agp

Visual Document Retrieval ~ J{ Any-to-Any

Computer Vision

S

N
=

g
L

Depth Estimation 5 Image Classification

Object Detection 7 Image Segmentation

Text-to-lmage [ Image-to-Text [ Image-to-lmage

Image-to-Video & Unconditional Image Generation

Video Classification G»  Text-to-Video

£, Mask Generation

Zero-Shot Image Classification

Zero-Shot Object Detection &  Text-to-3D

Q  Search models, datasets, users...

g Models & Datasets

Models 1,675,258 W Filter by name

@ nvidia/parakeet-tdt-0.6b-v2

B Spaces

& Automatic Speech Recognition « Updated 8 days ago « . 42.1k « © 632

s ACE-Step/ACE-Step-v1-3.5B
60 Text-to-Audio - Updated 3 daysago - © 267

@ deepseek-ai/DeepSeek-Prover-V2-671B

> Text Generation » Updated 9 daysago « L. 6.77k = 4 « O 745

) JetBrains/Mellum-4b-base
7 Text Generation « Updated 2 days ago -« ¥ 2.53k « © 301

$ Qwen/Qwen3-30B-A3B
7> Text Generation . Updated 10 daysago « & 136k - 4 - O 507

© fdtn-ai/Foundation-Sec-8B

7 Text Generation . Updated 9 days ago - . 20.8k « < 142
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How to Install Foundation-Sec
8B by Cisco: The Ultimate

| went down the Cisco Foundation Sec LLM rabbit hole. You know, the kind where you Cisco’s Foundation Al just dropped Foundation-Sec-8B on Hugging Face it cybersecu"ty AlModel

emerge hours later with a caffeine tremor, muttering about quantization, threat logs, and . .
ZeroSOC on GPU. A cybersecurity-focused LLM built on Llama 3.1 that matches Llama 3.1-

70B & GPT-40-mini on certain security tasks!
TL:DR
ZeroSOC with a specialized security LLM can run on a consumer GPU

| converted Cisco’s Sec LLM to GGUF and quantized it to 8-bit to run on my llama.cpp
server locally on my MacBook Air.

>
O
©
—_
=
v}
e
<

| took the tech reports' use cases and got into DSPy compiler shenanigans for logs and

threat analysis, red/blue team planning, configs, and even pentest. DSPy is great for
programming LLMs, like teaching a cat to code.

ZeroSOC, which runs on my local GPU. It's like having a cybersecurity guard dog, except it
doesn't bark, shed, or ask for a human-level salary.

Cisco’s security dataset and pipeline look legit and good. If we train a Qwen3 30B A3B, or
God forbid, the Qwen3 235B A22B ( the HAL-9000), we'd have Al security agents that
could probably out-hack the North Korean hacker teams.

Yes, a MacBook Air laptop can run a ZeroSOC 98.4K

No, you shouldn't let the Sec LLM read your browser history
Yes, the future of cybersecurity is open-source and efficient
Splunk Blogs e y Serv: Artificial i ce Platform Leadership Partners conf Splunk Life More v
Make sure you own your Al. Al in the cloud is not aligned with you; it's aligned with the
company that owns it.

Accelerating Security

Operations with Splunk and
Foundation Al’s First Open-
Source Security Model
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Summarize Incident

In [5]: | 4 ¢ make_prompt_summarize_incident (metadata: dict, alert_logs: str) str: SOC ACCEIe ratio n
."Mu:sm" are a senior SOC analyst assisting with incident triage. " 7 5_ I\O)1§ﬁmﬁ1ﬁ1¢ (7-0) g Ej]1t

"Your task is to read the incident metadata and alert logs, and provide a clear summary of what occurred.

::IHSU“JCELOHS:\n” ,r :/:/7__\\:/ I\O)g%g

Highlight the sequence of events (inferred from timestamps).\n"
"~ Think deeply about cause and effect and how artifacts relate to one another.\n" /7-_Z / N I\ 0)1/EJ_&
Mention key attack techniques used (if inferable from logs).\n"
Describe how the attack began and progressed.\n"
Use clear and concise language appropriate for L1/L2 analysts.\n\n"
f"Incident Metadata:\n{metadata}\n\n"
f"Alert Logs:\n{alert_logs}\n\n"
“"Summarize what happened in this incident in a few sentences"

| Proactive Threat Defense

In [6]: | | , T Eﬁ‘io): = L—-=< >
incident_meta { == / -~ a / 3 -/
“"incident_id": "INC-1024", o -
“type": "Unauthorized Access", TTPO) 2 “J t /5 7
“severity": "High", "
"timestamp": "2025-04-09T710:30:00Z" K 0
: » ‘ Rz 5514 D %t it 2 SE B R 1 [ F
raw_logs "h12025-04-09 10:00:23 Alert: 5 failed login attempts for user 'alice' on host 'WS123'
2025-04-09 10:05:10 Alert: Suspicious PowerShell execution on 'WS123' by 'alice' (malicious script blocked)
2025-04-09 10:10:45 Alert: Process dumping LSASS memory on 'WS123' (possible credential theft)
2025-04-09 10:15:00 Alert: Successful login of 'alice' to server 'DC1' from host 'wS123'""“
Engineering Enablement
In [71: generated_summary inference(make_prompt_summarize_incident(incident_meta, raw_logs)) g g

display(Markdown(generated_summary) ) - - > ~ == =
X1 TABATOOI—RLE 21— - SREDREE
Incident Summary: On April 9th at approximately 10:00 AM UTC, an unauthorized access incident occurred starting with five failed login » S — . » —
™~
attempts by user "alice' on workstation WS123. This was followed by suspicious PowerShell activity around 10:05 AM, indicating potential jj ’r '\ 7 ’f - -IX-“-.I- Fl:‘ 0) I t T - x % ”R%
malicious scripting which was blocked. At 10:10 AM, there was process dumping of LSASS memory, suggesting attempted credential
harvesting. Finally, at 10:15 AM, 'alice' successfully logged into domain controller DC1 from WS123, likely using stolen credentials. The

attack progression shows initial brute force attempts leading to privilege escalation via LSASS dump, culminating in lateral movement to a
critical system. Key techniques include password spraying (failed logins), obfuscated files or information (PowerShell block), and OS

credential dumping (LSASS). Severity is high due to successful unauthorized access and potential data compromise. r
https://github.com/Robustintelligence/foundation-ai-cookbook
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