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Sheela Kishan
genie

el |dentity Intelligence Search

= = Q Request check (¢ Runchecksnow <« (
~ Compatibility
[ ] aws  AWS 5
O Autho 1 All Checks Last run: May 1, 2024 04:29:07 UTC
| © Dpuwo 20 .
Check # Failing # Excluded Report Channels
) GitHuo 10
~
@ {> Google Workspace 14 550 No MFA Configured 159 — No change since last week 0 + Add
~ -n HRIS 2  Critical ) End Users - Compliance, Identity Posture Insight — — No change since last month «©
> Microsoft Entra ID 40
Okta 43 User in IDP but not in HRIS — No change since last week
3 77 L . | _ 54 e 0 + Add @
& Salesforce 12 » Critical ) End Users - Compliance, Identity Posture Insight — No change since last month
a3k Slack 2
icati — No change since last week
(v Workday 3 779 Unused Application for a User 53 g _ 0 + Add Pre)
« Low ) End Users - Compliance, Identity Posture Insight — No change since last month
~ Compliance
) i i i — No change since last week
- Severity 87% Registered Location Mismatch 30 g . 0 + Add @
o Low | End Users - Identity Threat Insight — No change since last month
~ Topic
Compliance 29 90 Weak MFA Was Used To Successtully Sign In op — Nochangesince last week 0 + Add @
i « Critical ) End Users - Identity Posture Insight — No change since last month
Devices 1
Identity Posture Insight 30

1

No change since last week

21 0 + Add @

No change since last month

No Strong MFA Configured
* Moderate | End Users - Compliance, Identity Posture Insight

Identity Threat Insight 33 91%

1

User Password Expiration Failure — No change since last week

~ Scopes 97% ) ) -
« Moderate | End Users - Identity Posture Insight = No change since last month

0 + Add @

~ Frameworks

CISCO © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Identity Intelligence

Details

Detects users with no Multi-Factor Authentication (MFA) enabled.

How Multi

Factor
Authentic ’ %

Can Save You

©weizetne. #Personal Safety

Recommended Actions

Some system accounts may not have MFA. We recommend categorizing those for easy detection. Consider using
solutions like expired passwords to block access to these accounts.

Automated notifications for this check are not configured.
Please configure notifications if you wish to receive automated reports about users failing this check.

159 failing users

User First Reported (UTC) ™ Last Reported (UTC)

service.account@simubiz.com [ May 2, 2024 04:29:30 May 2, 2024 04:32:45 Not notified

staller.fohey@gmail.com [ May 2, 2024 04:29:30 May 2, 2024 04:32:45 Not notified

User/Manager Notified

Last Report Update

Essential 8, CMMC 1A.3.083, PCI DSS
8.2, Mitre Mitigation M1032

Compatibility
> Microsoft EntraID & Okta
Q Duo 3 Google Workspace

) GitHub
Tags
+ Add tag

a» View users ¥ Download List

Admin Notified

Not notified eee

Not notified eee

Search

Check Settings

¢ Custom Detection Settings

Sheela Kishan
genie

: MFA requires users to provide something you know, like a password or PIN, or something you have, like an out-of-band May 2, 2024 04:33:03 UTC B Notification Settings
2 device or a one-time password provider. All users should be using MFA to gain access to the system. Topics = List Settings
Users will not fail this check if they fall within the grace period of 14 days. Compliance, Identity Posture Insight
@ You can add known domains to either ignore or include list. Frameworks
NIST 800-63-3, CIS 6.3, CIS 6.4, CIS
~ Learn More About the Risk 6.5, NIST CSF PR.AC-7, ASD Failing Users

1 5 9 No change (7 days)

66% of Users failing

No change (30 days)

Failing Users Per Integration

%:% Demo Okta - 154
96.86% of Failing Users

Demo Workday - 2
1.26% of Failing Users

Demo Salesforce - 1
0.63% of Failing Users

> Demo Azure AD - 2
1.26% of Failing Users

O Demo GitHub - 1
0.63% of Failing Users

Excluded Users

0

Unprotected users failing

0

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Cisco




Cisco ldentity Intelligence
Demo

1—R5—2ZQ)
A—HIRERUVEY Y 3 VKR
SEES il

S>WIR7 AoV FOEE

atfran]n,
CISCO © 2024 Cisco and/or its affiliates. All rights reserve isco Public




ek RER7 DoV FOEENTESTLVRLY

KIEZHO U EDBE-STWVWAZEDYRY
> REOTA D) RY

ESRMAASATOEVTAY Y ME, HU/IRT— FOBRAS /SR 7— FEMAL TV S EREMARE< .
EEOHLIREECRECOTIVEhOT <HYET,

> EBEANBHRRED) XD

AL HEAT AV ENSEBRENTIERS, A—LT FLA. BEBREOBAMBIRAT & TRl 1

> TYITHRLICKDHERADIURY

REIZTIVCRAENET A ME, KROFIABIZGYTELTLRITAHCR/NALEE, 74y VO TFRAGE
DEZHLHEHICHASNLSERENHY FT,

MAT At RERL B TNAA[EEMEMNFLD

atfran]n,
CISCO © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

23



R hirhata@cisco.com
genie-apj

el |dentity Intelligence Seerch ®

= = Q Requestcheck (& Runchecksnow < C
~ Compatibility All
[ ] [ aws AWS 6
] & Autho 1 All Checks Last run: Sep 24, 2024 16:43:50 UTC
2 0 @ Duo 21
) ) Check # Failing # Excluded Report Channels
0 € GitHub 11
' @ 0O G Google Workspace 15 U e Low ) End Users - Identity Posture Insight ¥ — No change since last month Y i —
[J &% HRIS 2
[J <> MicrosoftEntralD 42 Inactive User — — No change since last week
o 98% s 4 e 0 + Add (o)
0 g'.? Okta 44 * Moderate | End Users - Compliance, Identity Posture Insight — No change since last month
[E] [[] &> Salesforce 13
[ =% Slack 2 Never Lo In — No change since last week
/ 98% ’r Logged 4 es 0 + Add @
A [J w Workday 3 « Critical ) End Users - Compliance, Identity Posture Insight — No change since last month
~ Compliance All
e Allow/Block Email Logins — No change since last week
0] e Ful 7 98% = g 3 - 0 + Add @
= e Critical ) End Users - Compliance, Identity Posture Insight — No change since last month
[] e Partial 56
[C] e Not Enabled 1 Provider User T Missi Niech roailsiwesk
roviaer user ISSIn nd 0 change since last wee
((98+) il _ _ 3 _ hg . ) 0 + Add )
~ Severity All * Moderate | End Users - Compliance, Identity Posture Insight o change since last mont
[[] e Critical 20
O e Low 6 0 Rare Browser Activity 5 — No change since last week 0 T AR ‘)
) e Moderate | End Users - Compliance, Identity Threat Insight — No change since last month
[] » Moderate 28
~ Topic All : No ch ; |
99 Role Assigned to Azure Cloud Only Account 5 — No change since last week 0 T
[] Compliance 30 « Moderate | End Users - Identity Posture Insight — No change since last month Back to top 4‘
© 2024 |dentity Intelligence Privacy Policy, Terms of Use Documentation SOC2 Report

This environment reloads hourly




‘asce’ Identity Intelligence Search ©) GENnaiaaclsco.com

genie-apj

= = Q Requestcheck (¥ Runchecksnow <
~ Compatibility All
[ ] aws - AWS 6
& Autho 1 All Checks Last run: Sep 24, 2024 16:43:50 UTC
2 @ Duo 21
. Check # Failing # Excluded Report Channels
¢) GitHub 11
l @ {5 Google Workspace 15
No MFA Configured — No change since last week
a» HRIS 2 34h - 9 157 , 0 + Add [ o)
s Critical ) End Users - Compliance, Identity Posture Insight — No change since last month
& > Microsoft Entra ID 42
% O " Ca—
i i — No change since last week
E] & Salesforce 13 770 Unused Application for a User 53 g . 0 + Add @
s Low | End Users - Compliance, Identity Posture Insight — No change since last month
3% Slack 2
A~ N Workday 3
i i — No change since last week
+7,, | Userin IDP but not in HRIS 53 ge sl 0 + Add @
~ Compliance All + Critical | End Users - Compliance, Identity Posture Insight — No change since last month
O
e Full 7
i — No change since last week
e Partial 56 ga,, ) New Country for Tenant 38 go sl 0 + Add @
e Not Enabled 1 + Moderate | End Users - Identity Threat Insight — No change since last month
~ Severity All No ch ) lagt "
i i i — No change since last weel
- gg., | Registered Location Mismatch o8 g . 0 + Add Pre)
e Critical 20 o Low ) End Users - Identity Threat Insight — No change since last month
® Low 16
Moderate 28 . .
90, ) Weak MFA Was Used To Successfully Sign In 50 — No change since last week 0 + Add ©
. » Critical ) End Users - Identity Posture Insight — No change since last month
~ Topic All
Compliance 30 -
© 2024 Identity Intelligence Privacy Policy, Terms of Use Documentation SOC2 Report

This environment reloads hourly

CISCO © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




‘tses’ Identity Intelligence Search ©) eEnaadcisco.com

genie-apj

= = Q Requestcheck (¥ Runchecksnow < (C
~ Compatibility All
[ | aws  AWS 6
Q Autho 1 All Checks Last run: Sep 24, 2024 16:43:50 UTC
2 @ Duwo 21
. Check # Failing # Excluded Report Channels
¢) GitHub 11
l @ {5 Google Workspace 15
No MFA Configured — No change since last week
a» HRIS 2 34h - g 157 _ 0 + Add o)
s Critical ) End Users - Compliance, Identity Posture Insight — No change since last month
# > Microsoft EntralD 42
£%€ Okia 44
icati — No change since last week
E] & Salesforce 13 — Unused Application for a User 53 g . 0 + Add @
s Low | End Users - Compliance, Identity Posture Insight — No change since last month
5 Slack 2
A W Workday 3
i i — No change since last week
77, ) User in IDP but not in HRIS m 53 g . 0 + Add ©
~ Compliance All s Critical ) End Users - Compliance, Idenfy Posture Insig — No change since last month
O
e Full 7
i — No change since last week
® Partial 56 ga,, ) New Country for Tenant 38 g . 0 + Add @
e Not Enabled 1 » Moderate | End Users - Identity Threat Insight — No change since last month
~ Severity All No ch ) et "
i i i — No change since last weel
- ag,, | Registered Location Mismatch o8 g . 0 + Add Pre)
e Critical 20 « Low ) End Users - Identity Threat Insight — No change since last month
® Low 16
Moderate 28 . :
90, ) Weak MFA Was Used To Successfully Sign In 20 — No change since last week 0 + Add ©
. » Critical ) End Users - Identity Posture Insight = No change since last month
~ Topic All
Compliance 30 -
© 2024 |dentity Intelligence Privacy Policy, Terms of Use Documentation SOC2 Report

This environment reloads hourly
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Identity Intelligence

Registered Location Mismatch @D

Details

Detects when an account's activity regularly comes from a location that differs from the registered location listed on the IDP or HRIS.

Working locations are determined by evaluating an account's activity over the past 7 days.

Recommended Actions

Low

Please consider updating the registered location within HRIS or IDP.

Automated notifications for this check are not configured.

Please configure notifications if you wish to receive automated reports about users failing this check.

31 failing users

User

ClinCY.DuUrsii@simubiz.com |

crambilit. mitra@ simubiz.com [

daymude.chiaravalle@simubiz.com [

deatrick.deroberts @simubiz.com [

I deatrick.mcgurrin@simubiz.com [ I

Cisco

First Reported (UTC) +
May 5, 2024 04:28:34

May 5, 2024 04:28:34

May 5, 2024 04:28:34

May 5, 2024 04:28:34

May 5, 2024 04:28:34

Last Reported (UTC)
May 5, 2024 04:28:34

May 5, 2024 04:28:34

May 5, 2024 04:28:34

May 5, 2024 04:28:34

May 5, 2024 04:28:34

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Registered Location Mismatch (Last reported: Less than 1 day ago)

i) deatrick.mcgurrin@simubiz.com

Please consider updating the registered location within HRIS or IDP.

Registered Location

Common Working Locations

Providers Failing Check

User Title

Country: BE

Source: Demo Workday

[

User Location Prevalence: 84.314

Country: AL
State: NSW

Source: Demo Okta

Demo Workday

C——

Partner Account Director - sw development eng/eng ii




‘et Identity Intelligence Impossible Travel (Last reported: Less than 1 day ago) X

Providers Failing Check Demo Okta

Checks > Impossible Travel > kolluri.hofferber@simubiz.com

Travels .
Kolluri Hofferb Distance: 8978208 m v
s = urll L] er _ 9 Fremont, CA, US  Active Overv
D kolluri.hofferber@simubiz.com First Event A~
P A VPN
Failing Checks
9 Event Date: Sep 23, 2024 20:14:40 UTC
IP Address: 184.250.182.36
Name Result Times Excluded First Reporte

IP Prevalence: 8.042
Device Age: 0

Activity From Untrustworthy ISP
- Failure 0 Sep 24, 202 User IP Age: @

+ Moderate
Country: GE —
Impossible Travel — ) City: Tbilisi
- Failure 0 Sep 24, 202

» B B O

« Moderate State: Tbilisi
User . . . . .
® Agent: mozilla(macintosh;intelmacosx__)applewebkit(khtml, likegecko..
Weak MFA Was Used To Successfully Sign In ) )
v Failure 0 Sep 24, 202 OS: Mac os x

 Critical
Browser: Unknown

Registered Location Mismaich
Failure 0 Sep 24, 202 Second Event A

o Low
A VPN

o Event Date: Sep 23, 2024 23:59:59 UTC
Unused Application for a User P

« Low Failure 0 Sep 24, 202 IP Address: 46.3.27.137
IP Prevalence: 0.842
User in IDP but not in HRIS - Device Age: B
o Critical alure 0 Sep 24, 202 User IP Age: @
Country: US _
No Strong MFA Configured - )
g g Ealig 0 Sep 24, 202 City: New York City
« Moderate

State: New York

CISCO © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Identity Intelligence

Checks > Risky Parallel Sessions > pagotto.morren@simubiz.com

Pagotto Morren

@ Burlington, MA, US Active
[0 pagotto.morren@simubiz.com

Failing Checks

Name Result Times Excluded

Weak MFA Was Used To Successfully Sign In .
v rieal Failure 0
e Lritica

New Country for Tenant
- Failure 0
s Moderate

Registered Location Mismatch

Failure 0
« Low
Risky Parallel Sessions —
- Failure 0
o Critical
Unused Application for a User
Failure 0
« Low
User in IDP but not in HRIS
Failure 0

« Critical

atfran]n,
CISCO © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Overv

First Reporte:

Sep 24, 202

Sep 24, 202

Sep 24, 202

Sep 24, 202

Sep 24, 202

Sep 24, 202

Risky Parallel Sessions (Last reported: Less than 1 day ago)

Please verify the users with sessions running in parallel are from IT/InfoSec teams.

Providers Failing Check

External Session Ilds

User Title

User Level Of Trust

Activity targets
App

User

App

User

2 events found

Date (UTC)

Sep 23, 2024 23:59:59

Sep 23, 2024 23:59:59

Demo Okta

102z618ZaV8QR66X2M3 _drYBB

182cmxH11JUSdW1J8sZ_9PPBB _

senior site reliability engineer

QUESTIONABLE

palo alto networks - prisma access
Pagotto morren
cisco asa vpn (saml)

Pagotto morren

Source Event Result
g’"’% user.authentication.sso Success
g:% user.authentication.sso Success

View activity from all sessions

X

View in activity

See in context

See in context




ldentity Protection + Identity Intelligence = Cisco Duo

ldentity Protection
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