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Generate an enroliment code
This code can be entered to enroll in Duo at https:/; \ sso.duosecurity.com/enroll &4

C / ﬁxlj_ls/\o)jj__)l// {“J?&i—’?—fltl_,\ Generate code
SR —RL 2 TOF A AR ,,

C RRT—FLRBIEAVSRT—FLAAE
ELIEWRBREDT—XIZEWWTIE/NM /3R e
11— I\“j& *IJ Fﬁ E-l'ﬁg Passwordless

Welcome to the beginning of your journey to achieve passwordless security, eliminating passwords as an
attack vector for your organization. Learn more about ind your roadmap to getting there.

Single Sign-On
Duo Central

Passwordless

. Address remaining password use cases
ation methods

v Allow enroliment to functi
Users will only be allowed to authenticate without a password when using the checked
methods. Passwordless authentication is only available to SSO applications.

Officially disable passwords

Platform authenticators

Built-in authenticators that require a biometric, PIN, or passcode (e.g., Face ID, Touch ID, Windows Hello, Turn off password fallback

or Android fingerprint and face recognition) Disable all p
Roaming authenticators (e.g., security keys)

USB, Bluetooth, or NFC security keys that require user verification via biometric or PIN
Insights
Duo Push
Authentications using more secure methods Monthly active passwordless users

e c o-fac icatio { i e WSer, a i
After a successful two-factor authentication, a h placed In the browser, allowmg Such as platform auth rs, roaming authenticators, or Duo Push Out of 650 total users in your organization

use of Duo Push without a password, When approving the Duo Push, Duo Mobile will require a biometric,
PIN, or pa e, Lea ] Duo Push

Bypass code

March Aprl  May June July August September October

]
© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco



ﬁ]\ % *)J 75\ '5 1§ 2_ %)AI 7 :/ A 9 > l‘ (Private Preview)

- DUODERE A EZEMILLT, 7V AR
“How do | set group policy?”
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“Why is Lee blocked?”
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Al Assistant

You

Why can’t Lee Brown login?

O Al Assistant

The most recent authentication for user leebrown failed while trying to access Microsoft RDP, after the 2FA recipient marked the attempt as
fraudulent. They last authenticated successfully by using Duo Push on Aug 12, 2024 at 10:02 AM.

Activity since Aug 13, 2025

curity Key (WebAuthn)

Ask a follow up question

Duo M Al Assistant (£, —ALLRIZEREEAT . TN/ ADT—42,. EEEDTEOY.
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Duo Identity Verification Integration
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**Cisco Differentiator**

t+ v 3 UREBGIE (Session Theft Protection)
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Duo Passport
Windows LogonB® 1 B MERIFT 1 B4 LEFAIeE (AEMR L)

IVRA—H—AVEYDEEEIRLEL. EHEARDERFER LIZER

Updated on Jun 15, 2024

Automatically download and install updates

The app will automatically download and install updates
in the background.

Launch Duo Desktop automatically when | log in

38 3 38
S + e

[I g ay blos ky fom accessing your
s. Check with your administrator before

8:00 am 8:01 am 8:02 am 8:24 am 12:24 pm
Log into laptop Log into VPN Log into email Log into web “This page +vi 3>%Duo Desktop

applications needs chrome” I:'Cﬁﬁ L—Ciﬁ
EREREIZLE- =B &I
Iy a AR
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Group policies
0365 Edit Replace i Unassign

This policy applies to 1 group Staff

Require two-factor authentication or enrollment when applicable, unless there is a

Enabled  Authentication policy . .
superseding policy configured.

Enabled | User location No action: United States. All other countries: Deny access.

MacOS, Windows

Enabled | Operating systems

Global Policy

This policy always applies to all applications.

Enabled New User policy Prompt unenrolled users to enroll whenever possible.

L~
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Zero Trust for Chrome Enterprise Microsoft Edge for Business Device Trust Connector

Duo + Google Chrome Enterprise
> Device Trust Connector
> Universal Enrollment Connector

Microsoft Edge for Business Device Add this Integration

Chrome Enterprise Core

G

Work
lee.will@tme-demo.org

o Sync is on

Wallet

Device ID attestation

Share device signals
©  Profile 2 Not signed in

@ Set up new personal profile

Login

@] ) .
Password s, Other profiles
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Cross-Platform Insights
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Identity is the new perimeter

- |dentity-based attacks are on

Cisco Duo: a new approach to identity security

Duo provides a layer in front to
stop identity-based attacks

| identity attacks the rise (80%+ of cyberattacks
| involve identity) Smoother experience
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