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A7 74— 3> DR : NBAR2

New Protocols

The following protocol(s) were added in NBAR2 Protocol Pack 75.0.0.

Protocol Name Common Name Long Description

amazon-comprehend Amazon Comprehend Amazon Comprehend uses natural language processing (NLP) to extract insights about the content of documents. It

develops insights by recognizing the entities, key phrases, language, sentiments, and other common elements in a
document.

amazon-rekognition Amazon Rekognition Amazon Rekognition is a cloud-based service that enables developers to add image and video analysis capabilities
to their applications. Its primary purpose is to facilitate the automated detection and recognition of objects, people,
text, scenes, and activities within images and videos.

amazon-sagemaker Amazon SageMaker Amazon SageMaker is a fully managed service that enables developers and data scientists to build, train, and deploy
machine learning models quickly and efficiently.

azure-ai Azure Al Services Azure Al services help developers and organizations rapidly create intelligent and market-ready applications with
out-of-the-box and prebuilt and customizable APls and models.

github-copilot GitHub Copilot GitHub Copilot {owned by Microsoft) is an Al coding assistant that helps you write code faster and with less effort.

google-ai Google Al services Google Al services affect a range of Google products, including the Gemini Al assistant and Google Workspace
applications.

meta Meta Meta Platforms owns and operates Facebook, Instagram, WhatsApp, Threads, and Messenger.

open-ai OpenAl Al research and deployment company.

threads Threads Threads is a text-focused social media platform by Meta.

© 2025 Cisco and/ or its affiliates. All rights reserved. Cisco Public
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Catalyst SD-WAN : Cisco Secure Access & MDiE &

‘du Secure Access A 2 5
‘ ) Rule is enabled Logging is enabled Edit

Overview
Summary

Experience Insights
ti

Connect Any Internet destination

Resources

Secure Rule name Rule order

SSE-Rule 9
Monitor

. Y « Y—RATVTHRE

Specify which users and endpoints can access which resources. Help [

L T. VPNVSGTILE

@ Allow @ Block Warn 43 Isolate -L\b
Allow specified traffic if security requirements Block specified traffic. Allow access but display a warning. Allow access to specified destinations, but |:| H B

are met. isolate the traffic.

To

Specify one or more destinations.

Selectsources  Add a source

Users
User Groups and Organizational Units
Roaming Devices

Networks

Network Tunnel Groups

O L L
CI|SC|O © 2025 Cisco and/ or its affiliates. All rights reserved. Cisco Public



77— =%l : Cisco Secure Access(SSE

el Secure Access

Application: OpenAl ChatGPT

Back to Dashboard / Apps

Home Application Details

App URL Identities Traffic First Detected (UTC)

©
Experience l PopenAhl ChatGET . https://chat.op 0 2 Total: 21.2MB Feb 19, 2025
Insights rovides a chat based search platform Blocked: 30.5 KB Last Detected (UTC)

Risk Score Feb 28, 2025

*

Category Vendor DNS Requests Firewall Events
Connect

) Generative Al OpenAl Total: 172 Total: --
Control this app Jr
i ieope & - Blocked: -- Blocked: --

Resources

Risk Details Identities (2) Attributes (40)

Secure R
How We Calculate Risk (Help us improve)
App Discovery’s Composite Risk Score (CRS) for cloud services combines 3 elements to calculate a standardized measure of the risk for a cloud service: Business Risk, Usage Risk and Vendor Compliance.
me
Q
Weighted Risk
Monitor

> Business Risk Business Risk
-0

Admin

Factors:

1. Typical use of the service (personal or organizational).

2. The Talos Security Intelligence Web Reputation score for the service.
) 3. Financial viability of the app vendor.

4. Type of data stored by the app.

Show ils

Workflows

2 Usage Risk Usage Risk

Factors:
1. Volume; how much data flows to and from the service.
2. Users; how many of your users depend on or use the service.

2 Vendor Compliance Vendor Compliance
Factors:
1. Security controls put in place by the service provider.
2. Certifications earned by the service provider.
Show details

Public




A7 7Y — 3 DiHRl : Cisco Umbrella(Secure DNS
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