


w3 =

ESAR:&PMS36572ED 05 0 RIEANEZDEIICIRD DDHD
IRFEICBNT, 7TV —2 3> DL AR AIA LDRERSIIESE
([CEELREREBE LR DO TULET,

COtwS 3> Tl I—HARR%Zm B3P E I BHEET C 8
NIBDEEEIC, 10 FHICERSNZEDNDDFIL—FEZLEBIT
LEI,




Agenda

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



AgpQOE (Application Quality of Experience)
IV —2 32 LANILTORRGEDME) L

SD-WANI(Z & 3B Application Quality of Experience

(AppQoE) (3.
UTFDLDSRWANDRIBEZ AT 2 BIENRHEETY b T,

© ©

WANI[EHR_ED A LS ULV ~)7 e
Jry hOzuE W SEoRER. Saio)or—< @ 7707 3P

SIEEEHRADIIG [l > ANEZ fEH




SD-WANICHITDFLWWFv L 2>

SaaS Cloud

servicenow  DOX
S

it - F— A —

% .
3
3 3
3
3
3
&5, — 0
“
\ .
VALY .
3

AT
N

14259 —3Y MNEROEERBENDFIH
o [EHRDEFEENDF VL >

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



AppQoE(C KDY —=>3>
@

o

SaaS Cloud

servicenow  DOX
S

0
.
0
o,
e
0
.
e
e,
0
e
e, .
e ‘e
0
.
‘e
o,
0
e
0
0
e
0
‘e
e
0

At - TS
W)L —5

EfROERENDF VYL >
- Forward Error Correction
- Packet Duplication

v@e

© 2020 Cisco and/o Sa ates. All \(\ﬂ s reserved. Cisco Public V. t v rt v. t ! Py i
}



AppQoOE(CKDYV U1 —>=

\/

FEC/Packet Duplication




® Application Aware Routing (AAR)
o EDOmME (CED <fFIEIR
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-orward Error Correction (FEC) / Packet Duplication
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Forward Error Correction (FEC) Packet Duplication
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® Forward Error Correction (FEC)
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® TCP Optimization
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Client WAN Edge B1 dge DC Server
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® TCP Optimization
BBR vs CUBIC

CUBIC BBR

Congestion and Bottlenecks O cusic/geno Congestion and Bottlenecks

.. / i
O Optimal: max BW and min RTT (Gail & Kleinrock. 1981)

£
o - 5/3
st In gt Bandw:;t';\-Delay smouio Ngw 80P +Bufsize
—f%HY720S T (FRenoY>CUBICEMD 7))L U X AW REFEH .
NBZRELUTVRWEWTCP/IPRSY v DR LTS BEiE A MHORARAT > b
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BBR = RTT/Latency hUA—
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©® Session Persistence

TCP conn
established:

150

SSL session

established:

450

Response
Received

600

TCP Connect: 3560ms-30ms
SSL Session: 4568ms 90ms

HTTP Response: 600ms 240ms

75ms
SYN
—>
<= SYN+ACK
ACK *»
ClientHello —>
4 ServerHello
ChangeCipherSpec =
ChangeCipherSpec
<4+
GET —>
HTTP 1.1

S

15ms
4_.
G
—
___l
;‘

Sessions —
established: —
90 ms <
(vs 450 ms) —

GET .

Response

Received:

240 n«———*ﬁﬁi’

60ms

Request

Received

GET

—>

HTTP 1.1 200



@ SD-AVC
(Software Defined Application Visibility and Control)
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Src: Proxy /Dst: Any

Src: Any /Dst: Any
1st packet




D BT —Z Ny NRIEESS TRIZE] ROH\(1)

O —HIRIB0NTE: Src: Proxy /Dst: Any
Src: Any /Dst: Any

Proxy ON
Office 365
@ 3 2
N L

Src:PC /Dst: Proxy " Src:Proxy /Dst: 0365

Src: Proxy /Dst: Any

Src: Any /Dst: Any
Proxy ON gOElSENEY)) —
r = (] Office 365
® B & B IS
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D pETIF—2 Ny NREIED TRISE] BOh\(2)

O—HIILITLADOF7 D bRICHELEEE:

5 Src: Proxy /Dst: Any

Src: Any /Dst: Any
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© SD-AVC
DIA O365MawE b & T 7 — A M\ w hXigR

SD-AVCTI(&Microsoft365 & E#E L,
E/1(CMS365MIPT KL R iEHR% o
vManageh'¥3 o oreres —
JL—I)LtZw FZENBAR2IT > > > =158,

L7=&WAN Edgelc w1

J7—XN)\oy khvsO—m)LJ LA
227770 SMHVE]JEE(C

SD-AVCO> hO—S%&HuMMC
SMERY — AX0)L—5 LB




9 WAN Edgefll© NBARDF w1

Service Internal "2

BR10-C4351-01#config-transaction

admin connected from 127.0.0.1 using console on BR10-C4351-01

BR10-C4351-01 (config)# service internal
BR10-C4351-01 (config) # commit
Commit complete.

show ip nbar classification cache sync import last

BR10-C4351-01#sh ip nbar classification cache sync import last
Imported sockets

L4 | vrf-id | vrf name | app-id i | app-name | black | optimize | allow

139.219. 156. 0/22
2001:489A:2204:C00: : /54
23.103. 160. 0/20
13.107.18.10/31
51.5.64.0/23

42.159. 87.106/32
52.238.118.132/32
103.9.8.0/22
40.104.0.0/15
180.210. 229. 0/24

I N/A
I
I
I
I
I
I
I
I
I
42.159. 162. 32/27 |
I
I
I
I
I
I
I
I
I
I

N/A
N/A
N/A
N/A
N/A
N/A
N/A

17317 ms-services
17317 ms-services
17317 ms-services
17317 ms-services
17317 ms-services
17317 ms-services
17317 ms-services
17317 ms-services
N/A 1737 ms—services no
N/A 1737 ms—services no

| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| N/A | 1737 ms-services | no
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |

no
no
no
no
no
no
no
no

O~ Okl WN — O

209.177.86.0/24
2A01:111:F100:2002: :8975:2D98/128
2A01:4180:2001::92/128
2603:10A6:800:: /40

13.91.91. 243/32
2A01:4180:4040:7::/64
42.159.224.122/32

51.5.145.122/32

42.159. 4.200/32

51.4.80.0/27

N/A 1737 ms—services no
N/A 1737 ms—services no
N/A 1737 ms—services no
N/A 1737 ms—services no
N/A 1737 ms—services no
N/A 1737 ms—services no
N/A 1737 ms—services no
N/A 1737 ms—services no
N/A 1737 ms—services no
N/A 1737 ms—services no

BT

168. 63. 252. 62/32 ms-services




©® SD-WAN QoS
Per Tunnel QoS / Adaptive QoS

77 RIS X RQoSHERE
Per Tunnel QoS

HubMls=(C KD M=) L (xJiHB) Bz
(CKBShaping

Adaptive QoS
219 DSWANFEZ LR & (CERY

(CER%E

Parent Shaper

Nested Queuing Adaptive Child Shapgg

Tunnel 1

Adaptive Child Shaper

Adaptive Child Shar& @

SD-WAN Fabric



® per-Tunnel QoS

Per-Tunnel QoS (&. /\T 77> RAR—ItEp CEAUET, ‘
JI\THA hTE RN AR=THA NEICFShaperziF DENTEET,

0 Add queue (o1=)
a Tots! Rows: 3 vMan age Per-tunnel QoS - ® VYes l No
Per-tunnel QoS N/ @ Yes I No Pertunnel QoS Aggregator - Yes | @ No
Tunnels Bandwidth Percent 9~
5 Per-tunnel QoS Aggregator v @ Yes I No
I i vSmart vSmart vSmart
Tunnels Bandwidth Percent v 40 @ @ @ . Bandwidth Downstream v | 900000
e - N T S~
-7 AN RN
QoS Map | undertay-defined-gos e AN RRE
RREISRN sdwan
—_— interface GigabitEthernet2
- tunnel-interface
Physical encapsulation ipsec
Shaper color Internet restrict
— tunnel-qos spoke
Sec/GRE)

sdwan overlay ae

interface GigabitEthernet2

tunnel-interface

encapsulation ipsec

— exit
Branch 1| bandwidth-downstream 9000
color Internet restrict
tunnel-qos hub
exit

: o INTERNE

sdwan
N

N interface GigabitEthernet2
\\'— tunnel-interface
— encapsulation ipsec
i color Internet restrict
tunnel-qos spoke
exit
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® Adaptive QoS

WAN[EFROFEEZIRE U, 1> —J 1T —AShaper&Egress Queuez

B (CEEFTY DHKHE

®e
a « vManage
Per-tunnel QoS v ‘ @ Yes No
E Per-tunnel QoS Aggregator v ‘ @ Yes No E
I i vSmart vSmart vSmart
Tunnels Bandwidth Percent - 40
QoS Map underlay

Per-tunnel QoS

DC to Branch1 Overlay
Shaper:

Range 5000~15000 Kbps
Default 10000 Kbps

Per-tunnel QoS

DC to Branch2 Overlay

Shaper:

overlay (1psec/ GRE)

INTERNE

Range 10000~30000 Kbps

Default 20000 Kbps

Branch1 to DC Physical
Shaper:

Range 8000~12000 Kbps
Default 10000 Kbps

N

N
N
N
N
N
N

Branch2 to DC Physical
Shaper:

Range 16000~24000 Kbps
Default 20000 Kbps

Physical m
- Shaper v
i

Physic —
DI
J

Branch 1

sdwan

interface GigabitEthernetl
gos-adaptive
period 30
downstream range 5000 15000
downstream 10000
upstream range 8000 12000
upstream 10000
|

Branch 2

sdwan

interface GigabitEthernet2
qos-adaptive
period 60
downstream range 10000 30000
downstream 20000
upstream range 16000 24000
upstream 20000
|
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Catalyst 8000V

SRIOV

Hypervisor/Cloud

Catalyst 8500 Series

\
Catalyst 8300 Series

CATALYST 8000 EDGE PLATFORMS FAMILY
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CATALYST Everywhere

Catalyst 8000V

A Hypervisor/Cloud

Catalyst 8500 Serfes

Catalyst 8300 Series

CATALYST 9K CATALYST 8K
T Fv > )\ Ry ND—D 1% WAN v KD —72
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Cisco Catalyst 8000 Tw= 5w hJA—/A @

Catalyst 8000V
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Catalyst 8500
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Catalyst 8300
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Cisco Catalyst 8500 —XTwZTS5w hIJA—LI
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Catalyst 8500 =1J—X

LUR2D0REFETI U —-X

C8500 12X4QC

v 12 SFP+

CEF Tg=A 200 Gbps, 3t QFP, 1 —HHhuiE&ET, RFID,

=14%8E IPsec N=ROIPPoE5L—Sa>Y—EX SNIL LA, FRU
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C8500-12X4
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4x40G + 8x10G
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Cisco Catalyst 8300 —-XTwZT5w KJIA—LA

Secure Cloud Scale SD-WANJ S > FDERE

SERY-—EXZHRE

.
BEY/I\ANEUF . SmXTS—ETIE _
)y NMER, TCPEEIL gy s f
TR wmss o T
Compute
A>T IFIR—ROF IV —23>
4=
EoeE
WANR— TIAIL 10 G A RGN
FRED k8 G W/MACse | ZENVMeZR
CIN - DRAM c fL—2

AT =)L

BASEDIPsecB LUIP CEF/\ T A —< > X
3nvAEOH—ER - N ITA—TRAEEIRTD
A7 Oe]AY

NILFLAveFa U+

SSL7OtSL—33>

IO —23>T7AT7IA4—)L
IPS/IDS. URLI LU
AMP. Threat Grid

Umbrella SIG

B

DNA Center
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Catalyst 8300 =~'J—X

10G EFI/LAR2EE. 1G EF)LANEEFUU—-X

C8300-2N2S-4T2X

C8300-1N15-4T2X
4 RJ45

2 SFP+

10G WAN Ports
& 5G IPsec

1G WAN Ports
& 2G IPsec

M.2 USB/ NVMe UADPX—X A1 v d—HH0e%E SR D AC
10G WAN €>a1—-JL (RFID, QRZNJL, FRU HBXU DCEIR
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Catalyst 8300 H/h— b EZ1—)L

NIM-ES2-8 C-NIM-1X NIM-LTEA-EA SM-X-PVDM-3000 NIM-2FXSP NIM-VAB-A SSD-M2NVME-600G
NIM-ES2-8-P NIM-1T NIM-LTEA-LA SM-X-PVDM-2000 NIM-4FXSP NIM-VA-B M2USB-16G
C-SM-40G8M2X NIM-2T P-LTE-VZ SM-X-PVDM-1000 NIM-2FXS/4FXOP NIM-VAB-M M2USB-32G
C-SM-16G4M2X NIM-4T P-LTE-NA SM-X-PVDM-500 NIM-2FXO NIM-4SHDSL-EA

SM-X-1T3/E3* P-LTE-US SM-X-24FXS/4FX0O NIM-4FXO

NIM-2BRI-S/T* P-LTE-JN SM-X-16FXS/2FX0O NIM-4E/M*

NIM-4BRI-S/T* P-LTE-GB SM-X-8FXS/12FX0O NIM-2BRI-NT/TE*

P-LTE-IN SM-X-72FXS NIM-4BRI-NT/TE*

WAN + Voice: P-LTE-AU NIM-PVDM-32
Async NIM-1MFT-T1/E1 P-LTEA-EA NIM-PVDM-64 ADAPTOR UCS-E
P-LTEA-LA

NIM-2MFT-T1/E1 NIM-PVDM-128

NIM-16A NIM-4MFT-T1/E1 P-LTEAA-EA NIM-PVDM-256 C-SM-NIM-ADPT UCS-E160S-M3/K9
NIM-24A NIM-8MFT-T1/E1 P-LTEAP18-GL UCS-E1120D-M3/k9
SM-X-64A NIM-1CE1T1-PRI* CAT18 CGW* UCS-E180D-M3/K9

NIM-2CE1T1-PRI*

NIM-8CE1T1-PRI* 5G
(1H, CY21 : Roadmap)

5G sub-6GHz CGW
5G sub-6GHz PIM

* 10S XE (FH7R— NET SD-WAN (& 17.4 KDPR— bk
B RUU-X



Catalyst 8000 Tw=T5w b JA—/— SoC ‘-’

X86 Multi-core CPU
/L
WIRESHARK

KVM — Hypervisor LXC Container
\ 4

\ 7

\ 7
\ 7

» @ © ® I

- A=V
PPE . cp 1/0 rao—3>*
H—-EXT L —> st ‘ ’

‘\®/'

HAF=ZVD - A7 - 7OT5—>3> — A=Y bEY—ERERICHIE

H—EXTL—> a7

* Available in XE 17.4 release




Catalyst 8300 >V —X Tw= JS5wv hIJA—/I

>JAJ)LS 7 7O —<3> XE 17.3

Default Optimized Core Allocations*

C8300-2N2S-4T2X

T S T R S

...........................

ssssssessses

* Dynamic Core allocation available in XE 17.4 release
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Cisco Catalxst 8000V Tw=> VI KNIT )
TRI-RADORY NID—F>27T - TF 1 YU+ ([CHHT DX86R—XDVNF

NILFH—EX B/R— b

Feature-rich I0S XE and XE-SD-WAN software
Supported features such as NAT, Firewall, NBAR
QoS, etc.

Runs on any x86 VM platform
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