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vEdge : Auto-IP

vEdge PE
ZTP.VIPTELA.COM

ARP Request : SS -
send from PE looking for mac access S o o,
Sender: souse IP/mac (PE) S a D_"NS
Dortvam Name Syslerv/1
DNS Server
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#cloud-boothook
system

personality vedge

device-model vedge-C1111-
8PLTEEA

host-name SITET_ISR1K

system-ip 10.10.10.10

site-id 501

organization-name  "CustomerXYZ -
12345"

console-baud-rate 9600
vbond 64.1.1.2 port 12346
I

I
!
interface GigabitEthernet0/0/0
no shutdown
ip address 192.168.10.10
255.255.255.0
exit

]
ip route 0.0.0.0 0.0.0.0 192.168.10.1 7
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host-name / system-ip / site-id / organization-name / vbond-ip

-WANIA/ 2T —X
vpn O / interface4a / ip address / Tunnel-interface(vbond(X A E)
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D AT LEETE
host-name / system-ip / site-id / organization-name / vbond-ip

-WANEIA 227 —X
vpn O (global-vrf) / interface4 / ip address / Tunnel-interface

-LAN|f 2207 —R
vpn X (vrf X) / interface4 / ip address

-LocalPolicy
ACL / Route-map / SNMP / SYSLOG / DPI/Netflow / Security



vEdge Factory Default Configuration

vEdge100b# show running-config

auth-order local radius tacacs
usergroup basic

task system read write

task interface read write

|

usergroup netadmin
I

usergroup operator
task system read
task interface read
task policy read
task routing read
task security read
|

user admin
password <3ZFFl&Eg>
!
!
logging
disk
enable
|
!
!

By default, vEdge connects to ztp.viptela.com for
ZTP.

(You can skip the process of ZTP by replace
ztp.viptela.com with the IP address or FQDN of
vBond)

omp

no shutdown
graceful-restart
advertise connected
advertise static

|

éecu rity
ipsec

authentication-type ah-shal-hmac shal-hmac

interface ge0/4

encapsulation ipsec
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
!
no shutdown
!
!
vpn 512
interface ge0/0
ip address 192.168.1.1/24
no shutdown
!
!

ge0/4 is configured with DHCP for ZTP.
tunnel-interface is also configured to allow for

establishing connections in control plane and
data plane.




cEdge Configuration -wmpiznssuscssnoczs

system

system-ip 172.27.1.7
overlay-id 1

site-id 11

control-session-pps 300

no admin-tech-on-failure
sp-organization-name “organization - xxxxx"
organization-name  “organization - xxxxx"
console-baud-rate 9600

vbond 2.2.21.1 port 12346

vrf definition 1

rd 1:1
address-family ipv4
exit-address-family
!

address-family ipv6
exit-address-family
!

I

\I/rf definition Mgmt-intf

description Transport VPN VRF

rd 1:512
address-family ipv4

configuration

exit-address-family
I

éddress-family ipv6
exit-address-family
!

i.p route 0.0.0.0 0.0.0.0 2.2.28.1 1

interface GigabitEthernetO

no shutdown

vrf forwarding Mgmt-intf

ip address dhcp client-id GigabitEthernetO

interface GigabitEthernet0/0/0
no shutdown
ip_address dhcp client-id GigabitEthernet0/0/0

interface GigabitEthernet3

Tunnel
assignment

vrf forwarding 1

55.255.255.0Q

interface TunnelO

no shutdown
ip unnumbered GigabitEthernet0/0/0
tunnel source GigabitEthernet0/0/0

tunnel mode sdwan

sdwan
interface GigabitEthernet0/0/0
tunnel-interface
encapsulation ipsec weight 1
color gold
no last-resort-circuit
vmanage-connection-preference 5
no allow-service all
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
exit
exit
interface GigabitEthernet3
exit
exit
policy
no app-visibility
no flow-visibility
no implicit-acl-logging
log-frequency 1000
I

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/hardware-and-software-installation.html
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Feature Template

SE2GUITOC Cofiguration®a[ge CiscoEA DCLIZEEE T DHEMLELY

Namet Description Type

Datacenters DC, 2 WAN per router Feature
Sltes_A TLOC-Ext, 1 WAN Feature
Sites_C Single vE, 2 WAN Feature
Sltes_D Single VE, 1 WAN Feature

Basic Information

Basic Information
System *

Logging*

NTP

OMP *

© 2020 Ciscoand/o Lo E

Transport & Management VPN

Basic_System

Basic_Logging

Basic_NTP

Basic_AAA

Basic_OMP

Device Model

vEdge Cloud
vEdge Cloud
vEdge Cloud

vEdge 1000

Service VPN

Feature Templates

19

19

30

13

Devices Attached

2

0

3

1

Transport & Management VPN

VPNO*

VPN Interface

VPN Interface

VPN Interface

VPN Interface

VPN Interface

VPN 512 %

VPN Interface

Transport_VPNO

Transport_VPNO_WANO-(non-dhcp)

Transport_VPNO_WAN1

Transport_TLOC_Parent

Transport_TLOC-Extension

Transport_TLOC-Extension_Tunnel

Factory_Default_vEdge_VPN_512_Template

MGMT_Interface



Device and Feature Template
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Datacenter

System
Logging
NTP
AAA
OMP
BFD
Security

Transport VPN 0
VPN Interface
VPN Interface

Services VPN 1
VPN Interface

Services VPN 2
VPN Interface

Remote_Type A

Remote_Type_ B

System
Logging
NTP
AAA
OMP
BFD
Security

Transport VPN 0
VPN Interface
VPN Interface

Services VPN 1
VPN Interface

Services VPN 2
VPN Interface

System
Logging
NTP
AAA
OMP
BFD
Security

Transport VPN 0
VPN Interface

Services VPN 1
VPN Interface

Services VPN 2
VPN Interface

Remote_Type C

System
Logging
NTP
AAA
OMP
BFD
Security

Transport VPN 0
VPN Interface

Services VPN 1
VPN Interface
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-App Aware Route(AAR)7R!) S —
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vSmartlZIE KEL DT T2DODDBT—T LA H S
-TLOCT—7 L
-RouteT—7 )L
aAVkA— LIRS —IF2DDTF—TILDZEIL—IL-EEIL—IILEFIEHT S

1.1.1.1(A) XX XX XX XX XX . XX gold
1.1.1.2(B) YAYAVAY; YYAWAYYAYY, gold
1.1.1.2(B) 2.2.2.Z 77.72.72.77 silver

1.1.1.1(A) prefix/maskA | 1 bgp

1.1.1.2(B) prefix/maskB | 1 ospf
1.1.1.2(B) prefix/maskB | 2 eigrp
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vSmart @

vEdge A

vEdge B

vEdgeA

VPN Match Action Etc(dia ..)

1 prefix/maskA | accept -

1 Port 21 drop =

1 youtube accept Dia(nat)
Match Action Etc(dia ..)
prefix/maskA | accept -

1 Port 21 drop =

2(Guest) All accept Dia(nat)
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Data Policy
App Aware Routing Policy

vManage

vSmart vSmart
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Control Policy
VPN Membership Policy

vSmart
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vManage

vSmart

vEdge

Configuration/Local Policies

vManage

e

vSmart vSmart




X a) T4 —

mmm ) q BB DI ARA—TSARX T7AT 94—l

smms (1400 LLEDT7T)H5—3Y)

TALOS LT R Fv[ZEFTbENT= IPS Snort TPV

00‘ 82 LLEM Web A73)%EERT S URL I4ILR)T

‘QE Cisco Umbrella [Z &5 BH{HID & HIHR
5

i @ Talos ZFIFAL-BEE<IL 71 (AMP & ThreatGRID)



vManage

L& CONFIGURATION | Add Firewall Policy

Policy Name My Firewall Policy

Sources

Employee Zone
inside Zone

Firewall - Policy Rule Overview @

Q. seore

Rule Name

Action

1v MyRule1

2> MyRule2
3> MyRule3

© sLock

Default Action

[ AdarEdit Zone-Ppair Destinations

3 Rules Outside Zone
New outsde z0ne

Add Policy Rule

Matched On Alerts Actions
Source 1P Profix s, Profi lst2 oFF s |
Source Pore
Destination IP: 10.20.12.123/12
Destination Port: 22
Protocol
Applications: Dropbos for Business, Gmail, Skype
ation
< 1 s

1 Ports

3 Applications

1 Protocols

Prefix listd, Prefix listS, Prefix list6, Prefix list7, Prefix list8 oN s 0

Source IP: Prefix list3, Prefi lst, Profix S, Prefi s, Profi s, Profi st on s

Source Port
Protocol: UDP

‘Save Chan

John Doe

0 MONITOR  network

> Device Dashboard

Select Device

vm16 (1]

172.16.255.26

vmi6 | 1721625526

Firewall
Dashboard

Application >

Policies

DPI

Flows

Interface

WAN Performance >

Circuit Health (TLOC)

Tunnel Health

Security Monitoring

Control Connections

Hardware Health

5
Events H
5
H
ACL Logs 4
3
Real Time 5
Web Security

v 0

Intrusion Prevention

Signature overview

Jan3, 1500

GUITO—{EEE L Al He

8 e

Site ID:  Site ID name. Device Model

Source Zone

Zone 1

Zone 1

Zone 1

Zone 5

= T NA\ AN

JanS,1800  Jan9,2100  Jan10,0000  Jan10,0300

B NeworkSenvices
Generantemet
[

B Unciessfed

VEdge ASR1001-X

Destination Zone

Zone 3
Zone 4
Zone 6

Zone 5

Sequence Count

By SLTW By Signature

Jan 10,0600

Blocked Categories

Category
Network Services
General Intemet
Infrastructure

Unclassified

Jan 10,0900

Jan10,1200  Jan10,1500

‘Allowed Categories.

8 o

John Doe v

v Reaitime ] 1h [EQJ 6h 12h 24n 7days Custom~

Bytes Transferred

1251
4843

9865

[N

Jn10,1800  Jan9,2100  Jan11,0000 Jan11,0003

Session Count
1212

3434

23

2323
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/NTw FDREENEE LAN -> WAN

IPSEC
Encrypt
Layer 2 DNS FNF
é FW B Trarr;sp - Encap » Crypt d ACL § LAST § T
mode)

UTD: IPS->URL-F->AMP/TG * [Color Coding: [EANNRISHace Y lnnenEace IS ]
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/NTw FDREENEE  WAN -> LAN

SDWAN SDWAN Lookup
IP Dest - ; SDWAN IPSEC Go to
WAN % interface |3 - - - NAT ¥ Process &
lookup Filter ACL For-us Decrypt OCE walk Output

V

IIIIIIIII
t———ﬂ

WAN Interface

UTD: IPS->URL-F->AMP/TG * [ Color Coding:
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DC/Gateway Site
BGP/OSPF

m i

OMP

Intern MPLS

OMP OMP

7

SD-WAN Sltes
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Non-SDWAN

Remote Office

—— SD-WAN Traffic
—— Non-SDWAN Traffic
Fabric

DC/non-SDWAN
prefixes

SD-WAN
prefixes

CE Router

Non-SDWAN prefixes
o L LA EEHBTELEA
e e . BGF;‘;EO)@/MLE\WJ»—MD
BGP : 0%
| | | 7 = ef“‘eS é@b&?gﬁzéﬂiﬁm
Core Switches DC”‘O‘(\Q;T;@ : AN

ffiliates. All rights reserved. Cisco Public KBGP}
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--------------------------------

BFEYAb

VPNO route leaking

---------------------------------

BFEYAb

*
...............................

VPNOEVPN1OIXIL—T 42T TELZ=8 ., BEF
HAESD-WANHY A MMEBEE I ELL

-------------------------------

route leakinglZ&YVPNOEVPN1OD B D IIL—T 424
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- g1y
Traditional
' Local
MPLS INET prefixes
OMP
Y TLOC Remote
Extension 3 prefixes*

G OMP-to-BGP/OSPF
BGP/OSPF-to-OMP

2 P
o —_— -
Router Router ~ WAN Edge
L2 ‘ «— 2

HSRP 2 | [ VvRRP 1 Local
«—— OSPF/BGP—*| «— OSPF/BGP —> prefixes
OSFP/BGP
EiE Remote
L3 Switch L3 Switch v prefixes”
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Cloud onRamp for laaS - Gateway VPC/VNET

— it DVEdgeL—R— A RV A
Amazon VPCZET=IE&Microsoft Azure VNET CER

7 —kAVPC | VNET 1Z2#IPSechk> RILH,
£HRARVPC / VNETIZ B Byttt

EHEOTLREICBGPAERINIaaSHAD JL—R X
OMPZRZEHBHLTRYLI—I 2Kk

EFEO—EDHFFENMNVManage EDGUITHENE
AWS [Azure MDFREEIEER (API-key)Z& = aIIIZHERR

a8

BGPH BGP || BGP

B3

Gateway
VPC/VNET

vManage
Platform

vEdge
Branch

vEdge
DC
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Cloud onRamp for laaS GUI

_Q

Mapped Host VPCs (Total: 2) Transit VPCs (Total: 1)

vManage
_ Platform

;'amazon ~2 L0 ~2 L0

BGP | BGP

o
g
§

Gateway
VPC/VNET

Connections Devices

™ —

CiscoSDWAN-Demo | Mapped Accounts : 1

Mapped Host VNets (Total: 2) Transit VNets (Total: 1)

o= e ™2 +v0 T2 V0

Connections Devices

2T

vEdge vEdge
Branch DC

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cloud on Ramp laaS AWS TGW collab

&
&
&

AWS VPC

AWS VPC

AWS VPC

— e

Transit VPC AWS TGW
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Target: 17.4

Cloud on Ramp laaS AWS Direct TGW
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/config/ios-xe-sdwan17.html
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Cisco I0S XE Release 17

Release Information

What's New for Cisco I0S XE Release 17

Release Notes for Cisco IOS XE SD-WAN Routers, Cisco IOS XE
Amsterdam 17.3.x

Release Notes for Cisco I0S XE SD-WAN Routers, Cisco I0S XE
Amsterdam 17.2.x

Feature Compatibility Matrix

Installation and Getting Started

Hardware Installation Guide for Cisco ISR 1000 Series Integrated
Services Routers (ISR1100-4G, ISR1100-6G, and ISR1100-
AGLTE)

The Cisco SD-WAN Solution

Hardware and Software Installation

Install and Upgrade Cisco I0S XE Release 17.2.1r and Later
Cisco SD-WAN Overlay Network Bringup

more...
Routing Bridging
Unicast Overlay Routing Bridging

Multicast Overlay Routing
Route Leaking between Global VRF and Service VPNs
BFD for Routing Protocols in Cisco SD-WAN

Components of Bridging

VLAN and Switchport Support

Restrictions for Cisco 10S XE SD-WAN Devices
more...

Systems and Interfaces

System and Interfaces Overview
Configure System Logging

Configure User Access and Authentication
Configure Devices

more...

Segmentation

Segmentation

Segmentation in Cisco SD-WAN

VRFs Used in Cisco SD-WAN Segmentation
Configure VRF Using Cisco vManage Templates
more...
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