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AR ESAUTOEE D-A

top 192.168.212.0 0.0.0.7
top 192.168.212.0 0.0.0.
top 192.168.212.0 0.0.0. AC L
access-list ip 192.168.212.0 0.0.0.255
access-list icmp any 10.0.0.0 0.255.25. - .
access-list icmp any 10.0.0.0 0.255.255.255 echo-reply
access-list igmp any 10.0.0.0 0.255.255.255 packet-too-big
access-list igmp any 10.0.0.0 0.255.255.255 time-exceeded
access-list icmp any 10.0.0.0 0.255.255.255 unreachable
access-list icmp 172.16.20.0 0.0.255.255
access-list 101 deny icmp any any
access-list 101 permit ip 202.33.42.0 0.0.0.255 any
access=list 101 permit ip 202.33.73.0 0.0.0.255 any
access-list 101 permit ip 202.33.48.0 0.0.0.255 any
ip 202.33.75.0 0.0.0 ©
¥02.33.0.0 0.0.25F . .
210.120.122.0 0.
VLAN =i Authentication
210.120.114.0 0.t
- -£ 210.120.175.0 0.0.u. -
access-list 101 deny tcp 210.120.136.0 0.0.0.255 10.2.2.0 0.255.255.255 eq www
access-list 101 deny tep 210.120.177.0 0.0.0.255 10.2.2.0 0.255.255.255 ag www
access-list 101 permit tcp any 10.2.2.0 0,255,.255,.255 eq www

access-list 101 deny tcp any any eq www TV

access-list 101 permit tcop any any
: : : © © 0.0.255 any

Authorization

| Full
MUSRTEEHRNL .. Automation
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Interface 12,17,22,27:80
1S HI1E (ACL) 1870

ip access-list 101
deny ip any host 10.1.1.3

<A A AITIRTTIA
SIS D 57T B

BREE v

BRERE v

NO,ACL!
NO,VLAN!
Se Freell

deny ip any host 10.1.1.4
Inteface vlan 11

ip access—group 101 in
Inteface vlan 16

Ip access—group 101 in
Inteface vlan 21

Ip access—group 101 in
Inteface vlan 26

Ip access—group 101 in
Inteface vlan 111

Ip access—group 101 in

Inteface vlan 116
© 2022 Cisco and/or its affiliates. All rights reserved. Cisco W Ip access—group 101 in
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WEEDIFEE

axX A&

access-list 101 permit top 192.168.212.0 0.0.0.255 10.0.0.0 0.255.255.255 eq telnet
access-list 101 permit tcp 192.168.2 .255 10. 5.255.255 eq ftp
access-list 101 permit top 192.168.2 255 10.0 .255.255.255 eq http
access-list 101 deny ip 192.168.212.0 0.0.0.255 10.0.0.0 0.255.255.255

access-list 101 permit icmp any 10. n 0.0 0.255.255.255 administratively-prohibited
access-list 101 permit 0. -255 echo-reply

access-list 101 permit .255 packet-too-big

access-list 101 permit
access-list 101 permit
access-list 101 permit
access-list 101 deny icmp any any
access-list 101 pemmit ip 202.33.42.0 0.0.0
access-list 101 permit ip 202.33.73.0 0.0.0
access-list 101 permit ip 202.33.48.0 0.0.0.
access-list 101 permit ip 202.33.75.0 0.0.0
access-list 101 deny ip 202.33.0
access-list 101 deny tcp 210,
access-list 101 deny top 210.
access-list 101 deny top 210.
access-list 101 deny tcp 210.
access-list 101 deny top 210. 0.255.255.255 eq www
access-list 101 deny bop 210.120. 0.2.2.0 0.255.255.255 eq wew
access-list 101 permit top any 10. WY 255 pollg e oq W

access-list 101 deny tep any oo eq e

access-list 101 permit

access-list 101 deny ip 195.10. as "0 0.0.0.255 any

access-list 101 permit ip am

{access-list 101 deny all} (upua.ua

0.255.255.255 unreachable
0.0.255.255

0.255.255.255 eq wiw
0.255.255.255 eq waw
0.255.255.255 eq www
0.255.255.255 eq www

I

= ot

=]

itchffconfig terminal
nter configuration commands, one per line.
itch(config
witch(config)

End with CNTL/Z.

¥ 1| EERAH5-Tx-A0HER. BEVLAN 1 EiE

address 192. 168 1 10 255.255. 255 (}'J— P7 I~L/7«?;-?
witch(confizg-if)#no shutdown| — —Jx—2DEME
wltch(confls if)ffen

tcl
Mar 1 00:43:35.886: %SYS-5-CONFIG I:
Mar hflt 00:43:36.658: ¥LINK-3-UPDOWN:
witcl

Configured fyom congo
Interface Vlghl,

-
-
4

< by console
dnged state to up

' itch(
itch(
(
tchif
la
HNar
Switchif

Pt S

a

i ¢

TEDLICEHM - - -

access-list

access-list
access-list
access-list

access-list 101 permit top 192.168.212.0 0.0.0.255 1

. 0.

access-list 101 permit top 192.168.212.0 0.0.0.255 1
access-list 101 deny ip 192.168.212.0 0.0.0.255 10.0.0.0 0.255.255.255
access-list 101 permit icmp any m o 0.0 0.255.255.255 administratively-prohibited
access-list 101 permit 2

access-list 101 permit
access-list 101 permit 0.0.
access-list 101 permit icmp any 10.0.0.
access-list 101 permit icmp 172. ns 20.0 0.0.255.255
access-list 101 deny icmp am
Sccema-list 101 pemsit ip 203,32,
access-list 101 permit ip 202.3
access-list 101 permit ip 202. a

0.
access-list 101 deny bcp 210.120.
access-list 101 deny tcp 210.120.
access-list 101 deny tcp 210.120,
access-list 101 deny bcp 210.120.
access-list 101 deny bcp 210.120.177.
access-list 101 permit top any 10.2.2.
access-list 101 deny top any any eq www
access-list 101 permit kcp any any
access-list 101 deny ip 195.10.45.0 0.0.0.255 amy
access-list 101 permit ip any any
{access-1ist 101 deny all} {implicit}

0.0.0.0 0.255.255.255 eq telnet
0.0.0.0 0.255.255.255 eq £tp
0.0.0.0 0.255.255.255 eq http

55.255.255 echo-reply
5.255.255 packet-too-big
5.255.255 time-exceedsd
{0 0.255.255.255 unreachable

255,255,255 eq wnw
.255.255.255 eq www
.255.255.255 eq www
.255.255.255 eq ww
.255.255.255 eq www
.255.255.255 eq www

Switchifconfig| terminal

Switch(confizg)
Switch(config)¥i e Vlan 1<

nter configufation commands, one per line.
R H-Tx—-ADE

End with CNTL/Z.

EE. BEVLAN 1 Z4

Pwitch(config-

f)ffip adress 192.168.1.10 255.255.255.0]« 17 KL 2D

it FH}

)Jino shutdown| «

Switch(config-
S xtch(conflg if)#end

0Q:43:36\658: XLINK-3-UPDOWN:

-
A ¢

1 00:43:36|.886: %SYS-5-CONFIG I:

itchifconfig terminal
nter configuration commands, one per line.
itch(config)

witch(config) — BB/ Y

End with CNTL/Z.
—IT—AB

witch(config-if

DISTE. BIEVLAN 1 Z4
DE

e Vlan
ip address 192.168.1.10 255.265.255.0]« 17rL2

SE
SE

witch(config-if)#no shutdown| —
itcg(config-if)#en
it

Mar 1 00:43:35.886: ¥SYS-5-CONFIG I:
dar 1 00345:38.056: ALINE-3-FDOAY:
witc

0 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public

A 29— x—ADEME

Configured from console by console
Interface Vlanl, changed state to up

itchffconfig terminal

nter configuration commands, one per line. End with CNTL/Z.

itch(config —
witch(confiz) < ERA2H-Tx-ADEE. BEVLAN 1 ZEE
w1tch(confls-1f address 192. 168 1. 10 255 255. 255 0]« 7 FL/A”/L

itch(config-if)#fen

witc
Mar 1 00:43:35.886: %SYS-5-CONFIG I: Configured from console by console
Mar 1 00:43:36.658: ¥LINK-3-UPDOWN: Interface Vlanl, changed state to up

witchif

A 29— x—ADEME

Configured from console by console
Interface Vlanl, changed state to up
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SD Access MD¥L5E : Zero Trust for Workplace
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Endpoint details

Endpoint Type Workstation

Hardware Manufacturer VMware, Inc. (U
Hardware Model VMWare-Device
0S Type Windows 10 Pro

Connected Location

Japan/Tokyo/TMT
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Yale University* CX: Onboard

Yale

Consistent user access requirements across
500-building campus with 60,000+ users.

Group-based policy & segmentation

CX: Adopt

@ Al Network Analytics

, Ford Motor Co.*

CX: Onboard

Combine 3 legacy copper networks into a
single high-capacity fiber network. Improve
visibility, security, and user experience.
Group-based policy & segmentation

N\

REWE
etal revent
eshooting.

JPMORGAN
(‘ll\\l &Co

JP Morgan Chase* ~ CX:Onboard
Managing very advanced switches with
advanced configurations in many remote
branches.

Device on

ding & Assurance

N

Verizon* CX: Engage
Create managed LAN service workflow
using DNAC APIs. Integrate Verizon’s
BSS/0SS via MSX portal for SD-Access
services.

Assurance and Software Image Mgmt.

* CX: Use

services: Complete
etworks remotely.

ftware Image Mgmt.

m@ Petronas CX: Adopt

Oil & gas production network requires
@ absolute reliability. Very remote locations

Group-based Policy and Ass

need central troubleshooting
,.|||.|||.

cisco

©®
S]

Cisco IT O

—
Needed to update hard pro .
segmentation, and continU€to improve
security.

Device onboarding & Assurance

®

M [

AHYEERA Hyundai Heavy Ind.

CX: Use

Support smart-factory with tens of
thousands of wired and wireless loT client
devices. Create complex fabric for layered
policies.
0asq

segiilh
1

ho

e ing elT
support 35,00010T devices at 200+ clinics
across Houston.

N
|

o Adopt

Assurance

(S

Clair Global Corp. CX: Engage
Rapid deployment of temporary hospitality
networks at remote and unusual
eniammmaent vaaue

ardigR: Assuranc

Device ¢

(S]

N Telecom

ecl d services t®
Malaysian government departments.

Device onboarding & Assurance

CX: Engage

Enterprise managed services: Complete
O&M of enterprise networks remotely.

Assurance & Software Image Mgmt.

Capgemini* CX: Use
Enterprise managed services: Complete
O&M of enterprise networks remotely.

©
(S

Assurance & Software Image Mgmt.

CX: Use

SEGASaMMY gEGA Sammy

Upgrade & manage 434 Cat9300 stacks
(868 devices) in < 4 hours.

®

@ Software Image Management

© @ o

Egyptian MoD* CX: Use

Create a zero-trust network for military
personnel and offices in new military HQ
city of Kayan.

Group-based policy & Assurance

N\

C)
(S

N WWT

CX: Engage
Create mobile application for DNAC using
Cisco APIs enables IT teams to access DANC

on a mobile device.

DNAC APIs & SDKs

-

b ITALTEL Italtel* CX: Use

Rapid deployment of temporary hospitality
(® networks at remote and unusual
entertainment venues.

@ Device onboarding & Assurance

* Internal reference, not for distribution
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