i
CISCO

Cisco SD-WAN&EAWS CloudiEsE (2
BFEBEXEIT)

MXEE  Cisco. Technical Solutions Architect
¥ AWS, Solutions Architect, Network Specialist
h#RFIA AWS. Sr. Business Development Manager, Compute - Networking

20214518



AE—H—D#BH

‘

" i@ o T thiR FA

Technical Solution Architect Solutions Architect, St. Business Development
Network Specialist Manager,
Compute - Networking
L aws aws

N N



SD-WANZ 77 1)w9 DAWSA~ D 5 -
SE{R (BT A )

v’ Site to Cloud
v Site to Site (AWS/\wHR—2EH)

B AWS TGWAR—ZX D
JS5oFaxokJ)a—i 3>

FEDHEERGRAUb




Cisco SD-WANZ 7 T w2 ®d
AWSA D 1T - L4



19 HE

LL

?

AWS TCisco SD-WANZ &)

VIR T EERYNT—X T DR EEAWSDRAE—RER S — ILEMAEHED

ToU0F A T4 ADIGFRE
AWSDfEl DT ZE B L

AWS_E D Cisco SD-WANIZ(Z. #
MMeEhf=F A MEEES LS
nf-R)o—ERDEREET T
FaAYTADRANT ST A ADEE
HIAFENTLNDS

FSO4v DT =3 TLANIIZEK
SRy kT —O DR
ZHEAL

HoieEhi=tT AV MEERYD
—@mRAICKY. AV TSATUR-T
OtXDEEMEEXiE



SD-WANT 72w oI5 )RIZIEET A EMHE(E?

Cisco AWS TGW
vManage Network Manager )“J v I~
e TSUFYUE T o TUFREDBITVFET—RIEDOH LR
o o) Yo— T A TF—L v kBRI Y
E— WAN/ARUE TLAM) ey, T4 DER

o —HEANS O YRVPCOTGWEEH.
Site to Cloud(J L M5 IR ~DER) &
AWSH 7\ R—>1 % B L 1=Site to Site (

A P = 1 4E85E) DI R % Cisco SD-WANTEE)

MIZFOE a=>J L., —cEHE - HE

AWS
Transit
Gateway

IPsec/GRE

AWS VPC

Cisco

IS5 FHLE SD-WAN
555 1)wh +  TGW Network Manager& M :E#E THugiEI D +
AWS VPG S249PETFLAMIZE B R YT —H 1L
iRt

adws



SD-WANZAWS| Z ZE {8
Site to Cloud (Jlm M5O ~D )

RKEDIZIFTIERELT

‘Igﬁi iEI—F

US Datacenter

----------------------------

CSP Fabric

g
.
AT Piussssssssssssssssssnnnnnn®

SD-WANR AL

US Branch

its affiliate



SD-WANZEAWS|Z3E {3

Site to Site (5= fE$%#E)

e
-
-
-
-
-
-
-
-

US Datacenter

susSEEEEEREEEEREEpinEEEEREREEREnnn,

7
7

_8D-WAN SD-WANFiR)L
vRouter  color: privdtel

*

7

Cisco SD-WAN

Network Control Plane

L

SG Datacenter

GNEEEEEEEEEEEERENEEEEEEEEEEEEEEEEg

*
7

SD-WANR> L SD-WAN
color: privatel VlRveTha

aws
1

~
eUEEEEEEEEEEm,

*

-
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE?

SD-WANk>RJL
color: public—internet

US Branch

AWS/\woR—>

aws
N1

-

“sssssnmmnmnn?®

RILLY

‘susssssssssEsEsEamenmEnEnnnnnnnnnn®

SD-WANF> )L
color: public—internet

SD-WANk> )L SG Branch

_ Control

Connection




Site to Cloud



Site to Cloud: ¥#t A = LEER
AL g A3
TGWHEH

RARNVPCIESE Transit VPCH#EE :
. < w Branch Site Data =
chzI;(;Z;e ﬁ @ WA SR ﬁ @ Netﬁv\é\if I\-I;Iir\:\elxger
‘ .................... ‘ ......... .......................... US-West-l ......................... EU_East_l
: : S|

' VPC/VNET  VPC/VNET:

— H
il —
8 . = B 5
= 2 : P ,
3 <O 20— g = i~
=y B : e :Amazon VPC\ ‘Amazon VPC ; :Amazan \P — ‘Amazan \MRC :
SD-WAN SDWAN : [ ' N i S
] : Transit : : : ; :
= ; : ; @ AWS Eackbone :
oo . . SD-WAN - VPC SD-W}ANI I AWS TOW S AWSTEW ]
----------------------------------------------- | i..Edge.. .. _Edge | | AR | 1|
SDWAN SDWAN
SD-WAN N = - _§'§j1t%ﬁ Transit I I Transit |
o SD-WAN SD-WAN : SD'(;’VAN VPET)SD-WAN sowan PO spwan
© .0 Edge Edge Foge Edge {7 % Edge Edge
Sme \: e e pp— [ — F ﬁu— — g— ————— o’
[~ ﬁ”tﬁ[{ ..............................................................
US Branch US Branch SN '
Site Site US Branch US Branch - SD-WAN
Site Site Edge Edge

EU Branch
Site

Cloud onRamp for |laaST Usgch
S E)LETE e
Cloud onRamp for MultiCloudT

BELarge

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



AWS Reference

Network Architecture ... .o

. i Account

Outbound
1__F URLfiltering
« NAT gatewayy,
DLP / Proxy

)

Internet
LLLLL "

Edge services

SD-WAN @&~

- Account

IAM, cross-account roles
DRV EmET: Testing Production Shared services
Account Account Account Account Account Account
Account Account Account Account Account Account Authentication, Monitoring
®
_|||||_
3 § IDS / IPS
®
Transit Gateway Firewall / NGFW

I - WAF/ADC /

VPN / Firewall

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

k|

AWS VPN (’}‘b
(8]

(ﬁb‘ AWS Direct Connect

aWws

\--;7



Transit Gateway Connect (SD-WAN H7Rk—|~)

ERETZ > 17=SD-WAN/ \ T Al
VPC&AWS Transit Gatewayfdl
DY A MEVPNOIARE(C

SD-WAN &EAWS Transit
GatewayRl(IF 1 F=wvoIL—F
« > (BGP) TIL—F 4 >U%
TE & fGE(C

A>T LSD-WANV T S5A 77> R
% B (CAWS Transit Gateway
(CHHAMAF
TERDFEETESTILICHEA

LR R)L—T v hodE E

AWS Cloud
Transit Gatgway

App VPC @

C\ 3rd party
SD-WAN Hub VPC

App VPC

Corporate SD-WAN

Branch

Branch
ad

R

VPC 7HYFAZ
SD-WAN A—)\—L o

Direct Connect

Transit Gateway Connect
TAYF A
adWs

S



AWS Transit GatewaydDZJ A —4

il R TI4ILE

AWS Transit Gateway 72 YF A kD3 5000

VPN &R LD K HigiiE* 1.25Gbps

VPC ##E#i_ EDwRARFENE (/1 N\—RF) 50Gbps
5

ThookHT=Y D AWS Transit Gateway DL




EH A3 (TGWHER)
DeepDive 73 EbBER

BE{b($v17.3~ BEkbidvi7.5~

: =+ = +=
VPC Attachment TSD-WAN{Z# VPN Attachment TSD-WAN#E#i Connect Attachment CSD-WANE &
E New!
ost VPC1
Host VPC1 ost VPC1
@ === @
TR T
LA _._JI VPG I__AZ__1 Pl VPC : A21r !
et @ ; e W
1 [\ Attachment VPG Transit VPC : '-r | \Attachment VPN [d28) Transit VPC S === .
' = Attachment Attachment  Gonnect Transit VPC
: Agzl_-.__,l Attachment| ® 1 -J achmel : AZE-r : oomnet
Host VPC2 i ‘ ost VPC2 B
1 _ | . _ _
M= . ® : 'l-' I AWS Transit ' | @
I_Az_1_r._ I Avéit;r::;lt I:AZ__1 —_.—_ ': Gate\::anySI : Azr'-. _,: AWS Transit
- _r_ - : '_r I I:—_—_—_ . Gateway
| | |
: Azz'_-._J L az2 _._J : AZ!F-.JI
. . FAF= = B RTEL * Transit VPCODSD-WAN{R#8)L—%(EBGP over IPSec T * Transit VPCOSD-WAN{R 48 )L—%A(ELBGP over GRET
. ?inﬁf%ﬁgg\é@—a\ﬁ;ﬂ%&i@;li?gvvgrﬁ;f/;é)b—hw TGWEEEHLT 2 TGWEIERE T % (FFA"—MPEFI A &)
next—hop&d:3 o )—Ua EEGERE SO T, Cloud onRamp for * Cloud onRamp for Multicloudt4&E T H &1L "I RE(v17.5~)
o TGWDRJIL—T vk ERD50GbpsE TR —ILEBE Multicloudt# st < B E1{L AT RE(v17.3~) o ZJ—TYMEITGWEDGRER Y JL T EIZ5Gbps
. EECHEErL o ZIL—TYRETGWEDIPSecks # L EIZ1.25Gbps . BERT—ILTYNERRS
s BE}RT—ILTIERE

or its affiliates. All rights reserved



WERDRY NO—DFPITSAT7 > ADERETIV

. Spoke VPC1 Internet gateway
Azl {:} Appliance VPC @
TGW-Attach-Spoke-VPC-1 AZ1
k| -
@ AWS Transit Gateway VPN connections
N
AZ2 e S —
i::} VPN connections 82\“ r?‘l >
 — ¢ )
TGW-VPN-Attachment1 n
? Destination Target SD-WAN T
Destination Target 10.0.0.0/16 TGW-Attach-Spoke-VPC-1 Ap pl ia nces o -
10.1.0.0/16 TGW-Attach-Spoke-VPC-2 (Q) on-prem Ise
0.0.0.0/0 TGW-Attach-Spoke-VPC-1
TGW-VPN-Attachment2 n
10.0.0.0/16 local . M\
VPN connections | _ 5N
Wsovc | e 1° —>
sDoke VPC2 Destination Target VPN connections
XXXX/X TGW-VPN-Attachmentl
AAAYAY TGW-VPN-Attachment2

AZ1

TGW-Attach-Spoke-VPC-2

]
=
% . RV ND— OB OEMENE

= i «  VPNZER(CKDHHDFHIR. RUOTTSA T 2 IANDEEFE

0.0.0.0/0 TGW-Attach-Spoke-VPC-2

10.1.0.0/16 local
aws
S



AWS Transit Gateway Connect

VPC1

=
=
—

\ 4

TGW-Attach-Spoke-VPC-1

Destination Target

0.0.0.0/0 TGW-Attach-Spoke-VPC-1

10.0.0.0/16 local

VPC2

AZ1

TGW-Attach-Spoke-VPC-2

AZ2

<JU ki O

Destination Target

0.0.0.0/0 TGW-Attach-Spoke-VPC-2

10.1.0.0/16 local

Internet gateway

_ _ . M
AWS Transit Gateway Xft‘g’cf;':;fa Appliance VEE

VPN connections

D :
BGP over GRE ﬁ»

v hSok SD-WAN To
10.0.0.0/16 TGW-Attach-Spoke-VPC-1 -
Appliances - i
10.1.0.0/16 TGW-Attach-Spoke-VPC-2 L On-premise
A
i L g
: — 0 —>
= L]
VPN connections
TGW-VPN-Attachmentl
AZ2

VY-y-yly TGW-VPN-Attachment2

H— RI\—F o ZF>7=SD-WANT S > Figki z G531t
ERDFEETETILICHEAYBREY™ R)L—T v hdmEE
1ARMDGRE k> =)L Tz D 5GbpsdDigkiE. 1 Connect Attachment
Hl=D. 4RDGRE h> )& HBR— bk

adWws

https://aws.amazon.com/jp/about-aws/whats-new/2020/12/introducing-aws- >
transit-gateway-connect-to-simplify-sd-wan-branch-connectivity/ T—



https://aws.amazon.com/jp/about-aws/whats-new/2020/12/introducing-aws-transit-gateway-connect-to-simplify-sd-wan-branch-connectivity/

TGW Connect Attachment CSD-WAN#E 5

AR RE

AWS TGW® VPN attachment® R JL—F IR (31.25 Gbps,
(OUZIRDRMILAVIIZIEHIEMNELY)
KEBBHAXTRT—ILT O BEIEELHZH.
BEHDIPSecho RILE BB LUV BENLT 2D IXHEE,
IPSecTURRAUEDINT Y IIPTRL AL, BHEDEBEHKIZEST
KELEFX1) T4 LEORBBEELDIGEENHS

Y )a— 3>

17505 1%, IPSecDXHYIZTGW Connect Attachment@® GRE >/
RIILEFEALI-B&{EE1=Cloud onRampV)1— 3 & HiR—
c 5,
ZhIZ&Y,.GREDE—FURILHT-YDRIL—T YR HERK5Gbps
FTKRIBIZAEL, TSAR—FPHLFERTES,

ZE/AREN

C8KVIFZHR—bENTLSHE—DRIEIL—FTHY.
vEdge Cloud&ECSRIKVIZHHR—rEN TLVELY

AWS Transit

Az!l-. Gateway

VPC Attachment

Connect Attachment

ssnnss GREFVHRJILTHBGPE TS



-
< =JL =
—
vManage TC onnect Attachmentix i
Cisco vManage '
. £X CONFIGURATION | CLOUD ONRAMP FOR MULTI-CLOUD > Cloud Gateway - Create
Q
Cloud Gateway - Create
o Use the fields below to provide cloud gateway details
3 Cloud Provider AWS  Amazon Web Services v
o
- Cloud Gateway Name awsCGW_02 v
= Description (optional) This is a brief description for this CGW [Fostvec] [Hostvec] [Hostvec |
m
Account Name awsAcct_01 v T
€
A
Region eu-west-02 v Cloud Gateway
SSH Key (optional) - %) AWS Transit Gateway
Settings @ GRE Tunnel
Transit VPC
Software Image @ BYOL  @PAYG 2x Cisco Cloud Services Router
17.5.0
Instance Size @ c4.2xlarge (8 vCPU) v %DUSE Default
IP Subnet Pool @ 10.0.0.0/16 | Branches I
Tunnel Count @ 10
UUID (Specify 2) @




Site to Site

(AWS/\yIR—2 g FE




S HOEEROIBEIRIEDEE

E/)\A)LikEs

aWws

\--;)



D—200— RDUZT RBATITHWVAWS By hD—20)\J (TEAL

AWS 12 T35

< % AWS U—=3>1

6 AWS U—=3> 2

aWws

S



D—200— RDUZT RBATITHWVAWS By hD—20)\J (TEAL

AWS 12 T35

< c%) AWS U—S3> 1

C%j AWS U—=3> 2

aWws

S



D—200— RDUZT RBATITHWVAWS By hD—20)\J (TEAL

AWS 12 T35

AWS
C%j AWS U—3>1 | Iy OR—> A Aws U-s3> 2
¥

SNANUA =

. '
#les 1 g 2 e 3

aWws

S



D—200— RDUZT RBATITHWVAWS By hD—20)\J (TEAL

AWS 12035

AN
I\ OR—> C% AWS U—=3> 2

(%) AWS U—=3> 1

DC 1 DC 2
e 1 Hlex 2 e 3

aWws

S



D— 00— RDISY RBITICHAEVAWS By hD—20/\J (&L
T2 —DHEEDFRE(C

AWS 12 T35

AWS
C% AWS U—33> 1 INY OR—=2

E%j AWS U—=3> 2

DC 1 T DC 2
T e 2 #Hle= 3

aWws

S



AWS Networking 0#

T

<E

ayn

>3

%t - UE—hI1—Y—
adWs

S



AWS & N—bhF—IT O3 RXF LA (NWIRE)

: Dirgct Connect AWS Network Firewall Transit Gateway
H-—EXFUNU—/){—hF— B = bhF— Network Manager /{— b7 —

Transit Gateway Connect Gateway Load Balancer AWS Marketplace
I\— k7 — I\—hkF— HEE

PrivateLink

H—EXLT 1 /(= bhF—

aWws

\-_-f"



AWS 20—/ L) \y O7R—>

24 DU—3> & 77 DPARXSEUF 1 —V—3 (A7)
225 ZBABTY Uiy NO—F0K 255> (2000 BIcgnECRR)

108 @ AWS Direct Connect O —>3a >

TTER® 100 Gbps U> 2 . J : \ '
Ry NI—=DO RS T4 v ODESE

~_ 7
£ AWS U—=32*, CloudFront POP. Direct Connect O —=3 > D%
*HERTZEIFS !




AWS 2 0—)V)LI\Y OR—>DOHEIRRSTIEDAU WY

T+

NS wolE1>
A= FTEFRL

AWS 1 > D S%ztaElh

a0

o FE

ILRE - TRMtZ
B TEE

foh
R e
QE?
ERETZD4%8E
BERBNT T4V ID

IBERISZ ML (C
Y42\

JOF2 =7+
(BEIRICLDIELY
BHR1 > )
1> —2w bk 1Ry ~
ZRwy ] 2 BEDEBIL
SN TULVRL VI EBEsE %
[E58¢

ECOIV—3 2B NS T v I\ OR— > &0 *

adWs
FREALZERS



FAE B

Transit Gateway D&

F VPC F VPC

> @ TGW

VIYVFA
$0.07/BF x 7V F A MR

e WIBF— 5

$0.02/GB x TGW\DERXE (GB)

Dl AN DR
WIS —4

$0.09/GB x = > HR—)L
) —= 3 > ADERXE (GB)

aWws

S



Transit GatewayZi Rl

v' Tokyo RegionD4|
7w FA>4D/H: 730 hours in a month x 0.07 USD = 51.10 USD x 4 = 204.40 USD
TGWALIES—74 : 30GB per month x 0.02 USD = 0.60 USD
7RIS RU—=3 > RIES —4 : 10GB per month x 0.09 USD = 0.90 USD

PHYFAI R EDEE/1h (0.07 USD) ol

F VPC F VPC

7 N> RU—2 3 S RENET—4
1 GB »/=DDHl& (0.09 USD)
Tokyo — Singapore, Oregon

___________________________

VPC

___________________________

TGWHLEESF—%4
1 GB H/=DhD#& (0.02 USD)
VPC - TGW

&T:205.90 USD/HA
aws

R e e I \..-_;’



« AWS/\yOR—2Z BELVTSD-WANR )L
« AWS/IN\YOR—2FFToF—LAELTHED
- BFDTAJIRRT—RREETR

. App—aware)L—T 42 TRI{EHREIE




Site to Site DI A—TS5A XD 1—RH5—R

1 1
1
i Global Backbone i




Site to

Sitel&E LD SP/MSPD 1—RX 5 —X

1 1
1
i Global Backbone H

_______________________________________________________________________________________________________________________




A :AWS TGWAR—Z M
Jo5FaAxoM))1a—i 3>




FHE AWS TGWR—XD TS FaRrokI)a— 3>

FREE

s XIEQIVRA—HMNITURTRARSNATLNET T
r—2avIc7 O RTESLLSIC, MM/ XIEDVPNE
D5 ORETRT IDELHD

) a—3Y

o IPSechrRILIF, TYDTINAREAWSI SV DY —kh T
ABIZRESND, DR RILIE, TSUFVPNDLSD
AV EBGPIL—T AT NS T4 0% mET D

o ISUFTNARIFEHDVPNEFEDIENTE. CHDE
VPNIZTGWADVPN attachement TR 9 5

+ VPN attachement®—&8&EL T, TV FT/INA AMBTGWA
DVPNDIERHFBIREIZT AAWSHR AT —4S —kH A/ EVPN
EHISIRA T MER SN S,

e MEMDEOHIZ. TFUFTEIZ2DDIPSechk RILAERHE
ns

25 /RSN
+ TGWhHWManagelZ&>TAVRAU AL, B,

BLUFHIHENSFHLOVERTOH Y R—IE
nd




AEHDE LS. Summary

v" Site to Cloud
v' Site to Site



ABDFRED . RAk

* Site to Cloud: Cisco SD-WANTDAWSOTORAADIELHE A,
INF—2F BN (TGWIR R HEZE ' )

« Site to Site: Cisco SD-WAND 75 —L 4 ELTAWS TGW,
AWS/IN\NYIR—2 % BT BV F) AT



AABDFEEDH . RA+

comerese (Calay  €—— — —> WAsTew Cisco SD-WAN®DCloud onRamp for Multicloud
€ S WREZERT L. RDUF YA EL—LLRIC
................................... &gy EUEastl .............................................. %ﬁ'@%é
A . % N 1. Site to Cloud: AWS TGWZ%{#>TSD-WAN
C\ O@ C@ C@ TYRT—OEAWSIZHERRT S

A_’“az_°” ‘fC_\K - _/ Amazon VPC_ : Aesoi\FE | 2. Site to Site: AWS TGWD)—Sa RIE 7
: : DU EFERLT, AWSR YT —/3w R
AWS TGW @ - AWS TGW 1| —>ZFALTSD-WANRYrD—5%&45 0
| — | | | —N\ILIZHEERT S
. 1 .
SDW(—\/ll\Dlgransn | I | SDW@Egransn :
SD-WAN Edge SD-WAN Edge I | SD-WAN Edge SD-WAN Edge |
A
it

US Branch Site EU Branch Site

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



i
CISCO

Thank you



