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CHAPTER 1

HyperFlex Upgrade Testing

* Overview, on page 1

Overview

Cisco HyperFlex Upgrade testing validates the upgrade of HyperFlex system from HXDP 2.6(1¢)/3.0(11)/3.5(2g)
to HXDP 4.0(2a). This program also validates the upgrade of ESXi ( 6.0 U3 to 6.5 U3 and 6.5 U3 to 6.7 U3)
installed on the HyperFlex nodes.

Acronyms
Acronym Description
FI Fabric Interconnect
HX HyperFlex
HXAF HyperFlex All Flash
HXDP HyperFlex Data Platform
oS Operating System
UCS Unified Computing System
UCSM Unified Computing System Manager
Ul User Interface
VM Virtual Machine
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Test Topology and Environment Matrix
* Test Topology, on page 3
» Component Matrix, on page 4
» Environment Matrix, on page 4
Test Topology
Fig 1: Topology in Use
____________ Converged
= r———e Interconnects
\'be‘{etfink 10G Ethernet

FI 6332 16UP

" Cisco HXAF220c M5SX Nodes
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. Component Matrix

Component Matrix

Component Model

UCS FI 6332 - 16UP

HyperFlex Serves HXAF220c M5SX HyperFlex Nodes
UCS Servers B200 M4 (Infra Server)

Environment Matrix

Component Version
UCsM 4.0(4g)
ESXi 6.0 U3 - 15169789

6.5 U3 - 15256549
6.7 U3 - 15160138
vCenter 6.7 - 8170087

HXDP 2.6(1e) - 26812
3.0(11) - 29888
3.5(2g) - 32110
4.0(2a) - 35121
Windows Server OS Windows Server 2016
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CHAPTER 3

Test Strategy and Features Tested

» Test Strategy and Features Tested, on page 5

Test Strategy and Features Tested

Cisco recommends upgrading the HyperFlex Components in the following order for optimizing the upgrade
time:

* Upgrade Cisco UCS Infrastructure
* Upgrade Cisco HX Data Platform
» Upgrade Cisco Customized VMware ESXi

* Upgrade Cisco UCS Firmware

Upgrade Cisco UCS Infrastructure

The UCS Infrastructure has to be upgraded to the latest supported version manually before initiating the
upgrade of the HyperFlex components. The Upgrade feature of the HyperFlex software will not upgrade the
UCS Infrastructure.

Upgrade Cisco HX Data Platform

The Upgrade feature of HyperFlex software allows you to upgrade HXDP from versions 2.6/3.0/3.5 to version
4.0 . This includes a series of steps - Validation, Bootstrap, Pre-upgrade, Upgrade and Post Upgrade tasks.
The detailed steps for the upgrade are listed in the next chapters.

Upgarde Cisco Customized VMware ESXi

The Upgrade feature of HyperFlex software allows you to upgrade VMware ESXi from 6.0 to 6.5/6.7. This
includes a series of steps - Validation and Upgrade on individual nodes in a sequence. The detailed steps for
the upgrade are listed in the next chapters.

Upgrade Cisco UCS Firmware

The Upgrade feature of HyperFlex software allows you to upgrade the UCS Firmware. UCSM details need
to be provided in order to perform the Firnware upgrade.

HyperFlex Upgrade Testing .



Test Strategy and Features Tested |
. Test Strategy and Features Tested

. HyperFlex Upgrade Testing



CHAPTER 4

HXDP Upgrade using HyperFlex Connect Ul

* HXDP Upgrade from 2.6 to 4.0, on page 7
» HXDP Upgrade from 3.0 to 4.0, on page 13
* HXDP Upgrade from 3.5 to 4.0, on page 20

HXDP Upgrade from 2.6 to 4.0

Upgrade of HXDP 2.6(1e) to HXDP 4.0(2a) needs manual bootstrap on the Controller VMs. Check for the
pre-requisites are met. Please follow the below procedure for the manual Bootstrap process and the upgrade.

1.  From the vCenter Server, identify the Controller VM that holds the IP address of the Cluster Management.

vmware* vSphere Web Client = Updated at 559 PM @) | | Launch vSphere Client (HTMLS) | | Administrator@VSPHERELOCAL ~ | Hep~ | (&}
Navigator K stctivm-wzP22190GoW | md @ 55 | {gpActions ~ =~ | [# Workin Pro
hl Getling Started | Summary | Monitor Configure  Permissions  Snapshois  Dalasiores  Networks
| 2 &
@ ] a8 e SICIVML-WZP22190GOW - Piios
~+ (GIHXIS-1 cisco.com GuestOS:  Ubuntu Linux (64-bit) 446,00 MHz
~ [lgbc-01 Compatiiity:  ESX 6.0 and later (VMversion 11)  EORVUSAGE |,
v Hx-Cluster Managed By:  vSphere ESX Agent Manager 1.92 GB
(7, I Details ) STORAGE USAGE
7, — VMware Tooks: Running, »ermzmm% £, SICHVM-WZP22190GSW. % = 26708
(7, I Wore info,
o y SEOAELEREAE 1P Addresses: 0
. SICIVIM-WZP22190588 DNS Name: hx5240-1 cisco com {2 Alarms
£ 0G8Q 1P Addresses: — e e
View all7 1P agdresses I @
Host I
. I
a s 1e80::8842:35f1 fe6e: 5567
1e80::250:56fTfead 6475
» VM Hardware o) |~ VM Storage Poiicies =]

2.  Using WinSCP, connect to the Cluster Management IP using the “root” credentials and transfer the
HXDP Upgrade package to the “/tmp” directory. Do not create any new folders. (You can follow any
other procedure to transfer the upgrade files to the “/tmp” directory.)

3.  From vCenter clinet, open the console of the Controller VM that holds the Cluster Management IP and
change to the “/tmp” directory. You can find the upgrade package transferred in the previous step.
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. HXDP Upgrade from 2.6 to 4.0

stCHVM-WZP22190GOW

ttt ALERT 1!t

This service is restricted to authorized users only.
All activities on this system are logged.

access will be reported.

HyperFlex StorageController 2.6(1e)
rootPhxsc240-1:"# cd /tmp

root@Phxsc240-1:/tmp# ls
storfs-packages-4.0.2a-35121.tgz | tmp

ucsnWriteConfig. json tmp.
.DMOZcNPalz
.dm(zR8Fut?

storfs pport.log tmp
tmp

tmp.
.04270n8RBN
.fG1EUTNsR1
.KUbs Z2In
.01DfBU??7Xa
.KAbbeUvkur

tmp
tmp
tmp
tmp
tmp

tmp.
.eRk0evIbzF
JpBI61Lp generic_disk

tmp

root@hxsc240-1:/tmp# _

HXDP Upgrade using HyperFlex Connect Ul |

.80aXzwvdVi

1P jBdgSUnK

jRivyUnXQB

IeJAsWsuw

Unauthorized

info.gu8

.
Enforce US Keyboard Layout | View Fullscreen § Send G

tmp.408DbsFBbS
tmp .HKXz0z1 jFU
tmp. j212Droopi
tmp.oyRxFELRzk
tmp.u¥0uv3K1YB6
tnp.vclQuNGhg9
tmp.wlMhSulCr j
tmp . xA3UZKKUUL
ucsnGetOrg. json
scumclient.pid
storfs.pid
zookeeper_server.pid
storfseventsfifo

4.  Un-compress the package using “tar -zxvf <upgrade-package-name>.tgz. This Un-compresses and

extracts all files to the root of the “/tmp” folder.

'ttt ALERT t11?

This service is restricted to authorized users only.
All activities on this system are logged. Unauthorized

access will be reported.

HyperFlex StorageController Z2.6(1e)
rootPhxsc240-1:"# cd /tmp
root@hxsc240-1:/tnp#t ls
storfs-packages-4.0.2a-35121.tgz tmp.
ucsmriteConfig. json tmp.
storfs pport.log tmp.

: e tmp.
tmp
tmp
tmp
tmp
tmp

80aXzwudVi
1P jBdg5VUnK
DMOZcNPalz
dm(JzR8Fuwt?

. jJRivyUmX(B
.04270n8RBM
.fG1EUT |
.KU6sNoCZ21Im
.01Df8VU77Xa

tmp.K

tmp.

> disk _info.

Enforce US Keyboard Layout | View Fullscreen | Send ctr

tmp.408DbsFBbHS
tmp.HKXz0z1 jFU
tmp. j212Droopi
tmp.oyRxFELRzk
tmp.uYOu3K1YB6
tmp.vclQuNGhg9
tmp.wlMhSuwOCr j
tnp.xA3L kUUL
ucsmGetOrg. json
scumclient.pid
storfs.pid
zookeeper_server.pid
storfseventsfifo

root@hxsc240-1:/tmp# tar —-zxvuf Storfs—paékages—d.0.2&435121.tgz "

5. Execute the “./cluster-bootstrap.sh” command to invoke the bootstrap packages for upgrade. Provide
the vCenter Server IP, Username and Password as requested.
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| HXDP Upgrade using HyperFlex Connect Ul
HXDP Upgrade from 26t0 4.0 [JJ}

Enforce US Keyboard Layout | View Fullscreen

tcpdump_4.9.2-0ubuntu0.16.04.1_and64.deb
tomcat8-common_8.5.3Z2-1ubuntuZz_all.deb

tomcat8-packages.list

tomcat8_8.5.32-1ubuntuz_all.deb

tzdata_2017c-Qubuntu0®.16.04_all.deb

ucsnsdk-0.9.2.23.tar.gz

vcversioner-2.16.0.0.tar.gz
vim—-common_2+%3a?7.4.1689-3ubuntul.3_amdb4.deb
vim-runtime_2x3a7.4.1689-3ubuntul.3_all.deb
vim-tiny_2#3a?7.4.1689-3ubuntul.3_amd6b4.deb
vim_273a7.4.1689-3ubuntul.3_amd64.deb

wamerican_7.1-1_all.deb

websocket_server-0.5-pyZ-none-any.whl

wget_1.17.1-1ubuntul.5_amd64.deb
x1liproto-core-dev_7.0.31-1"ubuntul6.04.2_all.deb
zookeeper_3.4.12_x86_64.deb

root@hxscZ240-1:/tmp# .-/cluster-bootstrap.sh

Current version of the cluster is "2.6.1e-26812"

Current version is compatible with upgrade. Continuing...

Preparing bootstrap process. Please wait, this can take a few seconds...
[ 1622.786064]1 cdc_ether 1-1:1.0 usb0: kevent 12 may have been dropped
[ 1622.786140]1 cdc_ether 1-1:1.0 usb0: kevent 12 may have been dropped
Enter vCenter Host: IS

Enter vCenter User: Administrator@usphere.local

Enter vCenter passuword:

6.  Wait for the bootstrap process to complete.

stCHVM-WZP22190GOW Enforce US Keyboard Layout | View Fullscreen

Updating vCenter plugin

Executing NodelnfoScript : create_node_info.py

Executing MgmtAgentScript :@ upgradeMgmtConfig.sh

Executed sopt/springpath/syncStMgrConfig.py

hxSvucMgr start/running, process 16121

Update sed configuration files...

Retrieved SED capability

SED capability is: 0O

Updating configuration with default SED values..

Disabling cluster wide rebalance using stcli

Successfully disabled rebalance on the cluster

Error opening Certificate setc/nginx/.backups/server.crt

140583382279832:error :0200100Z2:system library:fopen:No such file or directory:bs
s_file.c:406:fopen(’ sretc/nginx/.backups/server.crt’,’'r’)
140583382279832 :error :20074002:BI0 routines:FILE_CTRL:system lib:bss_file.c:408:
unable to load certificate

Restoring certificate

Bootstrap completed. Please use HX Connect UI to upgrade cluster to "4.0(2a)" re
lease.

If you have an active HX Connect session on a browser, refresh the session manua
11y or re-login into the session.

root@hxscZ40-1:/tmpt _

7. Once the bootstrap process is completed, refresh the vCenter and HX Connect UL

Login again to the HX Connect Ul using the credentials.
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HXDP Upgrade using HyperFlex Connect Ul |

[l HX0P Upgrade from 26 to 4.0

il
cisco

Cisco HyperFlex Connect

HyperFlex

2.6(1e)

L | Username

a2 Password

8.  Click on “Upgrade” and check for the Current Cluster Version details.

HyperFlex Connect HXAF-Cluster

€ Dashboard CLUSTER UPGRADE ELIGIBILTY
No Results

Test Upgrade Eligibility
MONITOR

0 Alarms

f svenss

Select Upgrade Type

Activty

UCs Server Firmware
ANALYZE

[dh Performance B HxDpata Platform

PROTECT

Replication Drag the HX file here or click to

MANAGE
Current version: Version(26.1e.26812) G

uri ecalls Bundle versior
HX2201  2.6.1e-26812

ystem Information B 5

: X202 264026812
B Detsins HX220-3 2.6.1e-26812

[ virtual Machines VCenter credentials  (Reauire for HXData Platorm o

ware £55 upgrade)

Usrame Aaminsazsuera

> Webcll

Auto-support Settings

When Auto-supportis enabled, the cluster will periodically send information about the deployment environment for the purpose of delivering proactive support and product improvements. Cisco may reach out with Important notifications to the email address provieded bel
regarding potential issues and support cases.

Enroll for Auto-support (Recommended)

9.  Select the HX Data Platform checkbox, browse and upload the Upgrade package. Provide the vCenter
credentials and click on “Upgrade”.
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| HXDP Upgrade using HyperFlex Connect Ul

HXDP Upgrade from 26t0 4.0 [}

HyperFlex Connect HXAF-Cluste:
@ Dashboard CLUSTER UPGRADE ELIGIBILTY
No Results
Test Upgrade Elig
MONITOR
L Alarms
Y Events
Select Upgrade Type P

Activity

UCs Server Firmware
ANALYZE
[dh Performance E3 HxDpata Platform
PROTECT

Replication © storfs packages4.0.2a-35121 file s uploaded

MANAGE e e e : : : S S

Currentversion: Version(26.1e-26812)  Current cluster detais Bundie vers

Bl system information S

5 Datastores
[ virtusl Machines VCenter credentials  (Raauired for KX Daca Platform o Viiware E5K upsrace)
User Name Admin Password
' Upgrade
Adrministracor@usphere.Jocal ©
> webcul

Auto-support Settings

When Auto-support is enabled, the cluster will periodically send information about the deployment environment for the purpose of delivering proactive support and product improvements, Cisco may reach out with important notifications to the email address pre
regarding potential issues and support cases.

Enroll for Auto-support (Recommended)

10. Click on “Confirm” to proceed with the validation and upgrade process to begin.

Upgrade Notice

The selected upgrade operation requires the hosts to be put into maintenance mode. This requires
running VMs and applications to vMotion to other nodes in the cluster. This is a non-disruptive
operation and will eccur autematically if DRS is licensed and set to fully automatic made.

11.  Wait for the Validation to be completed.
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HXDP Upgrade using HyperFlex Connect Ul |
[l HixoP Upgrade from 2.6 0 4.0

‘usee  HyperFlex Connect HXAF-Cluster

@ Dashboard CLUSTER UPGRADE ELIGIBILTY
4 No Results

| mowrmor

I QO warms

1y events

: Progress
i Activity

Validating upgrade

1 AnaLYzE

i L Performance
| HXAF-Cluster

| erorect [ sccecaed |
Replication

| © sysemintormation 5
Datastores v

| O viwst vachines v

T Upzrade i
Web CLI

he

12. Once the validation completes, Upgrade process starts.

‘U5t HyperFlex Connect HXAF-Cluster
Progress
D Dashboard
MONITOR ) Upgrade in progress
Q Warms Upgraded 1 of 3 total nodes
Ty Events ~ Collapse All
Activity ~ HX220-1
ANALYZE
ldfh Performance
~ HX220-2
PROTECT [ succosaes
Replication
MANAGE
System Information
Datastores
3 virtual Machines
1" Upgrade
> webcu
~ HX2203

13.  Once the upgrade is successful on the HyperFlex nodes, wait for the Post upgrade tasks to be completed.
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| HXDP Upgrade using HyperFlex Connect Ul

HXDP Upgrade from3.0t0 40 [}

HyperFlex Connect. HXAF-Cluster

7 Dashboard CLUSTER UPGRADE ELIGIBILTY
No Results

oniTor
) Alarms

¥ Events
Progress

g Activity

C  Upgrade in progress
NALYZE

I Performance Upgraded 3 of 3 total nodes
~ Expand All

0TECT

~ HXAF-Cluster
2 Replication

ANAGE
g system Information
S Datastores & HX220-1
J virtual Machines

HX220-2
' Upgrade
. WebcLl ~ HX220-3

14. The Upgrade is completed, refresh the browser and access the HX Connect Ul from the browser. You
can see the HXDP upgraded to HXDP 4.0(2a).

aliafn,
cisco

Cisco HyperFlex Connect

HyperFlex

4002a)

HXDP Upgrade from 3.0 to 4.0

Upgrade of HXDP 3.0(1e) to HXDP 4.0(2a) needs manual bootstrap on the Controller VMs. Check for the
pre-requisites are met. Please follow the below procedure for the manual Bootstrap and Upgrade process.

1.  Identify the Controller VM that holds the IP address of the Cluster Management.

HyperFlex Upgrade Testing .



HXDP Upgrade using HyperFlex Connect Ul |
. HXDP Upgrade from 3.0 to 4.0

Updatedat 147 PM ©) | | Administralor@VSPHERELOGAL ~ | Heip - | (]

vmware* vSphere Web Client

Navigator X stCUVM-WZP22190GSW  mi | B (5 | {gyActions v =7 | # Work In Progress
A Getting Started | Summary | Monitor Configure Permissions ~ Snapshots Dalastores  Nelworks
. @ P
9|8 B8 9 scamwzez2190Gow g Lo
g XIS 1-ciscoicopn Guest 0; Ubuntu Linu (64-bit) bl 2.07 GHz
M 9e:01 Compaliity:  ESXi6.0 and later (VMversion 11) s VEWORY SAGE
@ Hx-Cluster Menaged By:  vSphere ESX Agent Manager 3.84GB
Detals 3 STORAGE USAGE
Vhware Tools: Running, version 21474334 {i, StCHIVM-WZP22130GIW X 4 267GB
Me
oo TR IP Addresses:
= e P Addresses: I —
. View —
@i SICIVM-WZP22190GIW. -
» VM Hardware ~ VM Storage Policies
VM Storage Policies
» Advanced Configuration
VM Storage Policy Compliance
¥ Custom Attributes Last Checked Date - 3 Alarms
e Check Compliance Ao e

2.  Using WinSCP, connect to the Cluster Management IP using the “root” credentials and transfer the
HXDP Upgrade package to the “/tmp” directory. Do not create any new folders. (You can follow any
other procedure to transfer the upgrade files to the “/tmp” directory.)

3.  From vCenter clinet, open the console of the Controller VM that holds the Cluster Management IP and
change to the “/tmp” directory. You can find the upgrade package transferred in the previous step.

stCHVM-WZP22190G9W Enforce US Keyboard Layout | View Fullscreen

tmp.1¥YSO05PyY0iu tmp.VUC jlaoJkc cunclient.pid
tmp.XacmGneRgO tmp.fokf5x storfs.pid
tnp.SkueUWEhb1 generic_dis info.iB3 =zookeeper_server.pid
tmp.iud4Nkxxa8b tmp. 1DrVdUs 2 storfseventsfifo

root@hxscZ240-1:/tmp#t Is
tmp .5cc
tmp.VUWC jlaoJkc
tmp .fokf5x556HM
generic_disk_info.iB3
tmp.1DrVdUS8n2
tmp .ATFFJXgLXG
tmp.IFio BIN
t] tmp.i jiB4KGuuc

.1¥YS05Py0iu tmp.oAzibDzAN3

.XacmGneRgO0 tmp.p4U9qohibF

.SkueUWEhDb1 tmp.uxWWd951aC

. iu4Nkxxa8b tmp nbU

.iveHTtFCUU dedupe_estimator_server.pid

.KOTDRsatKu U ient.pid

mKUuO L s.pid
S9AE zookeeper_server.pid
.aJLzclch51 storfseventsfifo
.0iZylBhlOs
root@hxscZ4 tmp#t tar —zxuf storfs-packages-4.0.2a-35121.tgz

4.  Un-compress the package using “tar -zxvf <upgrade-package-name>.tgz. This Un-compresses and
extracts all files to the root of the “/tmp” folder.
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| HXDP Upgrade using HyperFlex Connect Ul
HXDP Upgrade from 3.0 to 4.0 .

stCHVM-WZP22190G9W Enforce US Keyboard Layout J View Fullscreen

tmp.1¥SO05PyY0iu tmp.VUC jlaoJkc scunclient.pid
tmp.XacmGneRgO tmp.fokf5x556M storfs.pid
tmp.SkueUWEhbI generic_d info.iB: zookeeper_server.pid
tnp. iud4Nkxxa8b tmp.1DrVdUs i storfseventsfifo

root@hxsczZ240-1:/tmp#t Is
[storTs packages 1.0 Za F5TZTTgz ] tnp .47 Nakqdg
tmp.S5coe¥pQz?n
tmp .VWC jlaoJdkc
tmp.fokfSx556M
generic_disk_info.iB3
tmp.1DrVdUS8n2
tmp .ATFFJXgLXG
tmp.IFioZCzBIN
L 001 tmp.i jig4KGuuc
1YSO05Py0iu tmp.oAzibDzANn3
.XacmGneRg0 tmp.p4U9qohibF
.SkueUWEhDbI1 tmp . uxWWd951acC
. iu4Nkxxa8b tmp . x00kZRgnDU
.iveHTtFCUU dedupe_estimator_server.pid
.KOTDRsatKu scumclient.pid
.SCMyCmKVu0 storfs.pid
.UxoJdryESAE zookeeper_server.pid
.aJLzclch51 storfseventsfifo
.0iZylBhlOs

root@hxscZ40-1:/tmp#t tar -zxuf storfs-packages-4.0.2Z2a-35121.tgz

5.  Execute the “./cluster-bootstrap.sh” command to invoke the bootstrap packages for upgrade. Provide
the vCenter Server IP, Username and Password as requested.

stCHVM-WZP22190GOW Enforce US Keyboard Layout | View Fullscreen

sudo_1.8.16-0ubuntul.8_amdb4.deb
tcpdump_4.9.2-0ubuntu0.16.04.1_amd64.deb
tomcat8-common_8.5.32-1ubuntuZ_all.deb
tomcatB8-packages.list
tomcat8_8.5.32-1ubuntu2_all.deb
tzdata_2017c-Oubuntu0.16.04_all.deb
ucsmsdk-0.9.2 .23 .tar.gz
vcversioner-2.16.0.0.tar.gz
vim—common_Z2x3a7?.4.1689-3ubuntul.3_amd64.deb
vim-runtime_2%3a7.4.1689-3ubuntul.3_all.deb
vim-tiny_2#3a7.4.1689-3ubuntul.3_amdb64.deb
vim_2#3a7.4.1689-3ubuntul.3_amd64.deb

wamerican_7.1-1_all.deb
wvebsocket_server-0.5-pyZ2-none-any.whl
uget_1.17.1-1ubuntul.5_amd64.deb
x1llproto-core-dev_7.0.31-1"ubuntul6.04.2_all.deb
zookeeper_3.4.12_x86_64.deb

Current version of the cluster is "3.0.1i-29888"

Current version is compatible with upgrade. Continuing...

Preparing bootstrap process. Please wait, this can take a few seconds...
[ 3073.7998801 cdc_ether 1-1:1.0 usbO: kevent 12 may have been dropped
Enter vCenter Host: NS

Enter vCenter User: Administrator@usphere.local

Enter vCenter password:

6.  Wait for the bootstrap process to complete.
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HXDP Upgrade using HyperFlex Connect Ul |
[l HixoP Upgrade from 3.0 t0 4.0

Enforce US Keyboard Layout | View Fullscreen || send ci

Updating vCenter plugin

Executing NodelInfoScript : create_mode_info.py
Executing MgmtAgentScript : upgradeMgmtConfig.sh
Executed sopt/springpath/syncStMgrConfig.py
hxSvucMgr start/running, process 23982

Update sed configuration files...

Retrieved SED capability

SED capability is: 0

Updating configuration with default SED values..

Disabling cluster wide rebalance using stcli

Successfully disabled rebalance on the cluster

Error opening Certificate retc/nginx/.backups/server.crt
140510825293464 :error: 02001002 :system library:fopen:No such file or directory:bs
s_file.c:406:fopen(’ setc/nginxs/ .backup/server.crt’,’'r')
140510825293464 :error: 20074002 :BI0 routines:FILE_CTRL:system lib:bss_file.c:408:
unable to load certificate

Restoring certificate

Bootstrap completed. Please use HX Connect UI to upgrade cluster to "4.0(Za)” re
lease.

If you have an active HX Connect session on a browser, refresh the session manua
l1ly or re-login into the session.

root@hxsc240-1:/tmp#

7. Once the bootstrap process is completed, refresh the vCenter and HX Connect UI.

Login to the HX Connect Ul using the credentials.

Cisco HyperFlex Connect

ESESE SR
HyperFlex

8.  Click on “Upgrade” and check for the Current Cluster Version details.
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| HXDP Upgrade using HyperFlex Connect Ul

9.

10.

HyperFlex Connect

HXDP Upgrade from3.0t0 4.0 [}

D Dashboard
MONITOR

0 Aarms

Ty Events
Activity
ANALYZE

lfh Performance
PROTECT
Replication

MANAGE

ystem Information
Datastores

3 virtual Machines

Upgrade

> webcu

CLUSTER UPGRADE ELIGIBILTY
No Results

Select Upgrade Type

UCs Server Firmware

B3 +ixData Platform

0.11-29888)

vCenter credentials  (Requires for HX Data Platfo

Userame Acmin Bazsuera

Auto-support Settings

eriodically send information about the deployment environment for the purpose of delivering proactive support and product improveme

Test Upgrade Eligibility

isco may reach out with important notifications to the email address p

Select the HX Data Platform checkbox, browse and upload the Upgrade package. Provide the vCenter
credentials and click on “Upgrade”.

HyperFlex Connect

€ Dashboard
MONITOR

0 Marms

¥ events
Activity
ANALYZE

ldh Performance
PROTECT

Replcation

MANAGE

System Information

Datastores
3 virtual Machines
' Upgrade
> webcu

et

£R UPGRADE ELIGIBILTY

No Results

Select Upgrade Type

UCs Server Firmware

B2 HxDpata Platform

Current version: Version(3.0.11-29888)  Curres

> Chacksum

vCenter credentials  (Required for HX Daca Platform o

5K upgrade]

User Name Admin Password

Test Upgrade Eligibility

Bundle versior

Administre

Auto-support Settings

When Auto-suppol
regarding p

Enoll for Au

support (Recommended)

ering proactive support and product improvemens. Cisco may reach out with important notifications o the emal address

Click on “Confirm” to proceed with the validation and upgrade process to begin.
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HXDP Upgrade using HyperFlex Connect Ul |

[l HxoP Upgrade from 3.0t 4.0

Upgrade Notice

The selected upgrade operation requires the hosts to be put into maintenance mode. This requires
running VMs and applications to vMotion to other nodes in the cluster. This is a non-disruptive
‘operation and will occur automatically if DRS is licensed and set to fully automatic mode,

11.  Wait for the Validation to be completed.

HyperFlex Connect HXAF-Cluste

€ Dashboard CLUSTER UPGRADE ELIGIBILTY
No Results
MONITOR
0 Aarms
W Events
Progress
Activity

Validating upgrade
ANALYZE

ldn Performance
HXAF-Cluster

¥ Getreesse meaacs rom packase
eroTECT e
¥ Checking cusersiae
— ' Cracking A Semice Statum on Viware Vi Cencer
ST R ' Checking  al nodes are online and connecied o vCenter
' Cracking sl contraler = have enugh free zpace in oo parion
Datastores
v !

3 virtual Machines
¥ Checking vCenter configuration
k=

Upgrade

> webcu

12. Once the validation completes, Upgrade process starts.
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HXDP Upgrade from3.0t0 40 [}

' HyperFlex Connect HXAF-Cluster

€D Dashboard

MONITOR
B, swarins Progress
% (e
() Upgrade in progress
Activity
Upgraded 3 of 3 total nodes
BALYE ~ Expend Al
ldh Performance g
cluster o s complete. Running Post Upgrade Tasks
PRGTEG [ progres= |
Replication
£x220-1
MaNAGE
System Information R —
Datastores ==

Virtual Machines

Upgrade

Web cLI

¥ Exidng Cluster Node from mainsenance mode.

13.  Once the upgrade is successful on the HyperFlex nodes, wait for the Post upgrade tasks to be completed.

= W& HyperFlex Connect HXAF-Cluster
@ Dashbosrd CLUSTER UPGRADE ELIGIBILTY
No Resuits
nMoNITOR
L Aarms
W Events
Progress
Activity
D Upgrade in progress

ANALYZE
Iy Performance Upgraded 3 of 3 total nodes

v Expand Al
PROTECT

~ HXAF-Cluster
Replication LA rees
MANAGE
B system information
2 Dpatastores v HX220-1
1 Virtual Machines
- v HX220-2
7' Upgrade
> webcu (205

14. The Upgrade is completed, refresh the browser and access the HX Connect UI from the browser. You
can see the HXDP upgraded to HXDP 4.0(2a).
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[l HxoP Upgrade from 35t0 4.0

ol
cisco

Cisco HyperFlex Connect

HyperFlex

HXDP Upgrade from 3.5 to 4.0

Upgrade of HXDP 3.5(2g) to HXDP 4.0(2a) starts with automatic bootstrap on the Controller VMs. Please
follow the below procedure for the upgrade process.

1.  Login to the HX Connect Ul using the credentials.

2. Click on “Upgrade” and check for the Current Cluster Version details.

és' HyperFlex Connect HXAF-Cluster-01

€D Dashboard Select Upgrade Type

MONITOR
L Alarms

% Events B +xpata platform

UCS Server Firmware

Activity

Drag the HX file here or dlick to browse
ANALYZE

[dh Performance

PROTECT

@ replication

MANAGE

System Information

5 Datastor

L3 virtual Machines
T Upgrade

> webcu

3.  Select the HX Data Platform checkbox, browse and upload the Upgrade package. Provide the vCenter
credentials and click on “Upgrade”
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4.

5.

s HyperFlex Connect.

HXDP Upgrade from35t0 4.0 [JJ}

HXAF-Cluster-01

€ Dashboard
MONITOR

L Alarms

W Events

B Adiity
ANALYZE

kh Performance
PROTECT
Replication
MANAGE

System Information
Datastores

Virtual Machines

-1 0 m

Upgrade

~
I

Web CLI

Select Upgrade Type

UCS Server Firmware

HX Data Platform

Currentversion: 3.5.2g-32110  Current cluster detalls

> Cheskeum

Esxi

wCenter credentials (Required for HX Data Placform or Vhiwars ESXI

UserName.

Administrator@vsphere local

© storfs packages-4.0.2a-35121 file is uploaded

Bunde versiar

upgrade)

Click on “Confirm” to proceed with the validation and pre-upgrade process to begin.

Initiating Pre-Upgrade

Pre-Upgrade processes will be performed on all nodes. Once complete, the refreshed Ul will appear.

Cancel m

Wait for the Pre-upgrade process to be completed.
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. HXDP Upgrade from 3.5 to 4.0

iyperFlex Connect HXAF-Cluster-01

€ Dashboard

Progress

MONITOR

O Pre-Upgrade in progress
0 Alarms
£ Events ~ Collapse Al
Activity HX220- o
ANALYZE
Idh Performance - Heze2 O Copying and Exe

inProgress

PROTECT
Replication ~ 2203
MANAGE

System Information
= Datastores

O3 virtual Machines

T Upgrade
> webcul

6.  Once the Pre-upgrade process is completed, refresh the browser and login again to the HX Connect.

¢s' HyperFlex Connect HXAF-Cluster-01
@ Dashboard CLUSTER UPGRADE ELIGIBILTY
No Results
Test Upgrade Eligibility

MONITOR

0 Aarms

7 Events

Select Upgrade Type
Actiity

rade steps have completed successfully. To complete the upgrade to the new HX Data Platform version, supply vCenter credentials and dlick upgrade to complete the platform update. If upgrading serv ware as well, supply the UCS requested and click the discoy

ANALYZE zon to select the apprapriate firmware version before starting pgrade.

Ly Performance

UCs Server Firmware

PROTECT
D replication HX Data Platform
MANAGE Esxi

System Information
Datastores

[ vVirtual Machines

' Upgrade

2 W Auto-support Settings

to-supp

periodically send information about the deployment environment for the purpose of delivering proactive support and product improvements. Cisco may reach out with important notifications t the email address provieded below

<garding potential i:

and support cases.

Enrollfor Auto-support (Recommended)

7.  After the Pre-upgrade process is completed, it has to be upgraded again in order to perform the full
upgrade.

Go to “Upgrade”, select the “HX Data Platform” check box, provide the vCenter credentials and click
on “Upgrade”
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HyperFlex Connect

HXDP Upgrade from35t0 4.0 [JJ}

HXAF-Cluster-01

€@ Dashboard

MONITOR
L Aarms
tr eens

Activity

ANALYZE

bl Performance

PROTECT

Replication

z
=
z
2
a

(it

System Information
Datastores

Virtual Machines
Upgrade

Web CLI

v~ =0 m

Select Upgrade Type

A Pre-Ungradesteps have com pleted successfuly. To complete the upgrade o the new HX Data

. Supply vCenter credentials and dlick upgrade p Ifupgrading

o select the appropr

s well, supply the UCS Manager information requested and c!

UCS Server Firmware

B3 +xpata Platform

Currentversion: Version(3.5.2g-32110)

> Chackeum

Esxi

© storfs-packages-4.0.22-35121 file is uploaded

\Center credentials  (Requires for HX Data Platform or Viiars E56 upgrade)

User ame.

Administrator@usphere local

Auto-support Settings

cmin Pazsuors

Bundle version:

When Auto-support is enabled, the cluster wil periodically send information about the deployment environment for the purpose of delivering proactive support and product improvements. Cisco may reach out with important notifications to the email address provies

regarding potential issues and support cases.

Enroll for Auto-support (Recommended)

8.  Click on “Confirm” to proceed with the validation and upgrade process to begin.

Upgrade Notice

The selected upgrade operation requires the hosts to be put into maintenance mode. This requires
running VMs and applications to vMotion to other nodes in the cluster, This is a non-disruptive
operation and will occur automatically if DRS is licensed and set to fully automatic mode.

cancel Confirm

9.  Wait for the Validation to be completed.
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. HXDP Upgrade from 3.5 to 4.0

s’ HyperFlex Connect HXAF-Cluster-01

€@ Dashboard CLUSTER UPGRADE ELIGIBILTY

No Results
MONITOR
0 Azrms
17 Events

Progress

Activity

Validating upgrade
ANALYZE

blh Performance
HXAF-Cluster-01

PROTECT E==
Replication

MANAGE

System Information

Datastores

Virtual Machines

=1 B

Upgrade

he

Web CLI

10. Once the validation completes, Upgrade process starts.

‘5% HyperFlex Connect HXAF-Cluster-01

€ Dashboard CLUSTER UPGRADE ELIGIBILTY
No Results
MONITOR
O Aarms
¥ eents
: Progress
Activity
O Upgrade in progress
ANALYZE
ldh performance Upgraded 1 of 3 total nodes
A~ Collapse Al
PROTECT
~ HX220-1 o )
Replication v Copyinga jracs Packaze(:
MANAGE
System information o HX220-2 7 e
Datastores A2
[ Virtual Machines <
7" Upgrade
v
> webcu
v
v
v
~ HX2203
O o

11.  Once the upgrade is successful on the HyperFlex nodes, wait for the Post upgrade tasks to be completed.
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HXDP Upgrade from35t0 4.0 [JJ}

= ‘a0 HyperFlex Connect HXAF-Cluster-01
@ Dashboard CLUSTER UPGRADE ELIGIBILTY
No Results
MONITOR
£ Aarms
Ty Events
) Progress
Activity
C  Upgrade in progress
ANALYZE
kil Performance Upgraded 3 of 3 total nodes
 Expand A
PROTECT
~ HXAF-Cluster-01

complete. Runni

Replication

[ Frocre= |
MANAGE
System Information wzor [ EEE——
£ Dpatastores s
[ virtual Machines .
T Upgrade wezo: (R ——
D webcu

12. Once the Upgrade is completed, refresh the browser and access the HX Connect Ul from the browser.
You can see the HXDP upgraded to HXDP 4.0(2a).

alafn
cisco

Cisco HyperFlex Connect

HyperFlex
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. HXDP Upgrade from 3.5 to 4.0
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CHAPTER 5

ESXi Upgrade using HyperFlex Connect Ul

» ESXi Upgrade from 6.0 to 6.5 using HyperFlex Connect U, on page 27
» ESXi Upgrade from 6.5 to 6.7 using HyperFlex Connect U, on page 29

ESXi Upgrade from 6.0 to 6.5 using HyperFlex Connect Ul

1. Login to HX Connect UI, Go to Upgrade and Select ESXi. Check for the current ESXi Version installed.

HXAF-Cluster-01

@ Dashboard CLUSTER UPGRADE ELIGIBILTY
No Results

Select Upgrade Type

eriodically send information about the deployment enviranment for the purpose of delivering proactive support and product improvements. Cisco may reach out with important natifications to the email address proviededk

2. Click on “Drag the ESXi file here or click to browse”, browse to the ESXi file location and upload the
ESXi 6.5 U3 Upgrade bundle.

Also Enter the vCenter Credentials and Click on Upgrade.
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HyperFlex Connect

HXAF-Cluster-01

ESXi Upgrade using HyperFlex Connect Ul |

€D Dashboard
MONITOR

L Aarms
Ty Events
Activity
ANALYZE

ladh Performance

PROTECT

O repicaton

MANAGE

[ Virtual Machines
' Upgrade
D_ webcLl

CLUSTER UPGRADE ELIGIBILTY.
No Results

Select Upgrade Type

UCS Server Firmware
HX Data Platform

B esxi

i upgrade)

Enroll for Auta-support (Recommended)

3. Wait for the upgrade validation to be completed

HyperFlex Connect

HXAF-Cluster-01

periodically send information about the deployment environment for the purpose of delivering proactive support and product improvements. Cisco may reach out with important notifications to the email address provieded below

€ Dashboard
MONITOR

0 Aarms

¥y Eens
Activity
ANALYZE

lah  Performance
PROTECT

Replication

MANAGE

ystem Information

Datastores
[ virtual Machines
' Upgrade
>

Web cLl

CLUSTER UPGRADE ELIGIBILTY.
No Results

Validating upgrade

HXAF-Cluster-01

Progress

4. Once the validation completed, Upgrade of 3 HyperFlex nodes starts and completes one after one
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I

‘@sco  HyperFlex Connect

€ Dashboard
MONITOR

0 Aarms
Y Eens
Activity

ANALYZE

lah Performance

PROTECT

Repiication

MANAGE

[ Virtual Machines
' Upgrade

> webcu

€@ Dashboard
MonIToR

0 Aarms

¥y eens
Activity
ANALYZE

lah Performance
PROTECT
Replication

MANAGE

ystem Information
Datastores

[ Virtual Machines

' Upgrade

> webcu

ESXi Upgrade from 6.5 to 6.7 using HyperFlex Connect Ul .

HXAF-Cluster-01

Progress

Q  Upgrade in progress
Upgraded 2 of 3 total nodes
A Colapse Al

~ HX220-1

HXAF-Cluster-01

CLUSTER UPGRADE ELIGIBILTY.

No Results

Progress

' Upgrade Complete

v ESXiupgraded to: 6.5.0

Refresh browser session to see upgrade changes

ESXi Upgrade from 6.5 to 6.7 using HyperFlex Connect Ul

1. Login to HX Connect UI, Go to Upgrade and Select ESXi. Check for the current ESXi Version installed.
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. ESXi Upgrade from 6.5 to 6.7 using HyperFlex Connect Ul

co'  HyperFlex Connect HXAF-Cluster-01
@ Dashboard CLUSTER UPGRADE ELIGIBILTY
No Results
MONITOR
0 Alarms
T events Select Upgrade Type
Activity
UCs Server Firmware
ANALYZE
G parrormencs HX Data Platform
PRoTECT B2 esxi

Replication

MANAGE

System Information

cae
Datastores

[ Virtusl Machines perac

7‘ Upgrade s

> webcu

vl periodically send information about the deployment enviranment for the purpose of delivering proactive support and product improvements. Cisco may reach out with important notifications to the emal address provieded below

Enroll for Auto-support [Recommended)

2. Click on “Drag the ESX:i file here or click to browse”, browse to the ESXi file location and upload the
ESXi 6.7 U3 Upgrade bundle.

Also Enter the vCenter Credentials and Click on Upgrade.

‘aisco’  HyperFlex Connect. HXAF-Cluster-01

@ Dashboard CLUSTER UPGRADE ELIGIBILTY

No Results
MONITOR
L) Aarms
W e Select Upgrade Type
Actwity

UCs server Firmware

AnaLvzE
by Performance HX Data Platform
PROTECT B esxi
O repicstion
MANAGE °

System Information

Datastores
Virtual Machines

Upgrade

Web LI

Auto-support Settings

When Auto-support is enabled, the clus:
regarding potentia and support

will pericdically send information about the deployment enviranment for the purpose of delivering proactive support and product improvements. Cisco may reach out with important natifications o the email address provieded below

Enroll for Auto-support (Recommended)

3. Wait for the upgrade validation to be completed
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HyperFlex Connect

€ Dashboard CLUSTER UPGRADE ELIGIBILTY
No Resuits

MONITOR

0 Aarms

¥y Evens

Activity

Validating upgrade
Anavze

Wi e HXAF-Cluster-01

PROTECT m

Replication

MANAGE

B system information

Datastores

a

Virtual Machines

5]

Upgrade

Web cLI

i

ESXi Upgrade from 6.5 to 6.7 using HyperFlex Connect Ul .

HXAF-Cluster-01

Progress

Once the validation completed, Upgrade of 3 HyperFlex nodes starts and completes one after one.

HyperFlex Connect

D Dashboard
oNIToR
C  Upgradein progress

) Alarms

Upgraded 2 of 3 total nodes
3y Events

A Collapse All
] Activity

~ HX220-1
wnwvze [ succeeies |
1 Performance
toTECT
) Replication
ANAGE
3 system Information

Datastores R s

3 virtual Machines
< upgrade
_ webcul

~ HX220-3

adiness

de into maintenance mode

ESXi has been upgraded on all the 3 nodes.

HXAF-Cluster-01

Progress
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. ESXi Upgrade from 6.5 to 6.7 using HyperFlex Connect Ul

e e Connes HXAF-Cluster-01
@ Dashboard CLUSTER UPGRADE ELIGIBILTY
No Resuits
MoNIToR
0 Aarms
WS Progress
Activity

' Upgrade Complete
ANALYZE

' ESXi upgraded to: 6.7.0
ldy Performance

Refresh browser sess

lonto see upgrade changes
pROTECT

[o—
wanace
System Information

Datastores

0

Virtual Machines

=]

Upgrade

~

Web CLI
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CHAPTER 6

Issues and Related Documentation

* Issues, on page 33
* Related Documentation, on page 33

Issues

S.No Defect ID Description Severity

1 CSCvs87611 MS5 Current version is not discovered after Major
upgrading HXDP from 3.5(2g) to 4.0(2a)

Related Documentation

Cisco Downloads
https://software.cisco.com/download/home/286305544/type/286305994/release/3.5(2g)
Cisco HyperFlex Installation Guide

https://www.cisco.com/c/en/us/td/docs/hyperconverged systems/HyperFlex HX DataPlatformSoftware/
Installation VMWare ESXi/3 5/b HyperFlexSystems_Installation Guide for VMware ESXi 3 5.html

Cisco HyperFlex Upgrade Guide

https://www.cisco.com/c/en/us/td/docs/hyperconverged systems/HyperFlex HX DataPlatformSoftware/
HyperFlex upgrade guide/4-0/b_HyperFlexSystems Upgrade Guide for VMware ESXi 4 0/b
HyperFlexSystems _Upgrade Guide for VMware ESXi 4 0 chapter 0110.html
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https://software.cisco.com/download/home/286305544/type/286305994/release/3.5(2g)
https://www.cisco.com/c/en/us/td/docs/hyperconverged_systems/HyperFlex_HX_DataPlatformSoftware/Installation_VMWare_ESXi/3_5/b_HyperFlexSystems_Installation_Guide_for_VMware_ESXi_3_5.html
https://www.cisco.com/c/en/us/td/docs/hyperconverged_systems/HyperFlex_HX_DataPlatformSoftware/Installation_VMWare_ESXi/3_5/b_HyperFlexSystems_Installation_Guide_for_VMware_ESXi_3_5.html
https://www.cisco.com/c/en/us/td/docs/hyperconverged_systems/HyperFlex_HX_DataPlatformSoftware/HyperFlex_upgrade_guide/4-0/b_HyperFlexSystems_Upgrade_Guide_for_VMware_ESXi_4_0/b_HyperFlexSystems_Upgrade_Guide_for_VMware_ESXi_4_0_chapter_0110.html
https://www.cisco.com/c/en/us/td/docs/hyperconverged_systems/HyperFlex_HX_DataPlatformSoftware/HyperFlex_upgrade_guide/4-0/b_HyperFlexSystems_Upgrade_Guide_for_VMware_ESXi_4_0/b_HyperFlexSystems_Upgrade_Guide_for_VMware_ESXi_4_0_chapter_0110.html
https://www.cisco.com/c/en/us/td/docs/hyperconverged_systems/HyperFlex_HX_DataPlatformSoftware/HyperFlex_upgrade_guide/4-0/b_HyperFlexSystems_Upgrade_Guide_for_VMware_ESXi_4_0/b_HyperFlexSystems_Upgrade_Guide_for_VMware_ESXi_4_0_chapter_0110.html

Issues and Related Documentation |
. Related Documentation
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