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Webex Services - Port Numbers and Protocols
Devices
Destination o . .
Protocol | Description using this
Port
rule
Webex HTTPS signaling.
Session establishment to Webex services is based on
defined URLs, rather than IP addresses.
443 TLS All
If you are using a proxy server, or your firewall supports
DNS resolution; refer to the section "Domains and URLs
that need to be accessed for Webex Services" to allow
signaling access to Webex services.
. . . Video
Video Mesh Node secure signaling to establish cascade
444 LS ) . Mesh
media connections to the Webex cloud
Node
123 (1) uppP Network Time Protocol (NTP) All
Domain Name System (DNS)
Used for DNS lookups to discover the IP addresses of
UDP services in the Webex cloud.
53 (1) . All
TCP Most DNS queries are made over UDP; however, DNS
queries may use TCP as well.

RXA ) XD s—mn

Webex
App
Encrypted audio, video, and content sharing on the Webex
Webex
App and Webex Room devices
5004 and SRTP Room
9000 over UDP . . Devices
For a list of destination IP subnets refer to the section "/P
subnets for Webex media services". X
Video
Mesh
Nodes
o ) . Video
50,000 - SRTP Encrypted audio, video, and content sharing - Video Mesh Mesh
es
53,000 over UDP | Node only
Node
Webex
Used for encrypted content sharing on the Webex App and | App
Webex Room devices
Webex
c004 SRTP TCP also serves as a fallback transport protocol for Room
over TCP | encrypted audio and video if UDP cannot be used Devices
For a list of destination IP subnets refer to the section /P | Video
subnets for Webex media services". Mesh
Nodes

(1) RR=Z(TEHSNTWVD IPEEDYUR hEERLTZS0,

ES

KIEMIHEEF 7Y TF — hendfice. RFBFHRESHITHRL TS,
MERIRARAETICYA LASITNRETDIHEENHDEIDT, REREZECELL TSN,

2] https://help.webex.com/en-us/WBX000028782/Network-Requirements-for-Webex-Teams-Services

[HAEE] https://help.webex.com/ja-jp/WBX000028782/Network-Requirements-for-Webex-Teams-Services
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Webex ZfimER AT 1 PDIXEHXIP PRL X

1 18.230.160.0/25 14 66.114.160.0/20
2 20.50.235.0/24* 15 66.163.32.0/19

3 20.53.87.0/24* 16 69.26.160.0/19

4 20.57.87.0/24* 17 114.29.192.0/19
5 20.68.154.0/24* 18 150.253.128.0/17
6 20.76.127.0/24* 19 170.72.0.0/16

7 20.108.99.0/24* 20 170.133.128.0/18
8 23.89.0.0/16 21 173.39.224.0/19
9 40.119.234.0/24* 22 173.243.0.0/20
10 44.234.52.192/26 23 207.182.160.0/19
11 52.232.210.0/24* 24 209.197.192.0/19
12 62.109.192.0/18 25 210.4.192.0/20
13 64.68.96.0/19 26 216.151.128.0/19
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[App] [Room System] [Call] £ T A’
“Successful”lCa>TWWH &

TAMTA MEIRBILESNBWNT =N H B8,
TCP Delay ICDWTIFEBTH OK & LTHWLE
Th,
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Test Results

App

Room System

Call

Cisco Webex Network Test

® TCP Connectivity

® TCP Delay

® TCP Download speed

® TCP Upload speed
Successful

® UDP Connectivity

® UDP Delay

Successful ® UDP Jitter (delay variation)

® UDP Loss Rate

alaln
cisco

Retest = Copy Results to Clipboard | More Details

Passed

57.85 ms

37.46 Mbits/s

12.03 Mbits/s
Passed
56.49 ms
4238ms #11.14ms |

40.00% 10.06%




SRV~ Webex Devices 7 57 K Z44F -

ZXYRNT—=OFZANDF Y IRALYN2/2)

Test Information
Test Time

Version

(CPoint3 ) -
[TCP Connectivity] [C& LN T Webex Devices DI ICHE 7R o
TCPAR—hZ@EL TE Y —EXCERShTWEHI L

Test Results

App
Room System

(Point.4 ) =
[UDP Connectivity] IC# L\ T Webex Devices OF|FICRHE LR
UDP R—hZBUTE Y —EXRICEHRIh TS &

TCP Delay
TCP Download Speed
TCP Upload Speed

UDP Connectivity

Web Proxy %7 L TL\/=h TCP/UDP O &R— kAR R
@ :=ncunuEBaEERTy NT—sEEEEEEEY || 5
NEEERL T LA, -

UDP Upload Bit

Tue, 26 Apr 2022 13:29:20 GMT
Cisco Webex Network Test v1.0
Chrome 100.0.4896.127 on OS X 10.15.7

<=100ms 100-300ms
>=2Mbps 100Kbps~2Mbps <100Kbps
<=1% 1%~20% >20%

Successful

Successful

Successful

Wi-Fi / Wireless (reported by user)
164.70.203.40

Tests

HTTPS port 443 to Igtservice-web.wbx2.com
HTTPS port 443 to uds.huron-dev.com
HTTPS port 443 to gds.huron-dev.com
HTTPS port 443 to idbroker.webex.com
HTTPS port 8443 to calicontrol.huron-dev.com
HTTPS port 5004 to Igtservice-web.wbx2.com
58.35 ms

340.84 Mbits/s

192.60 Mbits/s

Tests

UDP port 5004 to Iqtservice-web.wbx2.com
UDP port 9000 to Igtservice-web.wbx2.com
55.50 ms

2.54 ms

231 ms

5.10

6.14 Mbits/s

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public.
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Cisco Webex Calling

@ PSTN H—E2%

Webex ZEL

O zgoa—Uss 0 =L

ATTa— )7 B—EANR{TE

252 (OBTP: One Button To Push) ZERCLE
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Security Versus Media Quality
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