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Cisco Secure Cloud Insights

BX

AZET(E. Cisco® Secure Cloud Insights DOfffitg. /Ny —ItEiE. FETOERICTOWTERALEY,
WHRE AHARF., YRADE—IIRAF—A, YRD ARVT (- 3V EREFEFDF vRILIN—
hF— YRIDEBEFHRZIRICLTNET,

#F . COFTHA RTlE. Cisco Secure Cloud Insights Ofit&EEEE R T A EICDWVTEHAALE T,

Cisco Secure G DFFMICDLTIE.
ESRBLTES0,

Ya1—avIF2A/N—hOXEEZITEHIET VAATA—ILRBLVOV R ARG/ V) —X) ARV +
SAE— a3 VEEE#F v XILIN—hF—(d. Cisco Unified Communications /N RILE = IEHERD
et ETILEERALEY Y a—Ya VDRt LURBEEITAET,

Cisco Commerce Tld. BHFEBBEOT7Z 7V r—avzFATEELY, ThIZED. ARV v T/E—
VavEREBEHDFvRILIN—h—F. UTZEC I RATADRBEZEHR TEET,

- B WEEYVI—II. BLPVTINIT

- BIRERBISFTICESKBHEMRT—ER

- Cisco Capital® DHRIIA X U—RA AT 3y (4T 258)

- FREtYZaTIL
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Cisco Commerce Experience OEHIC DT, https://apps.cisco.com/Commerce/home &8 LT
(G=1AN

Cisco Commerce [ClE, YUa—YavDRE. 8. FEICRIDV—ILDNOMAEINTED., Ihb
ZERALT, ®EEERLUED, BIRUZRRBSED) —RILAEMIEERRLUIZEDTHIENTEET, F/o.
SEIFERMEIBVANPH—ERZWEIBEO T TOY—RIAABLMMEIEDOE L ERRTEL T, FEFDEBEH
HAJEET T,

ROIRABIRET T4 —3v(d, Cisco Estimates and Configurations Tool THR—hSh T,

- Cisco Secure Analytics 722 1) 723> (CSA-SUB) : by 7L ARJLD Assemble to Order (ATO)

+ Cisco Secure Insights (SCA-INS) : 225 ID (PID)

Cisco Service Contract Center (&, Y20 H—EZXDT—/LAF—ABLVt—/LR/\—rF—RAIFICAES

NTHED  H—ERAEIVRXAZBRIGEE L RSB THRZBIHDHEEY V21— 3a YV T RDEIBEAYY
YD ET,

- B—EINERBSLUFRL, Y —EXRZHS L) Z2—TILDOIXRTE, BHEHTENLIN 1 DOV
Ja—gV TEBTEEY,

- B FOMBEORR, EVXAMEDRE, REOIFRICH I BREZEBTEET,

- TYDEIECRILICREEZNTTIC, B TEET Y =FAARERIc. EVXREILKTBEHFICHE
RTEET,

s IN—hF—D2HZERLT. EnE7O70 747 ICEBTEEY,
D)y ESBLTLZE LV https://wwwin.cisco.com/CustAdv/globalops/wwsso/service.shtml

1.3 A—5—%Z{{FmFA & S EiEm (T HETFLE (FCS)
RITRY (RG V—X) O8I | 77V — 3039 5EEE. 2021 &£ 11 B 2 BICAMICRDET,

- Cisco Secure Analytics : by 7L AX)LORET 731
- Cisco Secure Cloud Insights : 55 KAJEER AtV X

LEIRTORE | 77V 7r—3vic. 2021 £ 11 A 2 A SOEEHRAITHERME (FCS) AFESNT
‘I‘ig‘o
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2. Cisco Secure Cloud Insights

Cisco Secure Cloud Insights® (&, JupiterOne® ED/\—hF—2 v T ITL>THIBGIRAS NI TTRRA
TA4T TSYRNTA—ALTY, TNICTED. BEIFOETHHTEDBLWHA/N\—Ty MIDWT, SR
MTBERZEONET, Tlo. WILFITURIRIE (NTUY IO TIRETZAR—=NIZORDERH) ([CHNA.
AVTLIR AVITZANZIFVvHSRET B/ A TV Y RIRIBZER TEF 9, Secure Cloud Insights (&
APl FERITHH, I—Ix VM LAMBICELS>T, HHBOTIIIIRRICEIZ IV T4 TAHDOBRES LT
HMEERDORYEV T ICHBRT—YZHRDIAHET, IOUIERSh-EERT -7ty bz, FHaifEmS
n7=#9 550 Zz@BZ2 57TV ZFERALTHRAEL. LRI WEENRT 7 TRRATEXY, /. JupiterOne
HWBOVIUERETHS JIQL T I—F—HBEDI TV ZRGEICIER T2 EHAIRETT. ERLIZV TV,
X 2VTATT—MIBHUED, BBFEOOAY T4 7 VR RyFI—2 (SOC-2 12&) DiftIFBLiZh.
TIN—TH U THRY AEEZER T HZEHTEET,

IHOUTRB NI EE R BL X a) T4 LAV T IA TV ADF vy T2 FEITDHIET, 7IvIH—T1 R
(B SRIBI) DRI KICLDURTERIBICIEITEE T, /oo BFa1UTARIAF v ORISR
FZAIVT(OZUR EXa)T4 RAFYEIE (CSPM) Z2&TH. IHICRES NV HEJEEICHRDE
9, BRECHEEERZIEEITSCEICED, ATHREICKD., BHROHUADEFUEREICHRDET,
5(C. ZIOMNKOYRRBICE>T, 7T7—b%&, FUYNIRTA, EFA-INIAIVTRA, Avt—IvT 7
TVT—=3y, NTVTF—o3y | %a—AVTH—ERICIN—FT4VTTEFXEI, ARYA APl ZHLTaY
TFAN MDY —EREEBFITZEHRRETY, CDEERFEALT. Secure Cloud Analytics ¥ Cisco
SecureX™ EW\>/lD XAV Ya—ravEDOBTIAYTFRANERETEET,

JRDFEIC. Cisco Secure Cloud Insights D& RIEHRE MR ERLUE T,

Cisco Secure Cloud Insights Software as a Service 1t>X

CSA-SUB Cisco Secure Analytics 77IV&E  AT7TVDHDIH 0 KL
SCA-INS Secure Cloud Insights BERERIVTATAICEOTERS

SVC-CSA-SUP-B  Cisco Secure Analytics 773IUMREI;  #HMATFNI TS0 0 RIL
EAYR—b
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BREKIVFAT4

Cisco Secure Cloud Insights D744V R E, BRIKRI VT4 71 THESI Nz, BERGRIRIEDRIEL
FRV2—AICEDERY, TVTa4T70&F VITT—IR—RRESNTNE/—REELET, ITVTa
TAIIEBEMENSEELEIN. 7Y M IURY N Web 7 U Tr— 3y Fld APKARTLART ) TRN)
[CE>TEMIZIEHTELT,

BIVTF4T41E, $HBOTIYIERBRIEDA T ERULEY, fc&xlE. AWSEC2 A VRY VA,
RDSDB 75X%. RDSDB /x4 VX, IAM O—/)L, IAMRUY—, I—HF—TYVRRAV N, 1—F—1
ETY, INTDIVTATADBRKEFRATIVICIMESI NS DI TEHDEEA. FEHRICDONTIE. AV F
AVRZaATINEBEITZH. [(FEHEOFXRZSEL TSN,

3. VXA TUVZHIT—EX

Cisco Commerce @ Cisco Secure Cloud Insights T, a2« Mm(+ Cisco Software Support DE
AKYR—"ATVavzATEET, COT—EXRICIE. BALEY TN YT7RAOVT7oav0E28MT
AV T4 =INFKFEFA—INIELDYR—I 225N E. BXRWBA Y T4V TR—MAEEN TN
F9., YAOF, EFESINLT—RAICHL., BE<ELEBEEHOERESERBRNICKHELEZT,

1T« MIF Cisco Software Support DFFMAICDONTIE, Y—EZABDAESEBLTZE,

X 1LEXY—EZXDPID - hSYHIYIY

SVS-CSA-SUP-B Cisco Secure Analytics &F 7 7IV(CHMATNIZER SO
Y IRI T T7HR—b
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ZDORF1 AV SDNHBEESTIE. Cisco Secure Cloud Analytics (&, 220 Commerce Web H4 T
BRNCFEIDIGRICOAATE, tF1UT« EABATOYVZANDENIE 2022 FICFEINTLET,

FEF

BIZRDEEDTY,

1. &#JIC CSA-SUB h7JVUHMREBELUCEIRL, REATVavaEI v oI LET,

l € Use the filter options to show errors.

Find Products and Solutions More Actions

Filter By  Show All items
@ Hardware, Software and Services

A Unconfigured as of 11-Oct-2021 09:16 PDT
End Customer Smart Account Assign Smart

Account
Holding Smart Account  gmail.com [SA]
ECCN EAR99

» Requested Start Date Requested For Automatically Renews For  Billing Frequency Provision Details
@,1L0cl-2021 36.00 Months from 11-Oct-2021 = 12 Months On 11-Oct-2024 ~ Prepaid Term Incomplete
| Edit 10 10-0ct-2024

Provisioning Contact Email * @

Validate = More Actions v

Showing 1 - 1 of 1 Line Items Previous 1 v Next

P.O. Line Reference  um Estimated Unit List Price Qty Ext. List Price

o Lead Time @ (USD) (USD)

@ 10 CSAsuB = =, NotApplicable 0.00 1 0.00
Cisco Secure Analytics XaaS Subscription more...© £ MRC Total of MRC

v

v

2. FEIERIE. IRAEFIAAIRERME—DHFT T TH S Secure Cloud Analytics [ICRA M7z Secure

Cloud Insights License SCA-INS (C. T7#/LNTERIREINET,
3. HFTBAEKRMRIYTATADEZ ANILET, F &/ \FEHS 3,000 TY,

alntln Secure Analytics XaaS Subscription e 0 () Pricaist GlobolPrico st -US(US0) |~
CISCO B8O (NeW CongAp  Guded Help  Vidko Tutoral ~ N —/ ¢
—— Expand Al | Colopse All | © Reset Confguration
+) Subscription
—
PRODUCTS UNT UST PRICE STATUS QuanTiTy ACTION
Configuration Summary SortCategory v
Secure Cloud Insights
Gisco Secure Cloud Insights License hases > § Deite @
e )
PRODUCTS QUANTITY  EXTENDED LIST PRICE
Secure Cloud Ansiytics
SCA-INS 3000
e
Support a
SVS-CSA-SUP-8 1 0.00
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4, ERYR—NDFIZH)ILF—EZEE ID. SVS-CSA-SUP-B (0 R)L) ARTFIEMEINET,

Cisco Secure Analytics XaaS Subscription
alutln O (i e o0 (=)

cisco | G Conto Ao Guted e Video Ttoris

PricolistGlobal Price List - US (USD)

Terms and Billing
2-0ct-:202 12M 0ct-2024
Offer Messages
oo 0ct:2021 To 11-0ct-202
@ General Notifications (2)
Configuration Details o) R GRTIT
PRODUCTS UNTUSTPRICE  QUANTITY DURATION  EXTENDED LIST PRICE

Secure Cloud Analytics.

Cisco Secure Cloud Insights License 3000 36 162,000.00

‘ (B-ckw!:amqwmn\J Save and Continve. J@\
< J "

5. MEICIHUT, 7RIV TVaVvHREHWIIEZZELE Y, T7ANITIE 3 FOYTRI) T 3
YHEBIRENEIH 1 FE S5 FOTFTRIVTVavHHATELY, WA TavIiCoOWTH, AR

PUfHAC L. R AL SEIRLE T,
o=

on tt

Automatically Renews For 12 Months  On  11-Oct-2024 Billing Frequency ()  Prepaid Term

Auto Renewal @ Prepaid Term

@o

0 bscription is ready for yc pre ol
of the subs
REQUESTED FOR 36 Months 11.0c1-2021 10-0ct-2024
Requested Start Date End Date
On Mondh N @ Effective For 36 Months
o ®
Co-Term to a Date ®
[ Mo Year

7
cancer | [EER
>

6. TNT. ENIEEHRERELT Cisco Commerce Web 7 HI Y NMIBINT 2EBIENE L,
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5. Cisco Capital 7714+ >V 2R

(&R /=] DPEEESTREBRRA)YNEEZ DL, [[HEE]] DEAEEZ KRBT ITH. To/0I—(C
REITRHEEITIE. LW AT AZFERMETIETESZNESMIDBBELELRDET, TOMREEZHRITDD
' Cisco Capital TY, YROEIEBRICRBRI 74T VAV 2a—ravERELET, hICEDBERRIL.
FEHIORFICLSTEHEAY YR ZRARBLEF vy Y1 70—DOMBEERTZIEDH. ARL—FT4 VT U—2%
BIRLTEARAORMNEFOICT B EETEET,

Cisco Capital ZF|AT2IE T BELTZTV/OV—45AFI2HROBEELEFEIIHETEZET. KE
RV V21— 3yTHET7AFTVATATIAICED, IN— N F—EEBERISRDENATREICRD XY,

- EVXZBIEZEDIER

- EROIE

- IRITOHMIR SIS EKNL Z—XICER T 2T/ 0 —DES

- BB

Cisco Capital |Z. IZEELDRE{L. CapEx 1S OpEx ANDEHE, Fvva JO—DEELRE. BEHED
EEEMZTIELET, WD H—2N. FERNDOZTIWDRETEEEHDETA. YRXOAFVESIL

[FHFBD 100 ZHBZBETEE SN TS/, BEEY/\—h—([Iigzfnd. EEOBITEFER TR
JOREPH—ERERZLR(ICHATEHENTEET,

Cisco Capital 7714 Y RADEHBICDNTIE, ROUVIESBLTZE,

- FrxILIN—bF—MmEIlT : www.ciscocapital.com
- UZ2O74—)LRMALT : http://wwwin.cisco.com/FinAdm/csc/
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6. {TEx

AccessKey T REFAIICEAS N5+ — (ssh-key, access-key, api-key/token. mfa-token/device 7 &)

AccessPolicy Host. Role. User. UserGroup. Service [CEIDYTEHNBT7IREEHDKRY) > —, Yes

AccessRole TN (A—H—, JIL—T. —ERRE) IIXvEVYTEhE77 X FEO—/L, Yes

Account 1 DOY—ERFF—EOY—ERTERINDBHE 7LV~ (AWS, Okta, Bitbucket Team, Google G-Suite Yes
FHov k. Apple Developer Account 7&), &7 ATV Y MIT—ERICEHRINZVENH S,

Application VIR 7RG FEET TV Tr—3y, Yes

ApplicationEndpoint FPTVg—=3y TVRRAVE, Inld. BRZRBIZEREITEZ IOV ILIVI—T AR (APl IR2E) ELTHE Yes
BET %,

Assessment HIPAA UZZFHEREDTY T4 7V AFHIEP, BATANREDEMWTEIAAY NEWSFz, FHliERI AT Yes
I8, BEHMICITFREER (B fess. YRD) ZEEMIT20ENH S,

Attacker WEEFIIIBR TV —. Yes

Backup NI TP TT—=INEFTNBDREDIRI NI EFT—F AR, Yes

Certificate SSL F7=ld S/IMIME sFREZREDT 4 )LEFRRE, Yes

Channel Slack Fv X)L, AWS SNS D hEY I E WS T2 BIEF ¥R/, Yes

Cluster AVE1—TAVITEIET—HIR=AVY =R | 7= O—KRDYU ZR5, Yes

CodeCommit YRIMIADOI—RIOZIyh, OAZYMIDE. IVTA4T74D _id 7ONRTAICEFVYTFrvhd, No

CodeDeploy J—RERDI 37, Yes

CodeModule VI8 T7EIa—I)b. npm BV 2—)LX° Java S TFVRE, Yes

CodeRepo Y—ZX—KRYRI kY, CodeRepo (& DataRepository THd 57z, DataRepository [CIHBRTO/NT4%ZINXT Yes
RIFITZ2NEHLNH D,

CodeReview J—KkLEa2—LIO—kK, Yes

© 2021 Cisco and/or its affiliates. All rights reserved.
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Configuration Configuration [C(&. Task. Deployment, Workload IREDUY —R%&RIT EENEEND, fc&Z (L. aws_ecs_  Yes
task_definition (& Configuration (252249 %,

Container VINIT7OBERMNTHD, hICL>T. OI—KR, ZOIXRTOEKERR. JZEH/\WWTI—Ilkans, Yes

Control X2V T FE T HlfE, Control (&, XVF—/H—ER, AE/F—A., 7O7ZA/7O0ER. BELI—K/ Yes
ZOVTNEBE. YATA [ RAN | TIAZCE>TRETES, 2D, EBIMDY ZRELT, Service (Okta
SSO 72 &), Device (MEB7 74 7oA+ —)L1I2E). HostAgent (BRI NSAJEEEN$H D, ({5l : Carbon Black
CbDefense T— x> k), fz. Control (&, €FaVTFT«RUI—FIELAY T4 7V RIZE | BHEIIIYvEV Y
hs,

ControlPolicy X1V TH[EESE (X/z(BBA. 5HMill. B5R) 32/)L—IIhETEhDEMiRY Y —F/HERRY U —, Yes

CryptoKey EEF—RE BELZETOEHICERAINSF—, Yes

DataObject aws-s3-object. sharepoint-document, source-code. XclETA AT LEDT7AILEVWSIBZDT—5ATx  No
b EHERT—FEUL. TVT4T4D _type 7ONT4ICEERSh TN,

DataStore F—IMMREFESNDRIEURI MY () : aws-s3-bucket, aws-rds-cluster, aws-dynamodb-table. bitbucket- Yes
repo. sharepoint-site. docker-registry), 1FHERY A SIE. TVTAT4D _type TONTHICERBINTUL S,

Database T—IR=ADYTFZRY [ AV AT VA, Yes

Deployment dA—R, 77— 3y, AVIIANIIF v, £EH—EXDER. =& ZI1E. Kubernetes OERIRE, Yes
BERT—UV 77— RHERB SN S,

Device F—\—. /—=b\V AV, T—URT—3Y. AR—KTAV. ZTLYyb =5 T7AT7 04—, RA1YF. Yes
Wi-Fi 7O RRA Vb USB R4 TIREDYIET/IN\A RETEATA 7, IEHERT—5EUE. TV T4T74D _type
TANT4ICREREIN TS,

Directory LDAP. Active Directory 2EDT4 LI K, Yes

Disk AWS EBS 'RUa—AREDTARIANL—IFTINA R, Yes

Document REIAVNEEIT—IATITIN, No

Domain AVT—FYMRAALY, Yes

DomainRecord RAA>Y—>® DNS La—R, No

© 2021 Cisco and/or its affiliates. All rights reserved.
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DomainZone AV —FYNRAAL>D DNS V—, Yes

Finding EFAVTARBEOHER. MRHEOME. FFRLBERZTIEENHD. 1 DOFERH. 1 DU LEDOUY—ZIC No
EEEEZBEL DD, MBHEZEEZTLEVY—RIVTAT1ED IMPACTS BBGRMA. ERDOEHRE L THAE
9%, IMPACTS B{RI4%EIC(E. TidentifiedOnl. lremediatedOn]. lremediationDueOnl. Tissuelink] ZREDTO/\T+
VAN (R
Firewall XYRNT—=V [ RAN | 7TV T—2 3V % {REITB/N\—R I T7EEVTRNIT T, Yes
Framework BEOOAV T4 7V REIIEMBREF2UTATL—AT—0%KRITATIT N, Yes
Function 87 75— a3y 0Bz z2 . awslambdafunction. azurefunction. googlecloud _function 73¢&, Yes
Gateway XYRNT—=OIN =0T T V=23 T—RIzARBRE. YRTA | PTIAT7VRFFY IRz 7H—ERDT—  Yes
hox+A/ 7OF,
Group EBFFDNALIYT4T47IL—7, ThIZL>T. Resource. User, Workload. DataRepository iED Y )L—7  Yes
ERIENTES,
Host XYNT—V 5y 2EERBL. 7T—V0—-RRBEVTERETZ IV E2—TA VT AVAY VR, BE, AXL— Yes
TAVYIIRATAZRITT %, IEEBRRIANIA T E. TV T4 74D _type T7ONTAICRBABIN TS, KRAD
UUID . TV T4T74D _id 7ONTAITF v TFvIn s,
HostAgent IRAN I ZVRRAV R TEITSNBY 7Nz 7 I—Vz v hEREtEYyY—, Yes
Image IATLADA A=, Tz ZIE. AWS AMI (Amazon Machine Image) 7&&, No
Incident BRXEEF2VT4 DAV TUR, Yes
Internet TZ27ADAVET—Fy /=R, AVF—YN/—RIE 1 DOHFET S, No
IpAddress BEID Y TAEER IpAddress UY—RAI VT A T4, RANIREESD IP 7RLRICHLT, TVT4T714%1ERHLT No
FB50, Ihid. IP ZRLAABFIFATIEERY Y —X (5l : AWS O Elastic IP ZPRLRAT IV~ DFZEICDH
Key ssh-key. access-key, api-key/token, pgp-key 7R &, Yes
Logs TFIVr—o3y, RYNT—=0, YRATAOQTENSTSEEDURY NI EILFET. Yes
Module VINIZT7EEIN=RIzT7DEI 12—/, npm TY 2—=)LA° Java S TFVRE, Yes

© 2021 Cisco and/or its affiliates. All rights reserved.
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Network aws-vpc. aws-subnet, cisco-meraki-vlan RED XY N T—72, Yes

NetworkEndpoint KYNT—=D VY —RERECET I AT BIHDRYNT—IU TV RRAIVEN, feEZzIE. NFS ROV NDY—4Ty  Yes
Ao, VPN TV RRAVRRE,

Networkinterface BEDYTCAGERY INIITTI7AVR RYNT—0 AVF—T 1A ADIVY—ALVTA T4, RANIRERBHD No

XYRT—=0 AT A RH LT, TVTAT4ZERLTERSRN, Inid. XRYNT—T 41 V5—T AN
BAIFETIgERY Y —Z (5] : AWS O Elastic Network Interface A7t ~) DBESICOMEAT S,

Organization 2 (JupiterOne 72&) PEZEEPPT (HR RE) BREDHB. tTHNOEBICH, MY DBEBICHFERTES., LDE  Yes
AH9% Vendor EW\5YS521H 5,

PR TIVEK, No

PasswordPolicy JINZAT—RARY—IIFFED Ruleset 2K 9, Ihid, TIYVIIRBEATLERIN. NZAT—RRYI—[CEBD Yes
LS (REPEMSRE) #FDs. ERlIICEESINS,

Person HBOREERE, EEONZRI IV TA4T4. Yes

Policy XEESNiZRY Y —REFa AR, Yes

Procedure FIBEHIENTZILS NI RF 2 AV N, BE. Procedure [CI3#] Policy A"E#RENn 2, E5(C, Control (T(E Yes
Procedure h'E#Zxh 3,

Process AVEa—T4v7 701X, 2N, 1 DFERLEEFEHDAL Y RICL>TEITShTWSAYE2—457O3A /YT Yes
NOx7 7TV —23VDAVRI VA, TATIALN)LDOERZ7 O (Procedure) TR,

Product VI 7EERE, BB RHRUER. Yes

Program TOU 545, iEZE NTHRERBECHRB[ERTTIOT LB E, Yes

Project V7O 7REEIOVIN ORAATOY IV MILERTERN. EEEATONTAIY IR IPHEE OV Yes
7 ~El,

Queue AVE1—T4 V77O REET/)INMRORT YV 2—") V7 F 21—, Yes

Record DNS LO—R, IFR7R528F (f : Risk). XZ (fl : Policy/Procedure) Z7z(dZ88% (f : Vulnerability/Weakness), No

FHERLO—RIA4TIE. TVTAT4D _type 7ONTAITF v TFvyEhns,

© 2021 Cisco and/or its affiliates. All rights reserved.
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Repository E‘/;ib"%‘ih%')ﬂ'ﬁyt\uo fc&ZE. Docker AV T FAA—2%RANG % Docker A7+ LIYZKY URY  Yes
iz,

Requirement TXal7Tq. VT IA4T7 VA, BEl. ZEHIEITEZDEMH, Yes

Resource B YTARERARY V=R, VY—REEE, RRAMELRT—IO-RICEoTEAFLEERSNABVRD, B3 Yes
TIIHEELRL,

Review LEa—LId—K, Yes

Risk Assessment DFERELVTRESNIZVRIERI AT IO, YRILIRF(E, JupiterOne D Risk A7z Yes
ALY Y3y TSN, Control (d. YR ED MITIGATES BRMEZRDIHEHLH 5.

Root TZ27ADIL—k/—8, JL—b/—REFHEE 7 HOVRSELC 1 DOHEFEET S, Yes

Rule ERFFREDIAVTIATVRIL—IL, Z<DIHE. NICL>T Ruleset A& N5, Yes

Ruleset BRFCEREDIAV T AT VA —ILEvh, EFaUT(FIEIE T D R7LEEE (F/cBEMA. 7. BER) Yes
IBIL—ILTHERS NS,

Scanner VRTADKEFEMNE. FTVT—3v AR TERYNT—U AV TIANTIFYDRFVF, Yes

Section AVT AT VREI Y IVRBREDEI I avERTATI VN, Yes

Service NYT—DRHI BT —EX, Yes

Site BEOYIERIRHLE, Person (E$#8) (L@H. T b (locatat izl workat) EDBIFIEEIFD, AWS U—Y3  Yes
YOMKI T 7Ly ZRELTHERINS.

Standard AVT ATV AR EREDIEREEZRI AT I, Yes

Subscription P—ERFEFrRILDOY TRV T3, Yes

Task AVEa2—TaVITIRY, TcEZE. AWS D/\yF 37, ECS RIIBE, Yes

Team BEDOAVI\— Person TV T4 T4 THEBEINETF—A. lcEZE ARF—LPEFIVTAF—LRE, Yes

Threatintel BRAVTVIIVRICIE. TARBEMREZIES. Ho505Y—RIEWRICTI/ A TEZIELUENIEHBEIZIAMIC  Yes

FOTPNELBBAF VY T FrInd, BRAVT IV RZFATZ L, RHSNCURIIBRBICEZ 28E
HHT T =B,
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UserGroup
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[YRFAIYEVT TV
F14741]
[RAFLOABTY T4
T11]

[ HRILEREShI=TY
F4711]

afuan]e
CISCO

The bridge to possible

T 474 ®R. . mm

TXa2UTABHOBRELP X2 TVHEON . —Z v TNl L —Z2V T F I a—)L,
WEDVATLAPY—ERICTICRTBzbDI—F—Fhovc ] OJ41Y, fz&£ZIE. okta-user. aws-iam-user,
ssh-user, 7RABM_L® local-user 2 &,

d—H—2J)L—7, @E. Okta ¥ Office365 DT IL—T1E, ASHhDYA TDT7H & AEIEICEEN TSNS,
UserGroup [C727EZRY—HEEEM TSN TNSIES. UserGroup DFRTDA/\— User H'7R Y & — % fifK
95,

F—UVITREDMBELF—DESR,
R —F I F—ERTONA T 12 EDSVER4E .

XAV TADEHEE (FTVT— a3y, YRATA, FEFAVTIANTIF V), 1 DORBENERDORATHERIC
BhEL. BROVY—RICEEESZZTREMENHDET, MHMEEFELZIVY—RIYT14T4ED IMPACTS
RERMEN. (ERDECERE LTHERET S, IMPACTS BIfRIEICIZ, TidentifiedOn). fremediatedOn]. lremediationDueOn].,
lissueLinkl BREDTONTFANEEND,

TXalT4DFER

REIAVE2—T4TDA VAT VR, aws-ec2-instance, docker-container. aws-lambda-function, application-
process. F7zld vmware-instance NINICFEE TS, [EERT—IO—RI17E. TVT4T4D _type TT/NTAIC
I h TS,

il

_source=" system-mapper’ DLV T4 T4,

L]

_source=" system-internal’ DT> 7474,

NAIAEED _class £/=ld _type ZERLTERSNIITY T4 T4,

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

No

Yes
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