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Is everyone really waiting two to three years to develop robots? 

Although industrial and robotics control aren’t at the top of the use case list for another couple of years, that 
doesn’t mean they’re not part of the plan. Within the next 12 months, 71% of Pacesetters and 53% of all 
companies are telling us they’ll be developing these kinds of real-world agentic use cases. 

The workloads surge and the costs of ambition multiply

Scaling AI workloads is already stretching IT capacity, and agentic AI is expected to multiply that strain. 62% of 
companies expect workloads to increase by more than 30% within two to three years, and just over half expect 
they’ll rise by 1.5 times within five years. Unlike traditional automation that merely processes data, agentic 
systems act on it, which means networks, compute, and storage need to handle continuous, adaptive cycles. 

Use cases point to a new operating model that puts AI agents alongside humans 

The survey shows organizations aren’t simply experimenting; they’re aiming for tangible change. Almost 40% of 
companies expect agents to augment or assist their teams in the next 12 months. Customer support, 
cybersecurity, and business process automation are key focus areas. This could mean a future workplace 
where agents work alongside employees, take over repetitive functions, autonomously detect security threats 
and unlock new productivity baselines. 

The infrastructure gap

PacesettersAll companies

30% 61%High resource allocation for IT infrastructure 
(compute, data, inference models) 

15% 71%Network flexibility and adaptability to 
accommodate AI projects instantly

28% 63%Overall readiness of IT infrastructure to 
accommodate AI offerings/tools/workloads
/models currently under development

35% 75%Overall readiness of IT infrastructure to 
accommodate future AI offerings
/tools/workloads/models

34% 92%Acceptable inference cycle time 
for use case needs 
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The security gap 

The workforce planning gap 

While companies are bullish about deploying agents, only 32% say they’ve already identified which human 
tasks will be handled by AI and factored that into workforce planning. This lack of clarity risks leaving 
organizations unprepared, both for reskilling and for the creation of entirely new AI governance, monitoring, 
and safety roles. 

Companies are racing towards an agentic future. But they need stronger infrastructure. 

Taken together, the data shows a contradiction between ambition and infrastructure. Organizations know 
their infrastructure isn’t ready for the surging workloads, they acknowledge that their security measures are 
still fragile, and their workforce plans are out of sync with the technology. Nevertheless, they are pushing 
ahead.  

If companies achieve their ambition, the world will look very different within a few years, with organizations 
weaving agents into the fabric of work, industry, and even decision-making.

But they must first shore up the invisible backbone: networks, compute, data management, and security.  

Beyond compute and networking, the question of security and control remains. Less than a third (31%) of 
organizations surveyed say they're fully equipped to control and secure agentic AI systems, rising to 72% at 
least moderately prepared. Given that most respondents plan to deploy AI agents, that will act 
autonomously and connect with other business applications, the stakes are high. A misaligned or breached 
agent presents both a data risk and an operational one. 
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What is AI Infrastructure Debt? 

A wave of technology can leave behind a trail of 
shortcuts, compromises, and underinvestment that 
later become bottlenecks. In the software world, this 
became known as technical debt: code written 
quickly to meet deadlines that eventually slows 
innovation. In the AI era, a similar phenomenon is 
emerging: AI Infrastructure Debt. 

AI Infrastructure Debt is the accumulation of gaps, 
trade-offs, short-cuts and lags in compute, 
networking, data management, security, and talent 
that compound as companies rush to deploy AI.  

But as history with technical debt shows, what looks 
like an acceptable compromise in the early phases 
can snowball into systemic drag. With 83% of 
companies surveyed planning to deploy AI agents, 
workloads rising and readiness levels stalling, AI 
Infrastructure Debt could quickly become the silent 
bottleneck preventing companies from realizing the 
value they expect. 

Chapter 4 
AI Infrastructure Debt is a real risk to value
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Why it’s not necessarily a problem (yet) 

Pressure to prove AI’s financial impact is growing. Stakeholders from boards to business units expect 
visible returns, and fast. As a result, companies are channeling their focus into bringing use cases to market 
and demonstrating returns. 

This optimism creates a buffer. Leaders in AI deployment can point to pilots delivering results, engaged 
employees, and more satisfied customers. But in the rush to deliver, critical steps like modernizing 
infrastructure, tightening governance, or addressing security gaps may be skipped or postponed. While 
these shortcuts might not harm companies at first, they risk accumulating as AI Infrastructure Debt that 
threatens to slow innovation and limit long-term value realization.

What does AI Infrastructure debt look like? 

Firstly, it doesn’t announce itself with a single failure. Instead, it accumulates in patterns. And even Pacesetters 
aren’t immune to AI Infrastructure Debt.
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Here are the early warning signs from the organizations we surveyed: 

All companies Pacesetters
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54% 58%

Ranking high compute costs as a top hurdle to ROI

Rising costs 
AI is becoming increasingly expensive relative to the 
value delivered. Pacesetters also face high compute 
costs, which grow as they scale advanced deployments.

72% 84%
AI compensation expectations are outpacing their budgets

51% 55%

Unpredictable hybrid infrastructure costs

41% 97%

Deployments are at sufficient speed and scale 

Recurring delays  
Most companies struggle to move projects from pilot to 
production. Pacesetters scale deployments faster, with 
fewer procedural delays and near-instant updates for many. 

23% 34%
Long procurement or decision-making cycles

12% 38%

Near instant updates with zero downtime  

26%  62%  

Have robust GPU infrastructure available for current
and future workloads 

Resource strain 
Talent and infrastructure gaps slow AI adoption.
Pacesetters have more robust infrastructure and 
integrated networks, reducing bottlenecks. 

60% ~65% 

Talent gaps are most acute in infrastructure management,
cybersecurity for AI, and AI tools/technologies

34% 79% 

Have fully integrated networks to support AI deployments

63%  75%  

Expect workloads to rise more than 30% in the next
2-3 years  

Mounting workloads   
Rising AI workloads are expected to stretch infrastructure for all. Pacesetters are better prepared but still anticipate 
significant increases, underscoring the need for ongoing readiness investments.

51%  69%

Expect workloads to rise more than 50% in the next
3-5 years 

28%  41%  

Admit infrastructure cannot support deployments at scale

Readiness gaps  
Outdated systems and fragmented data block scaling. 
Pacesetters benefit from scalable infrastructure and 
centralized data, enabling smoother deployments. 

19% 76% 

Have their in–house data fully centralized, facilitating easy
access for AI initiatives

22% 81% 

Network performance optimal: Minimal issues and tailored
for the most demanding AI workloads 
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All companies Pacesetters
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Security is where AI Infrastructure Debt can become dangerous 
 
While ambition and workloads rise rapidly, security sits as a critical, often underappreciated aspect of AI readiness. The 
Index shows that only 31% of organizations feel fully capable of securing agentic AI systems, and fewer than half feel 
confident in safeguarding sensitive data or preventing unauthorized access. Without robust security embedded into 
infrastructure, every new AI deployment can add risk, potentially exposing organizations to data breaches, compliance 
failures, or operational disruptions.

Emerging security risks 

Security and compliance challenges are common and can compound AI Infrastructure Debt. Pacesetters are better 
equipped, with stronger threat detection, access controls, and encryption.   

 

 

Organizations are taking action. Security tops the AI infrastructure priority list: 55% of organizations surveyed prioritize 
defending models and data from tampering, while 51% focus on recruiting the right talent to manage AI-specific 
cybersecurity threats. It consistently appears as both a top priority and a top blocker—a clear signal that leaders recog-
nize the critical importance of embedding security into the strategy, not bolting it on later 

AI Infrastructure Debt could become a crisis — but it doesn't need to 
 
While awareness is the first step, deliberate planning and investment are critical second steps. The conversation 
about AI Infrastructure Debt must begin early, with organizations actively tracking the early warning signs. These are 
vital clues to hidden debt that, if left unchecked, could become the very thing that prevents companies from 
realizing the transformative benefits they're chasing.   

42% 87%

Awareness of AI specific threats 

30% 84%
Full capability with end-to-end encryption for sensitive data  

29% 81%

Full capability to detect and prevent unauthorized tampering 

27% 74% 

Full capability with dynamic & granular access controls
for AI systems/datasets 

31% 75%

Capacity to fully secure agentic AI systems that make
decisions independently 
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Conclusion:
Follow the Pacesetters
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Across the enterprise AI landscape, many 
are talking about value, but it’s the 
Pacesetters – the 13% of surveyed 
organizations globally that are fully ready for 
AI – who are capturing it. Here’s what they 
do differently to everyone else we surveyed.

They are more disciplined

Mature, repeatable innovation process for 
generating, piloting, scaling AI use cases

Process to measure the impact of AI with 
clearly defined metrics

62% 95%13% 32%
All companies

Pacesetters

Fully equipped to control & 
secure AI agents

Fully integrated AI into security and 
identity systems

Highly aware of AI/ML-specific 
threats

More secure...

75% 62% 87%

31% 29% 42%



63% 66% 67%

63% 64% 61%
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Well-defined AI strategy AI is the highest budget priority with 
extra funds available

Short and long–term financial strategy 
in place to fund AI initiatives

With more strategic resilience to do something about AI Infrastructure Debt

All companies

Pacesetters

All companies

Pacesetters

96%99% 79%

43%58% 24%

Finalized use cases 

That translates into clearer action

77%
Pacesetters

18%
All companies 

And stronger results.

Increased revenue Increased profitability Unlocked new revenue streams

92% 91% 89%

Launched new products and services Boosted team productivity Improved customer experiences

91% 92% 90%



But value doesn’t come by accident. Value follows readiness. 
 
Pacesetters consistently invest across all six pillars of AI readiness. Here is just one example of how they do this for each 
of the pillars: 

All companies Pacesetters

Infrastructure

Data

Governance

Talent

Culture

Are investing in new data center capacity in the next 12 months

Control agent actions with guardrails and live monitoring

Have strong in-house AI talent

Have a full change management plan for AI

Have clean, centralized data with real-time integration for AI agents

77%43%

35%

30%

24%

36%

93%

84%

90%

91%

Strategy Have a clear AI strategy in place59% 99%
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Follow the Pacesetters 
 
As the Index shows, organizations that adopt a holistic approach to AI readiness are more likely to reap the benefits of 
those investments. By following the Pacesetters’ example and building robust foundations, companies can turn their AI 
ambitions into tangible, sustainable outcomes, helping ensure each investment, use case, and AI agent drives maximum 
impact. 
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Plan and act with clarity

Pacesetters have an AI strategy. And they 
act on it. Clear priorities mean less time 
stuck in pilots and more progress in 
real-world use cases.

Invest in infrastructure early

Instead of waiting for bottlenecks, they 
build capacity for scale from the start. 
That preparation means AI becomes an 
enabler, not a strain.

Lead transformation, not just 
technology

Change management is built in, which 
brings people with them. Pacesetters 
recognize full support turns ambition into 
action and value.

Balance innovation with guardrails

Pacesetters embrace agents, growth, and 
new use cases—but with governance, 
security, and monitoring in place. That 
balance is what keeps value scalable and 
responsible for them.

Treat data as a discipline, not 
a hurdle

Their data is clean, centralized, and 
ready to integrate—so AI doesn’t get 
tripped up by silos or patchwork fixes.



Methodology

This study draws on insights from 8,039 senior business leaders responsible for AI integration and deployment in 
organizations with 500 or more employees. Respondents represent 30 markets across Asia-Pacific, Japan, and 
Greater China; North America; Latin America; and Europe, the Middle East, and Africa, including Australia, Brazil, 
Canada, Mainland China, France, Germany, Hong Kong, India, Indonesia, Italy, Japan, Malaysia, Mexico, the 
Netherlands, New Zealand, the Philippines, Poland, Singapore, Saudi Arabia, South Africa, South Korea, Spain, 
Sweden, Switzerland, Taiwan, Thailand, the United Arab Emirates, the United Kingdom, the United States, and 
Vietnam.

The Cisco AI Readiness Index assesses organizations against six pillars of readiness—Strategy, Infrastructure, Data, 
Governance, Talent, and Culture—measured across 49 indicators. Each indicator was weighted based on its 
importance to readiness. Scores were assigned by level of deployment: 25–50% for partial deployment, 100% for full 
deployment. Pillar scores were then combined to calculate an overall AI readiness score for each organization. The 
pillar weightings are as follows: Strategy (15%); Infrastructure (25%); Data (20%); Governance (15%); Talent (15%); 
and Culture (10%).

Respondents came from 26 industries, including Business Services, Financial Services, Healthcare, Manufacturing, 
Retail, Technology Services, and Media & Communications, among others. 

With a global sample of this scale, results are statistically significant to within approximately +1% at the 95% 
confidence level. Differences of 2% or more year-on-year represent a true change.

The research was conducted through a double-blind online survey in August 2025 and the analysis carried out by an 
independent third party, Satori Experience.
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