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DDoS  Attacks  Primer



Did You Know?

Things  You  Should  Know  About  DDoS  Attacks  

ØEasy  to  launch  a  DDoS  attack.

ØDDoS  attacks  are  increasing  in  size,  
frequency  and  complexity.

ØDDoS  attacks  are  sometimes  smoke  screen  
diversions  during  attack  campaigns2.

ØEnterprises  demand  increasing  for  managed  
DDoS  Protection  Services.  

…cost to launch 
a DDoS attack
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DDoS  Attacks:  A  Major  Problem  Getting  Worse

Source:    Arbor  Networks,  Inc.Worldwide	
  Infrastructure	
  Security	
  Report	
  2016



DDoS Attacks  Threaten  All  Networks

Volumetric Attacks
• Saturates links
• 10-500 Gbps

TCP State-Exhaustion Attacks
• Crashes stateful devices (Load balancers, 

firewalls, application servers)
• Usually 1-10 Gbps, but high Mbps

Application Layer Attacks
• Stealth attacks, < 1 Gbps, 100+ requests per second
• No impact on infrastructure
• Huge load on applications
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Demand  for  DDoS  
Protection  Services



$2B  by  2019
9%  of  overall  $22.2B  MSSP  Market  

MSSP  Market:  DDoS  Protection  Services

Estimated  by  StrateCast

Estimated  by  Infonetics



Arbor’s  11th WISR  Also  Shows  Increase  in  Demand

Arbor  11th Annual  
Worldwide  

Infrastructure  
Security  Report



Large  Potential  Target  Market  for  Services

Arbor  11th Annual  Worldwide  Infrastructure  Security  Report



Best  of  Breed  DDoS  Protection
=  Cisco +  Arbor  Networks
Proven,  Trusted  DDoS  Protection



MODERN  DAY  DDoS  ATTACKS

Today’s  DDoS  attacks  use  a  dynamic  combination  of  volumetric,  TCP  
state-­exhaustion  and  application  layer  attack  vectors

There are Industry Best practices exist to stop 
all of these attacks



STOPPING  DDoS  ATTACKS

Layered DDoS Attack Protection

Stop application layer DDoS attacks 
& other advanced threats; detect 
abnormal outbound activity

2

Data Centers & 
Internal Networks

The 
Internet Application Attack

Scrubbing Center

Your (ISP’s) 
Network

Stop volumetric 
attacks In-Cloud 1 Intelligent communication 

between both environments3

4 Backed by continuous 
threat intelligence

Backed by Continuous Threat Intelligence

Volumetric Attack

A Recommended Industry Best Practice:

NGFW IPS



ARBOR’S  DDoS  PROTECTION  SOLUTION
Comprehensive DDoS Protection Products & Services

Armed with Global Visibility & Actionable Threat Intelligence

Target/Compromised Hosts
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Arbor  Networks’  DDoS  Protection  Portfolio

Volumetric  Attack
On-­Prem

The  Internet
Botnet,  
DDoS,  
Malware

Application  Attack

In-­Cloud

Cloud  Signal

IF

Arbor  Cloud

Arbor  APS

Arbor  TMS

§ Global  Visibility  and  Threat  Intelligence  
provide  “Situational  Awareness”.

§ ATLAS  Intelligence  Feed(AIF)  arms  
products  with  latest,  global,  actionable,  
threat  intelligence.

§ For  more  complex  networks  and  
experienced  security  teams.

§ Automated  detection,  Out  of  Band,  
customizable  mitigation  (1-­100G).

§ Used  by  many  MSSPs  for  in-­cloud  
DDoS  protection  services.

Arbor	
  Networks	
  SP	
  &	
  TMS

§ For  data  centers  and  customer  premises.
§ Always  on,  protection  from  (in-­bound  and  

outbound  )  DDoS  attacks  and  advanced  
threats  (sub  100M  to  40G).

§ Cloud  Signaling  for  large  attacks.
§ Managed  APS

Arbor	
  Networks	
  APS

Arbor	
  Cloud®
§ An  ISP  Agnostic,  Managed  DDoS  

Protection  Service.
§ Combination  of  in-­cloud  and  on-­prem

DDoS  attack  protection  (up  to  2TB).
§ Terabytes  of  mitigation  capacity,  

backed  by  DDoS  protection  experts.Cisco  ASR  
9000  Router
w/  vDDoS
Protection



Network  Embedded,  Virtual  DDoS  Protection

Up  to  60  Gbps  Mitigation  per  VSM

+

Arbor  Networks
Threat  Management
System  (TMS)

Arbor  Networks  SP
ASR  9000  

with  Virtual  Services  Module  (VSM)

=
Cisco  ASR  9000
vDDoS  Protection

“Powered  by  Arbor  Networks”



• Proven  Scalability  &  Reliability  in  Largest  Tier  1s
• DDoS  attacks  detected  as  fast  as  1  second
• BGP  announcement  re-­route  traffic  to  be  scrubbed

• Leverages  Your  Cisco  Infrastructure
• Includes  Multi-­Tenant  Customer  Portal  

Why  Use  ASR  9000  vDDoS  Protection  Solution?

Ask  peers  and  competition:  “Who  do  you  use  for  DDoS  protection?”



How  to  Establish  Your
DDoS  Protection  Service



1. Establish  Goal  of  Service
2. Determine  Offering(s)
3. Purchase  &  Install  Solution
4. Develop  Process
5. Part  Numbers  &  Prices
6. Communicate  &  Enable  Sales

Basic  Steps



Features Emergency  
(On-­Demand)

Bronze
Subscription

Silver
Subscription

Gold
Subscription

In-­cloud: On  demand  Mitigation  of  
DDoS  attacks.   ✔
In-­cloud:  Proactive  
Detection  of  DDoS  attacks,  reporting.     ✔ ✔ ✔
In-­cloud:  Proactive
Mitigation  of  DDoS  attacks,  reporting,  
customer  portal. ✔ ✔
CPE based:  Proactive  
DDoS  attack  detection,  and  mitigation. ✔
In-­cloud  +  CPE:  Proactive  
Overflow/  Cloud  Signaling
Mitigation  of  large  DDoS  attacks ✔
Price

DDoS  Protection  Services:  Potential  Packages



How  Much  Should  We  Charge?



§ Most  DDoS  protection  services  are  based  around  the  concepts  
shown  in  the  next  few  slides.  

§ Common  Components  of  Services:  
Ø In-­Cloud  vs.  On-­Prem
Ø On-­demand  vs.  Subscription
Ø Attack  detection  vs.  mitigation
Ø Traffic  diversion  mechanisms  (e.g.  DNS  /  BGP)
Ø Access  to  customer  portals,  reporting

§ Other  variances  related  to  SLA,  charging  mechanism  (number  of  
attacks,  size  of  attacks,  amount  of  clean  traffic)  etc..  

In  General,  DDoS  Protection  Services…



Give  the  Customer  The  Flexibility  to  Choose

§ Giving  the  customer  options  that  better  match  or  suit  their  needs.  For  example:
Ø Mitigation  Packs  (#  of  mitigations/month)  (e.g.6,  12,  30,50,  unlimited)
Ø Mitigation  Units  (e.g.  12,  72  hr)
Ø Service  based  upon  average  clean  bandwidth,  not  attack  size.

§ Customer  Benefits:
Ø Can  more  easily  budget  for  DDoS  Protection.  (“avoid  a  blank  check”)
Ø Pick  the  right  amount  of  protection  for  the  right  time.  (e.g.  an  e-­Commerce  

company  buys  more  during  the  holidays)



Customization  of  Arbor Networks  SP  Customer  Portal



Many  Considerations

• Market

• Strategy  

• Pricing

• Operations

• Finance

• Design

• Deployment

• Launch

• Assessment  

• Roadmap

Arbor  Resources  You  Can  
Rely  Upon  

• MSSP  Consultant
• Consulting  Engineer  (CE)
• Product  Marketing  Manager



Arbor-­based  DDoS  Protection  Services*  

§ Today,  there  are  60+  MSSPs  worldwide  offering  Arbor-­based  Managed  DDoS  Protection  Services.
Ø Approximately  40  offer  the  combination  of  In-­Cloud  and  On-­Premises.

*  Publicly  announced  customers  only





More  Market  Info  on  DDoS  
Protection  Service  Demand













Growing  Demand  for  Managed  Security  Services

9%  of  $22B  
=  $1.98B
9%  of  $22B  
=  $1.98B







Note:  100%  of  Arbor  
APS  on  premise  
DDoS  sales  are  to  a  
customer  who  has  
an  existing  firewall.







Examples  of  Arbor  Networks  
Based  Managed  DDoS  
Protection  Services



Example:  For  Free  or  Fee?

…  Our  DDoS  Protection  service  is  available  with  minor  set-­up  fees  
and  for  a  flat  monthly  fee.  Customers  will  have  to  pay  an  additional  
mitigation  charge  when  under  attack…

…  There  are  no  set-­up  fees  because  customers  are  using  their  own  
edge  device  to  detect  an  attack.  When  an  attack  is  detected  a  
customer  goes  to  the  carrier’s  DDoS  Portal  to  redirect  traffic  to  a  
shared  “scrubbing  facility”…



Note:  Prices  are  not  actuals.  Simply  meant  to  
show  relative  difference  between  prices.

Example:  Mitigation  vs.  Detection



Example:  Tiers  of  Service



Use  of  only  Arbor/  
Cisco  vSP
product  and  
numerous  
reports.
Use  of  only  Arbor/  
Cisco  vSP
product  anomaly  
detection.

Use  of  only  Arbor  /  
Cisco  vSP and  Arbor  
TMS/  Cisco  vDDoS
products.

Example:  Good  Use  of  Arbor  SP  Features



Example:  Good  Website



Example:  Use  of  Arbor  Threat  Intelligence



Example:  Based  Upon  Clean  Bandwidth



Example:  Arbor  Cloud  DDoS  Protection  for  Enterprise

§ An  Example  of  Putting  It  All  Together:
• No  initial  provisioning  fees
• Prices  based  upon  normal  amount  of  Clean  Traffic;;  sold  as  a  annual  subscription,  billed  
monthly.

• Includes  12  mitigations  per  year;;  extra  mitigation  packs  can  be  purchased  separately.  
• Mitigation  =  72  hour  window
• BGP  option  includes  1  /24  subnet  and  1  GRE  destination;;  extra  /24  and  GRE  tunnels  sold  
separately.

• DNS  option  includes  5  hostnames;;  additional  hosts  sold  separately.
• ON-­premise  Arbor  APS  with  Cloud  Signaling  sold  separately.

$

$$$



Case  Study:  Arbor  Cloud  for  Service  Providers

Customer US  Data  Center  Operator.  Services  include:  Custom  data  center,  Colo,  Cloud  
Services,  Managed  Hosting,  Internet  Connectivity.  

Arbor Solution Combination  of Peakflow  SP,  TMS  2310  and  Arbor  Cloud  DDoS  Protection  for  
SP  (Small  Tier,  7  BGP/GRE  locations,  3Yr)

Background  /  
Driver

§ Some  of  their  DCs  were  experiencing  DDoS  attacks.
§ After  multiple  failed  attempts  to  justify  a  product  only  solution  (i.e.  TMS  too  
expensive)  – settled  on  hybrid  solution:  

§ TMS  for  “Surgical  Mitigation”  (i.e.  5-­10G,  for  most  attacks)
§ Arbor  Cloud  as  an  “insurance  policy”  for  larger  attacks.  



Cisco vDDoS:  Finite mitigation 
capacity used for majority of attacks. 3

Your 
Network

The 
Internet

Regional 
Scrubbing 

Center

Up 
Stream 

Network

Arbor Cloud: ISP 
Agnostic service used 
for overage scenarios.

4

Volumetric Attack

§ Arbor Cloud for Service Providers
§ An ISP Agnostic Managed DDoS Protection Service
§ Offering 2 TBps of Global Scrubbing (4 regional locations)
§ Use as an insurance policy for scenarios when attacks exceed mitigation 

capacity of local TMS.

Customer 
Premises

Your Scrubbing 
Center

Cloud Signaling: A call for 
“help” for large attacks.2

Arbor APS:  Always On, in-line 
detection of inbound application 
layer DDoS attacks & other 
advanced threats; detect abnormal 
outbound activity

1

Extending  In-­Cloud  Mitigation  Capacity


