
Cisco AMP for Endpoints Checklist

Now that you have purchased your Cisco AMP for Endpoints solution, you’re probably wondering...what’s next?

This checklist will walk you through what’s needed to setup your AMP for Endpoints product, and help you get the 
most out of your investment. Make sure to use our free resources to complete each step. 

Gather information about your deployment 
environment per the best practices document

Set up your AMP for Endpoints console

Plan your Alpha Deployment 

Onboard
Let’s get started with Cisco AMP for Endpoints general setup.

Plan and deploy your Beta deployment

Incorporate base AMP features

Incorporate console login into your business process

Begin connector conversion from audit to Protect Mode 

Use
Time for the next round of deployments. Explore these advanced 
components and best practices.

Complete the Alpha deployment

Deploy connectors to your Alpha group

Complete Alpha connector tuning

Implement
Now you’re ready to install Cisco AMP for Endpoints.

Expand to general deployment phase 
(post Alpha and Beta deployments)

Understand and use advanced features

Integrate AMP for Endpoints with Threat Grid

Log in to the AMP Console at least two times 
per week

Continue moving 80 percent of your deployment 
toward Protect Mode

Scale your AMP for Endpoints usage

Engage
Deploy additional features to get the most out of Cisco 
AMP for Endpoints.

Continue connector deployments

Review advanced topics

Log in to the AMP Console at least three times per week

Continue moving 95 percent of your deployment toward 
Protect Mode 

Adopt
Expand your solution across your network using these steps.

Continue connector deployments

Review advanced topics for new features

Participate in a CX Health Check

Continue moving 99 percent of your deployment 
toward Protect Mode

Maintain polices to reflect any changes to your 
security environment

Maintain the latest release of AMP for Endpoints

Log in to the AMP Console at least four times per week

Attend AMP for Endpoints webinars for tips and 
on-going training

Optimize
You made it...but there’s more! Make sure to check for 
updates regularly and follow these best practices.

Access the Cisco AMP for Endpoints console to get started. 
Follow the steps outlined here to install, configure, and use your AMP for Endpoints product. 
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Log in 

https://www.cisco.com/c/m/en_us/products/security/advanced-malware-protection/setup-guide.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214933-amp-for-endpoints-deployment-methodology.html#_Toc3991237
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214933-amp-for-endpoints-deployment-methodology.html#_Toc3991245
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214933-amp-for-endpoints-deployment-methodology.html#_Toc3991257
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214933-amp-for-endpoints-deployment-methodology.html#_Toc3991257
https://www.cisco.com/c/m/en_us/products/security/advanced-malware-protection/setup-guide.html?wcmmode=disabled#implement
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214933-amp-for-endpoints-deployment-methodology.html#_Toc3991259
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214933-amp-for-endpoints-deployment-methodology.html#_Toc3991262
https://auth.amp.cisco.com
https://www.cisco.com/c/m/en_us/products/security/advanced-malware-protection/setup-guide.html?wcmmode=disabled#use
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214933-amp-for-endpoints-deployment-methodology.html#_Toc3991266
https://www.cisco.com/c/m/en_us/products/security/advanced-malware-protection/setup-guide.html?wcmmode=disabled#engage
https://auth.amp.cisco.com
https://www.cisco.com/c/m/en_us/products/security/advanced-malware-protection/setup-guide.html?wcmmode=disabled#adopt
https://auth.amp.cisco.com
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214933-amp-for-endpoints-deployment-methodology.html#_Toc3991278
https://www.cisco.com/c/m/en_us/products/security/advanced-malware-protection/setup-guide.html?wcmmode=disabled#optimize
https://auth.amp.cisco.com
https://learningnetwork.cisco.com/s/advanced-malware-protection-training-videos
https://auth.amp.cisco.com



