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The Service Provider Opportunity

The SP is uniquely positioned to deliver security as a managed service
- consumer and business customers

The SP can rapidly deliver security offers as part of an integrated offer
- leveraging the network is key

The SP has the skillsets / processes / infrastructure to sell the services
— telesales to focused high-touch sales teams

The SP can deliver security offers cost effectively — investment
alignment

The SP can reinforce their brand identity through managed security
offers
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Addressing the Opportunity
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Addressing the Opportunity
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Addressing the Opportunity
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SP Managed Services nternet Cisco Umbrella
X @ Lg\onnectivity and security
Protecting Your Customers

Critical infrastructure Business apps

Amazon, Rackspace, S ees 00 - g Salesforce, Office 365,
Windows Azure, etc. o D | DocusSign, etc.
Critical Business

infrastructure  apps

-——-— - .
- -

Workplace
desktops

Roaming laptops ﬁ Branch office
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Cisco Umbrella & Managed Security

High Security Efficacy - Prevents access to malware sites, Contains
infections by blocking control (C2) traffic, threat intelligence updated
worldwide in minutes.

Cost effective for each offer

Device / Application / Port Agnostic

High Availability — 100% since 2006

Network friendly — no overhead and reduces malicious traffic on network

Improved user experience — faster page load

Network enabled — SP controlled access to Security based on subscribed
services

Fast TTM — minimal integration, leverages existing standards based
approach to enable all functionality, easy to manage

Highly scalable — 1 to x0,000,000’s devices

Malware
C2 Callbacks
Phishing
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Our view of the internet

100B | 85M | 12K | 160+

requests daily active enterprise countries
per day users customers worldwide

Our efficacy

Discover |dentify Enforce

3M+ )} 60K+ )} 7M+

daily new daily malicious malicious destinations
domain names destinations while resolving DNS
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ntelligence o o o
Statistical models O O O 2M+ live events per second
O O O o
@) O @) 11B+ historical events
O O O
‘) @) (@)
Spike rank model
Detect domains with sudden
Co-occurrence model . spikes in traffic
Identifies other domains looked up in
rapid succession of a given domain . Predictive IP space monitoring
Analyzes how servers are hosted
Natural language processing model ——=— to detect future malicious domains
Detect domain names that spoof terms
and brands . Dozens more models
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Cisco Umbrella GTM e e s B

a phish.opendns.com (]
* Integrates into existing sales motions — telesales,
kiosks, higher end security sales etc.
Simole o exalain. desloy and Your Logo
. imple to explain, deploy and manage
Y Y ploy g Here

» Personalized ‘SP’ user experience
. . . This d in is blocked d

« Minimal infrastructure investment — focus chetrg e e

investment on marketing & branding

hit-phish.opendns.com
» Establish brand for network enabled security — . ,
. Phishing is a fraudulent attempt to get you to provide
safer Internet, managed security personal information under false pretenses.

If you think this shouldn't be blocked, please contact your

network administrator.

* Introduce as first layer of security - creating
upsell opportunities around SMB & Enterprises | Dagnosicinfe ¥ |
< > i AAREN ]
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Cisco
Umbrella
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It's ok to point
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Sample Cisco Umbrella Integrations

S ISR 4k family
0= Cisco Wireless TS
- WLC family |
! Cisco MPC

Control
Center

() C3osper
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Branch Security at the DNS Layer:
Cisco 4000 Series ISRs and Umbrella

Advanced Threat \, Aoplv Policies Automate Your Digitization
Detection 7 bply # Security Driving Business

= DNS: First layer = Select from = Order = Easy to deploy
of defense predefined polices = Cloud provision = Streamline business
= Worldwide visibility = Automated deployment operations
= Protect
= Advanced research = Optimized for any port, = Dramatically
and threat intelligence IP address, or application reduce TCO

= Improve customer
experience

Protecting the Branch
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Network Security is Integral to Digitization

Cisco Umbrella helps secure the enterprise

)
cisco

Cisco Umbrella

Cisco Umbrella

Threat
Protection

Block current and
emerging threats

Protect any device
on network against:
Malware
Phishing

Command and Control
(C2) callbacks for data
exfiltration

Content
filtering

Web content policy
based on:

SSID
User Role

Location

Domain filtering

Custom whitelist and
blacklist

Simple to deploy
and manage
Cloud-delivered

Protection in
minutes

Policies for guests
and corporate users

Powerful reporting
and analytics



DEMOs

e Circuit Attach

e MPC attach

« ISP /MSSP
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