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Streaming Network Analytics 
System
SNAS

• An open source project under 
Linux Foundation Networking 
Umbrella

• A framework to collect, track 
and access tens of millions of 
routing objects (routers, peers, 
prefixes) in real time

• Allows you to interact, 
visualize, and analyze routing 
data in a simple way
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Linux Foundation Open Source Networking Stack
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Product, Services & Workloads

CI/CD

Disaggregated Hardware

Network Control

Operating Systems

Cloud & Virtual Management

Orchestration, Management, Policy

Application Layer / App Server
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Network Data Analytics

Automation of Network + Infrastructure + Cloud + Apps + IOT 

Linux Foundation 
Hosted

Outside Linux 
Foundation

Standards
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Background 
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Types of data used for analytics:

• Device stats/logs/error counters/queue 
statistics etc.

• SNMP/Pull Model

• Telemetry/Push Model

• IP traffic information and statistics

• Netflow/sFlow/IPFIX

• Routing/control/topology data*

• IGP/Internal network topology

• BGP/Variety of reachability information 
(services)

Network Analytics 
Data Types

*SNAS
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Device View:

• Data is collected from each 
device after it is processed by 
the device

Network View*: 

• Data is collected from each 
device before it is processed 
(as received from the network)

Device vs Network View

*SNAS
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Example:
Device vs Network View

R3
Collector

R1/AS1 = 10/8

R2/AS2 = 10/8

10/8 AS1

R3

R1/AS1 = 10/8

R2/AS2 = 10/8

10/8 AS1

10/8 AS2

eBGP

eBGP
BGP

eBGP

eBGP

BMP

Device View

Network View*

Collector

*SNAS
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• Stateful = Processing data based on the 
state information of the client

• Routing protocols are session based

• Routers maintain the state and 
parameters of each session

• An initial exchange of full routing table is 
followed by individual updates as needed

• Routing data can be viewed as a “stream” 
between two devices which agreed on 
some session parameters and only during 
the life of the session*

• This is very different than “stateless” or 
snapshot data where data is not 
associated with session information.

Stateful Nature of 
Routing Protocols

*SNAS
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SNAS 
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Project Objectives

• Collect, store, maintain, 
track and expose network 
centric routing data for 
analytics applications

• Make routing data 
application developer 
friendly

• Produce lightweight 
packages that can run on 
a small server



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

Collect Network Wide Routing Data Securely and Efficiently

RR

Your Network

Edge1 Edge2

Edge3 Edge4

Egress Peers A Egress Peers B

Egress Peers C Egress Peers D

Collector

We want Edge2 to stream
all unfiltered routing packets 
as received from Egress 
Peers B
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Data Collection

BGP

to

BMP

“BGP Monitoring 
Protocol”
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• BGP Monitoring Protocol (BMP) 
encapsulates BGP messages from one 
or more BGP peers into a single TCP 
stream to one or more collectors

• Efficient, [near] real-time, low 
memory/CPU on router, little to no 
service impact with peering

• Simplified configuration (one-time 
setup) with granular controls per peer

• All address families supported

• https://tools.ietf.org/html/rfc7854

What is BMP

TCP BMP BGPIP

BMP Router
XE/XR/JunOS

BGP Peers

BMP Collector

Single stream

eBGP/iBGP
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Access to Multiple Monitoring Points via BMP

BGP Peer2

Unmodified Data
Peer1:
Prefix: 10/8 
Med:  8
AS Path: 3356 28038
Peer2:
Prefix: 10/8 
Med:  8
AS Path: 1239 28038

1

Import from other protocols

Best path selection process

2

After Filters
Peer1:
Prefix: 10/8 
Med:  8
LocalPref: 99
AS Path: 3356 28038
Peer2:
Prefix: 10/8
Med: 8
LocalPref: 100
AS Path: 1239 28038

Input filters/
Import policy

3

BGP Peer1

Prefix: 10/8 
Med:  10
AS Path: 1239 28038

Prefix: 10/8 
Med:  8
AS Path: 3356 28038

After Best Path selection
Prefix: 10/8 
Med:  8
LocalPref: 99
AS Path: 3356 28038

4

After Filters
Peer2:
Prefix: 10/8 
AS Path: 555 1239 28038

Output filters/
Export policy

BGP Peer3

Prefix: 10/8 
AS Path: 555 1239 28038
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BMP Availability

BMP Availability
Vendor Release Notes
IOS-XE 3.12 and above ASR1K, 

CSR1000v
IOS-XR 5.2.2 ASR9K, CRS, 

NCS6K, XRv
NX-OS Evergreen N9K, N7K

JunOS Since 10.3 MX, EX
ACX (12.3)

goBGP 1.3+

Arista/Huawei Coming Soon
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SNAS Architecture

Collector

MySQL DB

Parsed, Conditioned Data

BMP Enabled Router

BGP Peers Monitored

TCP Stream

Kafka Message Bus

MySQL 
Consumer

Flat File
Consumer

SNAS UI Grafana

Applications

Other Apps
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• Parses BGP data

• Conditions the data

• Produces the parsed (and raw) BGP data to Kafka using 
Kafka’s topic structure 

• Data produced in tab delimited format 

• Highly scalable, very small footprint

• IPv4, IPv6, Labeled IPv4/v6, BGP-LS (Segment Routing), 
L3VPN address families supported

Collector
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A Word About Parsing

• Parsing BGP data requires 
deep knowledge of network 
packet format based on 
standards (RFCs)

• Anyone who wants to do 
analytics using BGP data has 
to figure out how to parse it

• SNAS does the parsing for 
you
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Example Parsed Data (REST API)
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Example Parsed Data (Kafka API)
Tab-Delimited Converted to Json
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Tracking Stateful 
Routing Data at 
Internet Speeds 
and Scales

• Maintaining state for a very large 
number of peers and prefixes:

• 100s – 1000s of peers

• A typical Internet peer carrying 
700K+ IPv4 prefixes

• Multiple monitoring points 

• Processing very high number of 
packets with minimum delay:

• Updates/sec during initialization 
(routing table dump) generates 
tens of thousands of updates/sec
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Getting Started
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• SNAS Webpage: https://www.snas.io

• SNAS Repositories:
• https://github.com/OpenBMP

• https://github.com/SNAS

Start Here
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Installation

http://www.snas.io/gettingstart
ed/getting_started/

Step 1: Install AIO Container

Step 2: Install UI Container

Step 3: Start Feeding Data

Configure a router to send 
BMP data

Use public BGP data, Install 
MRT2BMP Application or
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• Openbmpd - Latest collector (listening port is TCP 5000)

• MariaDB 10.2 – MySQL server (listening port TCP 3306)

• Apache Kafka 0.10.1 - High performing message bus (listening ports are 
TCP 2181 and 9092)

• Tomcat/DB_REST - Latest Rest interface into MySQL/MariaDB (listening port 
TCP 8001)

• SNAS MySQL Consumer - Latest Consumer that puts all data into MySQL

All-In-One (aio) Container
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• nginx - Web Server

• ui - SNAS UI

UI Container
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Router 
Configuration

http://www.snas.io/docs/ 

Configuration:

XR, XE, JUNOS
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XR Configuration
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Demo Servers

http://www.snas.io/demo/ 

• SNAS UI

• http://demo-rv.snas.io:8000/

• Grafana

• http://demo-rv.snas.io:3000/




