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Agenda
• Introduction - ML/DL/Cognitive Architectures

• Machine Learning Opportunity Space – Beyond the hype

• Demo of CX Deep Fusion

• Machine Learning Limitations and Challenges

• Beyond ML/DL with Cognitive Architectures

• Demo of DFRE

• Discuss how DFRE learns a people model vs DL

• Use Cases and Solutions: IoT, Networking and NLP



Session
In a Nutshell



Gartner Hype Cycle 2017



Autonomous Vehicles

Healthcare

Voice-activated assistant

Automatic machine translation

Automatic text generation

Automatic handwriting

Image recognition

Automatic image captioning

Earthquakes prediction

Advertising

Finance

Energy market price forecasting
…
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Cisco Cortex

50 experts spanning all BE’s

Six teams

Strategy

Data Management

Knowledge Management

Employees

University

Customers / Sales

400+
Employees in AI / ML 

Spark team

90
Patent Filings in 

ML/AI

700+
Registered for ML 
Training in CTG

Encompassed in 10+ products across the portfolio

What is Cortex? It’s Cisco’s AI thought leadership.

Talos Stealthwatch AppDynamics MindMeld Spark

Kairos Cognitive Threat 
Analytics

AMP Zeus Encrypted 
Traffic 

Analytics

Cloudlock Tetration Perspica Intersight



 AI for Cisco IoT - state-of-the-art 
in terms of accuracy and model 
transfer learning:

 GPU class models running on CPU

 Connected Conservation

 Crowd analytics for smart city, 
transportation, manufacturing,…

 Traffic analytics 

 Behavioral analytics (e.g. man down 
detection)

 Queue analytics

 Cross non-overlapping camera 
tracking

 WiFi + Video tracking

 Digital Perimeter

 VSG – Gaetan will present shortly

CX Deep Fusion IoT Analytics 



• Speedway
• On-premise pilot ongoing

• Yarra Trams / Public 
Transport Victoria / ITS 
World Congress

• (October 2016) Successful 
deployment running 30 
cameras 1 tram, 3 stations

• Paris Smart City
• (May 2017) Successful 

deployment running 19 
cameras, 
people/vehicle,bicycle zone 
and flow analytics 

• Coles Retail Analytics
• (April 2017) Successful PoC

of dwell time and pose 
estimation for queue 
analytics

• UK National Grid PPE
• (Jan 2017) PoC for basic 

PPE detection

• Enterprise Tailgating 
Detection

• (June 2016) PoC deployed 
covering several Cisco 
buildings

• Australian Open Crowd 
Analytics

• (Jan 2016) PoC
demonstrating high 
density crowd estimation 
as well as queue analytics

• CMX Integration
• (Feb 2016)

Deep Fusion – Completed PoC’s, Pilots and Demos
• Conferences

• Tiecon 2015

• Cisco Live San Diego 2016

• Cisco Live Munich 2016

• Cisco Live Las Vegas 2016
• Cisco Live Cancun 2016
• GPU Tech Conf 2016
• GPU Tech Conf 2017
• Cisco Live Melbourne 2017
• Hannover Messe 2017



Deep Fusion – AI Thought Leadership



Deep Fusion Patents (>20 total)
CPOL # Title Status

999633 Methods and Systems for Counting People USPTO (filed)

1001647 Behavioral Analytic System USPTO (filed)

1001951 Locations of Computing Devices USPTO (filed)

1003421 Scalable Deep Learning Video Analytics USPTO (filed)

1003444 Contextual Services in a Network Using a Deep Learning Agent USPTO (filed)

1003484 Deep Learning Application Distribution USPTO (filed)

1013009 Collective Deep Learning For Camera Adaptation CPOL submitted

1012843 Dynamic Person Queue Analytics USPTO (filed)



Drew Greene and Razikh Ulla

Deep Fusion for 
Safer Schools
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What is CX Deep Fusion?

Video 
Analytics 

Video 
Analytics 

High 
accuracy

High 
accuracy

RESTful 
APIs for 

integration 

RESTful 
APIs for 

integration 

Edge 
compute 
support

Edge 
compute 
support

Any IP 
Camera 
support 

Any IP 
Camera 
support 

People countingPeople counting

Facial RecognitionFacial Recognition

Sentiment detectionSentiment detection

Vehicle countingVehicle counting

Queue metricsQueue metricsCrowd analyticsCrowd analytics

Man down detectionMan down detection

Cross camera trackingCross camera tracking

License plate recognitionLicense plate recognition
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CX Deep Fusion

Video Analytics

Design architecture

Container Ecosystem

CX Deep Fusion Platform

Models Graphite

Portals Dashboard RBAC
RESTful 

APIS
Kafka/MQTT

Edge

Camera

Edge Intelligence (Deep Learning, Machine Learning, Telemetry)

Cisco IOx Apps (Docker, Ioxtools)

Rules/Alerts

Partners/IntegrationConsumers
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Connector

>RTSP Stream support
>Day/Night, IR Camera

Model

>Deep Learning 
>Neural Net Algorithms
>Standalone containers

Analytics

>Track events
>Register data

Rules 
Engine

>Analyze data
>Conditional triggers

Notify

>SMS, Email 
>Kafka, MQTT

Time 
Series DB

>Store events
>Historical data

Portal

>Dashboard
>Administration
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Connector

Model – Object detection

Operator Dashboard

1
Day night/IR Camera 
capturing feed

CX Deep Fusion

2
Analyze frame  & 
detect objects

3 Review analytics

SMS/Email

MQTT/Kafka

RTSP

Deep Learning Model – Object detection

Zone

Zone

Tripwire

 Detect & Count People, Bicycle, Bags, 
Knife, Wheelchairs, cat, dog, cellphone

 Detect & Count bidirectional movement 
 Detect & Count in Zones
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Connector

Model

Rules

Notify

Operator

1
Day night/IR Camera 
capturing feed

CX Deep Fusion

3
If condition is met, 
trigger Notification

2
Analyze frame  & 
detect objects

4 Alert Operator 

SMS/Email

MQTT/Kafka

RTSP

Business Rules & Alerts
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Connector

Model

Rules

Notify

Operator

1
Day night/IR Camera 
Overlooking hallway

CX Deep Fusion

3
Rule: 
People > 0 & Time: 18:00 – 05:00
Notify Operator 2

Detect People

4 Alert Operator 

SMS Sent to 
Operator

Alert published to 
the kafka topic

RTSP

Business Rules –
Use case: Alert when people were detected post 7 PM in hallways



CX Deep Fusion Demo
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Statistical Learning 
Limitations



© 2018  Cisco and/or its affiliates. All rights reserved.   

The Dark Side of  
Deep Learning





• Simple X -> Y mapping

• Tons of training data

• All models are wrong but some happen to be useful
• i.e. expect an error rate: 10%, 5%, 1% (if lucky)

Recent “AI Fix”… AI = ML/DL



© 2018  Cisco and/or its affiliates. All rights reserved.   © 2018  Cisco and/or its affiliates. All rights reserved.   

DL can eliminate 
feature engineering 
phase BUT adds other 
complexities:
thousands of DL algo’s, 
infinite topologies, 
hyperparameter 
optimization, ground 
truth, major IT and OT 
considerations

Any problem that can be 
digitized and have massive data 
collected is a candidate for ML, 
from financial engineering to 
cars to health care.

Training data

Output

Program 
(Model)

Not for external distribution

Machine Learning

i.e. Plenty of engineering and 
domain expertise still required. All 
told probably more than without DL. 
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AI looks at riffles and sees

AI Fails
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Issues with DL for autonomous systems

Is it OK to ignore tail events? Is 1% error acceptable? Assuming a 100Hz inference rate that’s an error a second
So let’s just get more data… but wait! (see next slide)
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DL can eliminate 
feature engineering 
phase BUT adds other 
complexities:
thousands of DL algo’s, 
infinite topologies, 
hyperparameter 
optimization, ground 
truth, major IT and OT 
considerations

Any problem (that meets prior 3 
laws of AI) that can be digitized 
and have massive data collected 
is a candidate for ML, from 
financial engineering to cars to 
health care.

Training data

Output

Program 
(Model)

Not for external distribution

Machine Learning

i.e. Plenty of engineering and 
domain expertise still required. All 
told probably more than without DL. 
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Why is Deep Learning so important?

Reason #1: It is a meta algorithm – AutoML is meta^2
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Why is Deep Learning so important?

Reason #1: It is a meta algorithm
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Why is Deep Learning so important?

Reason #2: DL Models can be much more powerful than ML without DL



AIXI

Reinforcement 
Learning

Approaching AGI

31

Deep 
Learning

Cognitive 
Architectures

Probabilisti
c Models

Universal 
Induction

Probabilistic 
Programmin

g

Narrow General

Inefficient

Efficient

Universal meta-
computations

Deep RL

Deep meta-
learning

Neuro-
cognitive 

Architectures

Neural-
Bayesian 
Models

+

+

Incremental 

improvement

Incremental 
self-

improvement

Turing-
complete 

DNNs

Deep PPLs

?

?

? ?
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Ben Goertzel’s OpenCog
stores and manipulates 

knowledge in  the form of 
complex graphs

(weighted, labeled 
hypergraphs)

OpenCog Atomspace 



semantic information in deep neural nets



Deep NN
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 Use Deep Learning to acquire symbolic knowledge 

o High-quality ontologies – High-quality knowledge graphs – Knowledge 
bases fit for deductive reasoning

 Use symbolic methods from knowledge representation and 
reasoning

o Developing methods which use background (domain) knowledge  for 
abductive reasoning

Neural-Symbolic Learning

http://daselab.cs.wright.edu/pub2/2018-06-DL4KGs.pdf

 Cooperation of sub-symbolic and symbolic 
knowledge

o implicit knowledge, e.g. sensory-motor 
associations; this knowledge is sub-symbolic

o explicit knowledge, e.g. a teacher verbal advice, 
which makes use of symbols.
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 DFRE is a cognitive architecture for 
reasoning

 DFRE leverages conceptual spaces, non-
axiomatic reasoning engines, and ML/DL 
in a synergistic manner

 DFRE covers cognitive functions like 
learning, planning, decision-making, 
problem solving  

 Reasoning includes various forms of rule-
governed operations on relations among 
concepts learned from observations  

Deep Fusion Reasoning Engine
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 Deep Learning : Knowledge without understanding

 Explainaible AI : provide explanatory information related 
to the internal architecture of the reasoning engine 
 Information for domain experts affecting engineering.

 Understandable AI: create trust and ownership over AI 
by reintroducing human control into an AI ecosystem 
 Information for customers affecting business

Explainaiblity & Understandability



CX Deep Fusion Demo
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Industry Moves Toward New Networking Paradigm
Reactive Compute, Network, Storage and Security
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Our Big Picture
Reactive Networking + Deep 
Fusion Inference Engine
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URP’s
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URP’s
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The Curse of Dimensionality

But wait… doesn’t ML/DL deal with this?
Yes… to a certain extent.
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ML without DL (or kernel methods) on “the curse”

The Manifold Hypothesis
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ML without DL (or kernel methods) on “the curse”

The Manifold Hypothesis

Problem: what if data 
doesn’t reside on a lower 
dimensional manifold? 
What if data resides on a 
higher dimensional 
(Hilbert) space?
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DL solution to the curse:
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Kernel method solution to “the curse”


