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Agenda

- Introduction - ML/DL/Cognitive Architectures

- Machine Learning Opportunity Space — Beyond the hype
- Demo of CX Deep Fusion

- Machine Learning Limitations and Challenges

- Beyond ML/DL with Cognitive Architectures

- Demo of DFRE

- Discuss how DFRE learns a people model vs DL

- Use Cases and Solutions: 10T, Networking and NLP
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Gartner Hype Cycle 2017

Connected Home

ExpECtat.mns : Deep Learning
4 Virtual Assistants Machine Learning
loT Platform Autonomous Vehicles
SmadRobpts Manotube Electronics
Edge Computing Cognitive Computing
Augmented Data Discovery Blackchain
| SmartWorkspace

ommercial UAVs (Drones)

Conversational Userinterfaces
Cognitive Expert Advisors

Brain-Computer Interface

VblumetricDisplays
Quantum Computing
Digital Twin

Semrverless Paas

G

Human Augmentation

Neuron%orphiu:Hardware
Deep Reinfor&:ementLearning

Arificial General Intelligence
4D Printing

Enterprise Taxonomy
and Ontology
Management
Software-Defined "

: Virtual Reality
Security

Augmented Reality

Smart Dust
As of July 2017
Peak of
Innovation Trough of ; Plateau of
Trigger Exrglc?;?ons Disillusionment Slope of Enlightenment Productivity
time >
Years to mainstream adeption: abicoleis

Olessthan 2years ©2to5years @ 5to10years A morethan 10years @ before plateau
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DEEP LEARNING INVESTMENTS

EXAMPLES OF COMPANIES INVESTING IN DEEP LEARNING

Hospital &
Health Carve
QPID Health,

GE Healthcare,
Siemens Healthcare

Research
National Institutes of Health,
Lawrence Livermore
National Laboratory, \
U.S. Department of Agriculture g

Semic (_'Jf](‘[l!f_'t(?l S
ARM,
Mellanox Technologies
Altera

Telecommunications
Vodafone Germany,
NTT Communications




What is Cortex? It's Cisco’s Al thought leadership.

CIsCcO
400+ 90 700+ Cisco Cortex
Employees in Al / ML Patent Filings in Registered for ML ) ,
Spark team ML/Al Training in CTG 50 experts spanning all BE’s
® @ © © © e
Strategy
Talos Stealthwatch AppDynamics  MindMeld Spark
Data Management
@ ' @ Knowledge Management
i Cognitive Threat )
Kairos ogArjr|1|aVI§e/ticsrea AMP Zeus i Employees
Analytics . .
S 0 © O
Customers / Sales
Cloudlock Tetration Perspica Intersight

Encompassed in 10+ products across the portfolio

Not for external distribution



CX Deep Fusion loT Analytic#

= Al for Cisco loT - state-of-the-art
in terms of accuracy and model
transfer learning:

= GPU class models running on CPU
Connected Conservation

Crowd analytics for smart city,
transportation, manufacturing,...

Traffic analytics

Behavioral analytics (e.g. man down
detection)

Queue analytics

Cross non-overlapping camera
tracking

WiFi + Video tracking
Digital Perimeter
VSG - Gaetan will present shortly



Deep Fusion — Completed PoC’s,

Speedway
On-premise pilot ongoing

Yarra Trams / Public
Transport Victoria / ITS
World Congress

(October 2016) Successful
deployment running 30
cameras 1 tram, 3 stations

Paris Smart City

(May 2017) Successful
deployment running 19
cameras,
people/vehicle,bicycle zone
and flow analytics

+ Coles Retail Analytics

i
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(April 2017) Successful PoC
of dwell time and pose
estimation for queue
analytics

UK National Grid PPE

(Jan 2017) PoC for basic
PPE detection

Enterprise Tailgating
Detection
(June 2016) PoC deployed

covering several Cisco
buildings

Australian Open Crowd
Analytics
(Jan 2016) PoC
demonstrating high

density crowd estimation
as well as queue analytics

CMX Integration
(Feb 2016)

Pilots and Demos

- Conferences

Tiecon 2015
Cisco Live San Diego 2016
Cisco Live Munich 2016

Cisco Live Las Vegas 2016
Cisco Live Cancun 2016
GPU Tech Conf 2016

GPU Tech Conf 2017

Cisco Live Melbourne 2017
Hannover Messe 2017



Deep Fusion — Al Thought Leadership

Improving Deep Models of Person Re-identification for Semantic Image Retrieval by Uniting Deep Neural

Cross-Dataset Usage Networks and Cognitive Architectures
Sergey Rodionov'?, Alexey Potapov'*, Hugo Latapie?, Enzo Fenoglio?, Alexey Potapov'”?, Innokentii Zhdanov??, Oleg Scherbakov?*, Nikolai
! Maxica Patotinge ¥ Skorobogatko?, Hugo Latapie?, Enzo Fenoglio*
s ! SingularityNET LLC
Inguiarty ? Novamente LLC, USA
* Novamente LLC, USA * ITMO University, Kronverkskiy pr. 49, 197101 5t. Petersburg, Russia
* ITMO University, Kronverkskiy pr. 49, 197101 St. Petersburg, Russia # Chief Technology & Architecture Office, Cisco
4 Chief Technology & Architecture Office, Cisco pas.aicv@gmail.col‘l_l. avengerl5(@yandex.ru, sche_rbakavolegdk@ya.ndex.ru.
{pas.aicv, astroseger, maxim.peterson } (@ gmail.com, {hlatapie, efenogli} (@cisco.com nicksk@mail.ru, {hlatapie, efenogli}{@cisco.com

Abstract. Image and video retrieval by their semantic content has been an

Abstract. Person re-identification (Re-1D) is the task of matching humans important and challenging task for years. Recent successes in deep learning

across cameras with non-overlapping views that has important applications in enabled detection of objects belonging to many classes greatly outperforming

visual surveillance. Like other computer vision tasks, this task has gained much traditional computer vision techniques. However, deep learning solutions

with the utilization of deep learning methods. However, existing solutions capable of executing retrieval queries are still not available. We propose a

; i : : : 2 feln] : ; - & hybrid solution consisting of a deep neural network for object detection and a
cognitive architecture for query execution. Specifically, we use YOLOv2 and
OpenCog as the components of our system. Queries allowing the retrieval of
video frames containing objects of specified classes and specified spatial
arrangement are implemented.

i
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Deep Fusion Patents (>20 total)
oos e [sms

999633 Methods and Systems for Counting People USPTO (filed)
1001647 Behavioral Analytic System USPTO (filed)
1001951 Locations of Computing Devices USPTO (filed)
1003421 Scalable Deep Learning Video Analytics USPTO (filed)

1003444 Contextual Services in a Network Using a Deep Learning Agent USPTO (filed)

1003484 Deep Learning Application Distribution USPTO (filed)
1013009 Collective Deep Learning For Camera Adaptation CPOL submitted
1012843 Dynamic Person Queue Analytics USPTO (filed)

s
cisco © 2015 Cisco andfor its affiliates. All rights reserved 10
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Deep Fusion for
Safer Schools

Drew Greene and Razikh Ulla




What is CX Deep Fusion?

People counting RESTful
APIs for
Facial Recognition integration

High Sentiment detection

accuracy .

Queue metrics

License plate recognition

Edge
compute
support

© 2018 Cisco and/or its affiliates. All rights reserved.



CX Deep Fusion
Video Analytics
Design architecture '

Camera

RESTful

Portals Dashboard APIS

’ ’ ’ Rules/Alerts

Models Graphite
Container Ecosystem

Kafka/MQTT

Security

sojweuiq ddy

CX Deep Fusion Platform

Edge Intelligence (Deep Learning, Machine Learning, Telemetry)
Cisco IOx Apps (Docker, loxtools)

© 2018 Cisco and/or its affiliates. All rights reservec



A
Portal

>Dashboard
>Administration

d

>Deep Learning Engine
>Neural Net Algorithms

4- >Standalone containers

Rules

>Analyze data

>Conditional triggers E

A——

>SMS, Email
>Kafka, MQTT

Connector

0p)
O
R
>
-
O
9p
O
-
O
O

Time
Series DB

AN

Analytics

>Track events
>Register data

>RTSP Stream support
>Day/Night, IR Camera

>Store events
>Historical data

© 2018 Cisco and/or its affiliates. All rights reserved



Deep Learning Model - Object detection

4
Analyze frame &
detect objects
— y
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capturing feed o :
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Business Rules & Alerts

[f condition is met,

Analyze frame & A— trigger Notification
detect objects -’|
4

Rules ’

A—— ] :
- Model iy
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Business Rules -
Use case: Alert when people were detected post 7 PM in hallways

Rule:
A People > 0 & Time: 18:00 - 05:00
A—— 4
@ Detect People -’| @ Notify Operator
1/ i’/

Rules
= Notify
-l/ eslE] SMS Sent to
Connector CX Deep Fusion N
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CX Deep Fusion Demo










Adversarial Noise

“panda” “gibbon”

Adversarial Rotation

R
A

+
[

“orangutan”

Adversarial Photographer

“not hotdog”



Recent “Al Fix”... Al = ML/DL

- Simple X ->Y mapping
- Tons of training data

 All models are wrong but some happen to be useful
- i.e. expect an error rate: 10%, 5%, 1% (if lucky)



Any problem that can be
digitized and have massive data
collected is a candidate for ML,
from financial engineering to

l.e. Plenty of engineering and
domain expertise still required. All
told probably more than without DL.

Machine Learning

4 4

Training data —
Program

(Model)

Output —

%

Not for external distribution



Al Falls

Al looks at riffles and sees

Helicopter 78

Rotorcraft 66°

Aircraft 56




I.e. Plenty of engineering and
ac X pertise still required. All
more than without DL.

{achine Learning

aTra'n'ng data
Output

ineering

Program
(Model)

Not for external distribution



Issues with DL for autonomous systems

99.9%
99.7%

/ 34.1% 34.1%

136% ©68.2% 13.6%
95.4 %

-4o -30 -20 -loc W +1lo +20 +30 +40

Is it OK to ignore tail events? Is 1% error acceptable? Assuming a 100Hz inference rate that’s an error a se¢
So let’s just get more data... but wait! (see next slide)



Any problem

that can be digitized
and have massive data collected
IS a candidate for ML, from
financial engineering to cars to

l.e. Plenty of engineering and
domain expertise still required. All
told probably more than without DL.

Machine Learning

4 4

Training data —
Program

(Model)

Output —

%

Not for external distribution



Why is Deep Learning so important?

Traditional Machine Learnin

Manual Feature Extraction Classification Occupantsy’
«ﬂ Machine Desks X
¢ Learning .
L]
\ Chairs X _/‘
Convolutional Neural Network (CNN) Occmiibs v »
ﬂg End-to-end learning Desks X
¢ Feature learning + Classification :
\ Chairs X _}

and/or it

affiliate

All right

>Servel

i

Reason #1: It is a meta algorithm - AutoML is meta”®2



Why is Deep Learning so important?

Machine Learning

& &y — 22273 — [l

Input Feature extraction Classification Output

Deep Learning

& - 27 - Il

Input Feature extraction + Classification Output

Reason #1: It is a meta algorithm



Why is Deep Learning so important?
Why deep learning

Deep learning

[
O
c
©
=
b
o
=
[
o

Amount of data

How do data science techniques scale with amount of data?

Reason #2: DL Models can be much more powerful than ML without DL



Approaching AGI
Efﬁc.ﬁnt Deep RL

Learning
S

Bayesian
_____________ Models

| 5 ! _
Learning ' cognitive

Architectures

¢ Models

Architectures

learning

Turing-
complete

Probabilistic 'm(l,ement
Programmin | AIXI

Incremental
self-

¢ A " Universal
Inefficient Z\{)ﬁ\o .
Y /?9 Induction
/7
¥ Narrow General,
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Ben Goertzel’s OpenCog
stores and manipulates
knowledge in the form of
complex graphs

(weighted, labeled
hypergraphs)

Specific Objects,
. i Composite Actions,
Ferception Action Complex Feelings
&
Feeling Modes

pixel at (100,50) is

RED at 1:42:01,

Sept 15, 2006
_____ table_754

joint_53_actuato
s ON at 2:42:01,
Sept. 15, 2006 aise_arm_55

—

Abstract Concepts

(some corresponding to named

concepts, some not)

legs

raise_arm

—— table

food

raise



semantic information in deep neural nets

Faces
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. . LN 2
= Cooperation of sub-symbolic and symbolic
knowledge t
o Implicit knowledge, e.g. sensory-motor
associations; this knowledge is sub-symbolic Subsymbolic
o explicit knowledge, e.g. a teacher verbal advice, I Q@ e & ®

- UYABR ARSI E YRR re symbolic knowledge

o High-quality ontologies - High-quality knowledge graphs - Knowledge
bases fit for deductive reasoning

= Use symbolic methods from knowledge representation and
reasoning

o Developing methods which use background (domain) knowledge for

abductive reasoning _
http://daselab.cs.wright.edu/pub2/2018-06-DL4KGs.pdf




DFRE is a cognitive architecture for

reasoning

DFRE leverages conceptual spaces, non-
axiomatic reasoning engines, and ML/DL

IN a synergistic manner

DFRE covers cognitive functions like
learning, planning, decision-making,

problem solving

Reasoning includes various forms of rule-
governed operations on relations among
concepts learned from observations

artlficial general Intelligence system

9 N
Yik yuwn

SingularityNET Ecosystem

Network infrastructure
@ projects such as NEXUS
= s

Service providers ) ” - Data marts and

and Al projects ( SingularityNET marketplaces such

such as OpenCog https://singularitynet.io/ as Ocean Protocol
hitps://opencog.org/ https://oceanprotocol.com/

Service consumers such as
existing users of OpenCog W

R such as Aigents
CT
Human
I Level @
TEMPLE A

UNIVERSITY”



Explainaiblity & Understandability

= Deep Learning : Knowledge without understanding

= Explainaible Al : provide explanatory information related
to the internal architecture of the reasoning engine
> Information for domain experts affecting engineering.

= Understandable Al: create trust and ownership over Al
by reintroducing human control into an Al ecosystem
> Information for customers affecting business



CX Deep Fusion Demo




Industry Moves Toward New Networking Paradigm

Reactive Compute, Network, Storage and Security
/ Identity
Sources

g
;N B
Policy
Sources
Network Intelligence,

Resource Allocation
Resource Usage ;
Data Access Control Guidance

APPLICATIONS
& PaaS

| Statistics, States,

Objects and Events
7 -SER\_IIGE B
ORCHESTRATION
AND CONTROL NETWORK

© 2018 Cisco and/or its affiliates. All rights reservad

' Programmability



Our Big Picture POLICY ENGINE

Reactive Networking + Deep
Fusion Inference Engine

KNOWLEDGE
GRAPH

APPLICATIONS & PaaS ANALYTICS

GEOMETRIC
CONCEPTUAL
SPACE

SOLUTION
DOMAIN

DEEP
DATA FUSION
MODEL

NETWORK

© 2018 Cisco and/cr its affiliates. All rights reservec
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URP’s

Interactive Network Troubleshooting by Reasoning and Learning

Network troubleshooting 1s a complicated problem, because the processes involved often tangle
with each other, an error and its observable consequences are often separated by intermediate
events, observations are often uncertain and incomplets, etc. Consequently, it 15 very difficult, if
not impossible, to develop a troubleshooting svstem that can anticipate all types of problems, and
provide solutions in a timely manner.

The proposed work 15 an attempt to apply a novel technmique to this problem. In the past decades,
the PI has designed and developed an intelligent reasoning system, NARS (Non-Axiomatic
Feasoning System) While traditional automated reasoning systems are typically designed for
theorem-proving in axiomatic systems, NARS formalizes the regularity in everyday reasoning
and thinking in general.



URP’s

Causal Analysis in Networks via Deep Neural-Symbolic Learning
Gino Yu, Hong Kong Polytechnic University
Ben Goertzel, Novamente LLC

Introduction and Motivation

Az computer and communication networks become more and more complex, identifying the causal
pathways behind observed network events becomes increasingly difficult. Complicating factors
include the contribution of multiple causes to events, nonstationarity in network dynamics, and the
sheer volume of data involved.

A variety of methods have been applied to infer causality from networks, including probabilistic
modeling over event streams [1], and Granger causality as estimated using neural networks [2]. The
probabilistic methods have the advantage of providing transparent, easily auditable and inspectable
causal analyses. The neural net methods are often able to provide reasonably high accuracy without
overfitting, but it's not easy to understand why they make the predictions they do.

What is reauired in vractice. howewver. is both robustness and transvarencv. This leads to the idea of






The Curse of Dimensionality

<

But wait... doesn’t ML/DL deal with this?
Yes... 1o a certain extent.

- oW W M oW W W m W

‘"The Number of Points Would Need to Increase Exponent:
to Maintain a Given Accuracy.
9 10" samples would be required for a n-dimension problem.

© 2018 Cisco and/or its affiliates. All rights reserved



ML without DL (or kernel methods) on “the curse”

8 Cisco and/or it

affiliate

All right

Swiss-roll data

MDS: 16.16765 PCA: 0.081755
.’.'. ; .
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The Manifold Hypothesis




ML without DL (or kernel methods) on “the curse”

Swiss-roll data MDS: 16.1676s PCA: 0.08175s

o], DT | PR 2 | Problem: what if data
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The Manifold Hypothesis

© 2018 Cisco and/or its affiliates. All rights reserved



DL solution to the curse:

Sparse and/or distributed
representations

Biological motivation: V1 visual cortex

A\ P2 A S v Y B e R S

1! ool S e e G S R P N S B R [ S s B B R P S

e R EEEEEEEHEE R ENEE
= 1|:| + ID+ 1D+ l]:l-l- 1[:|+ 1+ID+ (LSD+I}.B|:|

Example on MNIST handwritten digits
An image of size 28x28 pixels can be represented
using a small combination of codes from a basis set.

° [Ranzato, Pouliney, Chopra & LeCun, “Effident Learning of Sparse Representations with an Energy-Based Model *, NIP§, 2006;
Ranzato, Boureau & LeCun, "Sparse Feature Learmng for Deep Behef Networks ", NIPS, 2007]

© 2018 Cisco and/or its affiliates. All rights reserved



Kernel method solution to “the curse”

The Basic Idea

e —
fentusw mnppang o R - R
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