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IN THIS WHITE PAPER 

As a result of the global pandemic, enterprises were forced to change the way they do business. The 

"next normal" for organizations includes continued adoption of cloud technology to create more 

resiliency. As a result, the need for security and risk management has never been greater, nor has the 

gap in strategic management of security. This white paper tracks the growing need for security as a 

foundation for agility, the increased use of security services to help close the skills gap, and the 

benefits of using these services as enterprises look to become digital natives. After a discussion of 

Cisco Systems' Business Critical Services, this white paper also offers guidance on selecting an 

appropriate service provider. 

INTRODUCTION: THE GROWING IMPORTANCE OF SECURITY IN THE  
AGILE ENTERPRISE 

The recent global pandemic caused widely documented changes in how enterprises operate. First, the 

majority of white-collar employees shifted to hybrid workspaces. Second, customers and other 

stakeholders dramatically changed how they interacted with a business. Third, the shift to hybrid work 

and changes in interactions forced changes that caused organizations to take a hard look at how they 

function. But the pandemic really did not create anything new, it merely sped up the inevitable.  

So instead of a "new normal," enterprises are evolving into the "next normal" as they emerge from the 

economic challenges of the COVID-19 pandemic. And the key to this emergence and greater success 

for any enterprise will be the business resilience and agility that early adopters have been 

implementing for years. In fact, these digital early adopters have had an easier time adjusting to 

pandemic-based and post-pandemic business models. Figure 1, for example, shows how digital early 

adopters (in green) started new technology initiatives even during the pandemic, led by a desire to 

embrace the next normal. 
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FIGURE 1 

Early Adopters: Faster Return to Growth 

Q. Did your organization start a new digital transformation/technology intiative in 2020? 

 

Notes: 

The percentages represent the stage of recovery due to digital transformation technology initiatives in 2020. 

The survey was conducted during December 3–15, 2020. 

Source: IDC's COVID-19 Impact on IT Spending Survey, December 2020 

 

In the post-COVID-19 economy, expected changes in behavior, consumption, and supply forced 

companies to adopt digital business and operating models that can survive movement restrictions, 

supply disruptions, and more. New realities and customer expectations redefined product and service 

expectations. Economies of scale were challenged by the need for mass customization. Products, 

services, and relationships shifted from face to face to virtual. 

Work from home, scalability, security, throughput, and redefining internal processes for remote access 

and communications require immediate attention but will have lasting effects. Resiliency in supply will 

be balanced against efficiencies as automation is applied to operations. Adaptability will increasingly 

be more important in business and operating strategies. 

Cutting-edge organizations will not only rapidly adapt to shifting customer needs and market conditions 

but also proactively shape those needs and the market to match their strengths, innovations, and 

business models. Critical to organizational resilience is the ability to survive interruptions to key 

systems while still fulfilling core mission functions. C-level executives and other line-of-business 

leaders therefore need to do contingency planning now to determine how they will react should key 

systems be unavailable for a period of time. As shown by the pandemic-driven economic downturn, the 

worst time to develop and practice contingency plans is when the plan is actually needed. 

  

59.4

61.4

62.8

74.7

83.4

40.6

38.6

37.2

25.3

16.6

0 10 20 30 40 50 60 70 80 90

Business continuity

Economic slowdown

Recession

Return to growth

The next normal

No Yes

(% of respondents)



©2021 IDC #US48198821 3 

The pandemic disruption also exposed, accelerated, and introduced new threats to organizations and 

their assets. Enhanced reliance on digital channels, cashless transactions, esignatures, and other 

virtual interactions have shown new threat surfaces and new vulnerabilities to be exploited, especially 

by organized actors leveraging artificial intelligence (AI). Ransomware, cybercrime, scams, and nation-

state attacks are common events that cause significant business disruptions, high costs, and 

reputational damage. Stakeholders now expect trust and reputation to go beyond securing data and 

assets to protecting employees, partners, and customers. 

DRIVERS FOR RESILIENT SECURITY IMPLEMENTATION AND THE MOVEMENT TO 
ZERO TRUST 

Security, therefore, has become a key challenge for enterprises as they adapt to 

become more resilient while maintaining a solid reputation. This is why over half of all 

IT spending is for security. According to IDC's Security ServicesView 2020 Executive 

Summary Survey, 66% of organizations state that cloud adoption — a critical 

component of becoming an agile business — is an important factor in their plans to 

increase security spending. Similarly, 60% include changing business risks, a key 

side effect of implementing new business processes and approaches, as a reason for 

increasing security spending (see Figure 2). 

FIGURE 2 

Factors Driving Increased Security Spending 

Q. How important are the following in contributing to increases in security spending at your 

organization for the next two years? (percentage answering 8, 9, or 10 on 10-point scale) 

 

n = 1,500 

Source: IDC's Security ServicesView 2020 Executive Summary, December 2020 
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The pandemic has further increased the need for security in several ways, including: 

▪ The need to secure hybrid cloud architectures. Organizations are moving to the cloud faster 

than ever before as agile businesses are implementing a mixture of public and private cloud 

environments. In many cases, these hybrid cloud architectures link multiple business-critical 

applications, from in-house legacy apps to multiple "as-a-service offerings." IT and security 

teams will therefore need to accommodate multiple approaches to access, generate, store, 

manage, and analyze key company data and other assets. In addition, the sources of 

enterprise data continue to grow in scope to include multiple types of information, from 

customer and employee data to social media, traditional media, and even input from Internet 

of Things (IoT) devices. 

▪ The need to address data protection and compliance requirements. There are huge 

challenges associated with protecting data in agile, cloud-based businesses due to the sheer 

number of access points in an enterprise. In addition, the need for compliance in a global 

economy continues to grow. For example, HIPPA and SOX in the United States and GDPR in 

Europe require significant documentation to maintain privacy and security. And there is a 

growing movement to regulate privacy and use of stakeholder data, which has the potential to 

dramatically impact compliance activities. Because of the vast amounts of information sent 

electronically, many organizations now consider compliance a critical component of their 

security initiatives. 

▪ The changing threat landscape. Managing threats to valuable enterprise assets is like 

managing the COVID-19 virus. As protections are created and implemented, the nature of the 

threat evolves. In addition, inconsistency in prevention and "treatment" creates gaps in 

security, causing outbreaks. Most important, with the speed of business accelerating, 

organizations can no longer afford to take months or years to solve a problem; they must do  

so in as close to real time as possible. This means a secure approach to software 

development is required. 

Secure development processes overcome a key challenge that enterprises face — a lack of speed. By 

the time a security fix is developed and tested using traditional methods, the business has already 

suffered the consequences and the attackers have moved on, to either a different target or a different 

malicious tactic. With this approach, organizations are constantly updating, patching, and 

implementing fixes, creating a more proactive security environment. In a sense, secure development is 

like an insurance policy: Organizations would rather have it and never use it than not have it at all and 

suffer the consequences. 

As security measures have increased to meet the needs of an agile enterprise, the concept of "trust" 

has also taken on new meaning. Consumers, for example, develop trust in a business based on their 

experiences. Ironically, businesses are careful about who they trust with access to their assets based 

on their experiences. This has led to the concept of "zero trust." 

Zero trust is a strategic initiative that helps prevent successful data breaches by eliminating the 

concept of trust from an organization's network architecture. Rooted in the principle of "never trust, 

always verify," zero trust is designed to protect modern digital environments by leveraging network 

segmentation, preventing lateral movement, providing Layer 7 threat prevention, and simplifying 

granular user access control. Essentially, zero trust means that everyone who has access to an 

enterprise network must demonstrate that they are authorized to do so, regardless of who they are. 
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On the surface, it appears that zero trust goes against many tenets of the agile business. Connecting 

easily from anywhere at any time, for example, is a critical component of the customer experience, and 

consumers and other stakeholders expect this. But the key to security, and the successful 

implementation of the cloud-centric architectures so important to developing resilience, is consistency. 

Zero trust provides that consistency in a post-pandemic world where virtually everyone is gaining 

access to the organization, giving or accessing information, sharing files, and opening potential 

pathways into the enterprise for those with bad intent. 

Just as COVID-19 sped up the inevitable movement toward agility, the pandemic also increased 

adoption of zero trust solutions. Of the organizations that have implemented zero trust, IDC's Security 

ServicesView 2020 Executive Summary Survey found that 53% of worldwide respondents cite the 

pandemic was a key influence in their decision (see Figure 3). 

FIGURE 3 

COVID-19 Influence on Zero Trust 

Q. Has the COVID-19 pandemic influenced your decision to architect a zero trust network? 

 

n = 1,103 

Source: IDC's Security ServicesView 2020 Executive Summary, December 2020 

 

Interestingly, of those organizations implementing zero trust, 53% stated that the main reason for 

doing so was due to an accelerated migration to the cloud and 36% said they are doing so because 

they are undergoing more agile development projects according to IDC's Security ServicesView 2020 

Executive Summary Survey. And zero trust initiatives are growing. In another IDC study, 27% of 

respondents have already completed zero trust, 48% are in the process of implementation, and 

another 20% are researching it. While the pandemic has influenced their decisions, the move to a 

more agile business is a key driver. For example, in large enterprises, 38% of respondents cite data 

security and governance and 36% cite protection against lateral movement of hackers are critical 

reasons for implementation: both are potential side effects of the implementation of enterprise cloud 

computing (see Figure 4). 
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FIGURE 4 

Reasons to Consider Implementing a Zero Trust Strategy 

Q. What are some of the reasons that you have or might consider implementing a  

zero trust strategy? 

 

n = 1,103 

Source: IDC's Security ServicesView, 2020 
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tools and technologies to augment security and IT staff who can implement and use them, but there is 
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implementation oversight, analysis, and long-term guidance (see Figure 5). 
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FIGURE 5 

Security Skills Gap 

Q. Is there a security skills gap in your organization? 

 

n = 1,500 

Source: IDC's Security ServicesView, November 2020 

 

Organizations have gone through rapid evolution during the pandemic, which has changed the very 

nature of security. Security projects such as identity access management, privilege access 

management, or zero trust now are business-critical endeavors that require high-level management 

over an extended period of time. As such, a sound security program needs a comprehensive 

approach, which includes evaluating people, process, and technology. It's important for an agile 

organization to understand what assets and systems they have today and what they may need for the 

future. This also requires an extensive knowledge of digital transformation, networking, cloud 

architecture, and the move to the 3rd Platform of computing (the intersection of mobile, social, cloud, 

big data and, increasingly, IoT). 

The challenge in a post-pandemic world is that enterprises are still trying to catch up and often do not 

have the required strategic security expertise, especially as a secure software development approach 

to security becomes more important. By working with a security services provider, an organization can 

realize significant benefits. 

First and foremost is strategic planning and implementation of security solutions. This is critical in 

helping enterprises shift from reactive to proactive and adaptive security management. While the 

nature of many security issues is reactive, it has become critical for organizations to have a predictive 

approach that not only prepares for the worst but also tries to anticipate it. An example of this is the 

zero trust network. By assuming that everyone is a risk, the service provider can provide the expertise 

to secure the digital enterprise, allowing the customer to focus on its core business. 

Security service providers also have the ability to provide data-driven insight to improve security 

decision making by going beyond the normal abilities and deepening into areas such as threat 

intelligence. This is an area where the service provider can give more insight about networks, 
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endpoints, and so forth, across verticals, geographies, and adversary tools, tactics, and procedures to 

make security more intelligent. This specialized expertise will become increasingly critical to the 

resilient organization. 

Importantly, a provider can help an organization regularly address the always-changing data protection 

and compliance requirements. IT environments constantly are in a state of flux, so their security must 

be in a state of flux as well. A security service provider can continuously monitor service capabilities, 

expertise, and support to help a business create a unique environment that changes as quickly as the 

organization itself. Similarly, as businesses change, so do their regulatory compliance issues. For 

example, health and financial data regulations, along with the potential movement to regulate privacy, 

continue to become more complex and regionally based. Compliance in itself is a specialized skill set 

that a security service provider can offer. 

It may seem obvious, but security service providers can also fill the enterprise security skills gap. It is 

their job to evolve rapidly and to reassess security offerings, technologies, methods, and processes to 

assist organizations in defending and responding against modern attacks. 

As enterprises struggle with elevating cybersecurity, they also must look at security from business and 

strategic viewpoints to understand how they need to be prepared against an attack when it occurs. The 

shortage of cybersecurity experts, who could make sense of the data coming in from different 

environments (e.g., multiple clouds, edge, and on premises), is why enterprises often need expert 

assistance from knowledge security service providers. 

CISCO CX BUSINESS CRITICAL SERVICES 

Cisco has long been recognized as a leader in networking and computing infrastructure. As one of  

the largest enterprise cybersecurity companies in the world, Cisco offers solutions that drive  

Secure Access Service Edge (SASE), Extended Detection and Response (XDR), and zero trust.  

And bringing these security solutions and strategies to life is Cisco CX Business Critical Services, a 

multi-tiered advisory service whose expertise is designed to optimize and de-risk, increase business 

agility, and ignite innovation across the IT life cycle.  

Among the security offerings of Cisco Business Critical Services, there is a strategy around zero trust, 

which centers on a workshop-driven approach that leads to a strategy report. The concept behind 

Cisco's zero trust strategy services is to make zero trust work for specific organizations rather than 

retrofitting the organization to zero trust. Cisco begins with a kickoff meeting to gather requirements, 

build a timeline, and understand goals. Business Critical Services then involves onsite interviews to 

gather additional information and insights. Next, a custom analysis report summarizes findings and 

identifies opportunities. Cisco follows the analysis with an executive-level strategic road map designed 

to help key stakeholders craft a zero trust plan. And finally, Cisco provides ongoing architecture 

development support to help technical staff implement the road map. 

Cisco Business Critical Services security experts help an organization's stakeholders understand zero 

trust and relate it to their organization. In this way, Cisco enables an organization to identify where it is 

already aligned to a different trust model as well as where an evolved trust model is most needed. The 

Business Critical Services team can then propose a plan with tactical options geared to deliver high 

value at a lower investment and with a quick deployment. The focus of Cisco's zero trust strategy 

services is to provide customers with a high-level, multiyear strategy for further adoption of zero trust. 
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Organizations that partner with Cisco security experts can create customized zero trust strategies 

designed to help them achieve their top priorities. 

Business Critical Services' expertise in local, regional, and national compliance and data privacy rules; 

the evolving threat landscape; changing industry frameworks; and security innovation is used to 

develop a strategy for a secure workforce, workplace, and workloads. This approach is designed to 

help enterprises migrate to the cloud, address hybrid infrastructure security concerns, and remove 

duplicate security controls while increasing security visibility. Zero trust services include information-

gathering workshops; readiness assessment; data analysis and gap identification; strength, weakness, 

and opportunity identification; development of a zero trust road map; and support for zero trust 

architecture development support. 

With Cisco Business Critical Services, SecOps teams can also reduce monetary loss from a cyberattack 

by helping preempt, protect, and defend against attacks to keep networks secure. To help security 

operations leaders accelerate transformation and innovation across the IT landscape, Cisco's Business 

Critical Services portfolio addresses SecOps requirements, as well as those of the architecture, 

engineering, network operations, and developer operations teams. By leveraging Cisco's expertise 

across various security technologies such as network security, endpoint, email, and identity access 

management, SecOps leaders gain access to Cisco's mature security detection and prevention 

methodologies, security tools, and deep artificial intelligence/machine learning–driven insight into their 

organization's security posture to make more informed decisions on how to protect, detect, and defend 

against attacks. The security operations services offered through Business Critical Services range from 

consultative advice in the security strategy planning process to forensic analysis and incident response. 

Not only is Business Critical Services security expertise wide and deep, but Cisco's tiered offering 

structure allows organizations of any type to benefit. The services are now offered on a tier-based 

system (Essentials, Advantage, and Premier) with the ability to add technology and industry expertise as 

needed. From medium-sized companies to enterprise businesses, private to public, and every industry 

vertical globally in between, Cisco's Business Critical Services offerings leverage analytics-based expert 

recommendations to optimize network performance, stability, and availability through the entire life cycle. 

CHALLENGES 

But Cisco does face some challenges. First and foremost is the fact that the IT services industry is 

highly competitive, and security is a rapidly growing field within IT services. Cisco must continue to 

differentiate itself from the pack by emphasizing its expertise in conjunction with its reputation as the 

premier provider of network and computing infrastructure. Second, as enterprises strive to become 

resilient organizations, security and risk management is an ever-moving target. Cisco must show how 

its Business Critical Services and security services specifically continuously evolve to help its 

customers minimize risk, keep company assets safe, and ensure compliance. Finally, Cisco has a 

solid reputation for supporting its own infrastructure products. As a true services provider, the company 

needs to demonstrate its overall expertise in providing services for an entire enterprise, not just the 

Cisco-based components. 
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CONCLUSION AND ESSENTIAL GUIDANCE 

The pandemic forced rapid change in how organizations conduct business. Some enterprises, the 

digital early adopters, were able to not only move more quickly but also continue their shift toward 

increased resilience. But as all businesses move toward the "next normal," they will need to place 

even greater emphasis on products and services that will help them become more agile. Increased 

dependence on cloud computing, the normalization of large groups of hybrid workforces, and the 

fundamental shift in how customers and other stakeholders interact with an organization are creating a 

significant IT skills gap. This ranges from the actual implementation of technologies to enable 

resiliency to the oversight of key strategic concerns, especially security and risk management. 

As a result of this growing skills gap, enterprises are depending more on outside services to provide 

imperative expertise as needed, when needed. Perhaps the largest gap in knowledge is the strategic 

planning and implementation of critical technologies for high-level management of associated security 

processes. As such, IDC has seen dramatic growth in strategic IT services in general and security 

services in particular. 

Security service providers can offer the top-level analysis and guidance to keep organizations' assets 

secure and ensure compliance with local, regional, and national regulations. Often, these 

engagements are long-term partnerships between provider and customer, ensuring that the customer 

organization evolves its security needs in step with its overall strategic IT evolution. 

Organizations that are considering purchasing security services must realize that their IT environment is 

in a state of flux, especially in a post-pandemic world, and this creates unique challenges in how 

organizations are conducting business. As organizations evaluate providers, they should be aware that 

there is a wide range of capabilities out there, and they need to carefully select the right service provider 

that can handle their unique IT requirements. Variables include the portfolio of security service 

capabilities, expertise and service support, onboarding processes, analytical capabilities, and the ability 

to provide top-line guidance for organizations. This last component of security services is critical as 

enterprises must not only evaluate and change current practices but also continuously plan for the future. 

IDC recommends asking the following questions when considering a security service provider: 

▪ Does the provider understand the challenges associated with becoming an agile enterprise? 

▪ Specifically, does the provider truly understand the importance of security and risk 

management and how they change over time? 

▪ Does the provider understand not only security implementation but also the underlying 

strategic business needs of an organization? 

▪ Does the provider offer top-level strategic services or merely advice on implementation of 

specific security functions? 

▪ Does the provider take a one-size-fits-all approach, or can it offer a range of scalable services 

for changing business needs? 

▪ Does the provider truly understand different approaches to network and computing 

infrastructure and associated unique security needs? 

▪ Does the provider offer a range of services that include a combination of regular engagements 

and access to additional services and expertise as needed? 

▪ Can the provider use analytics to determine trends and patterns to develop a more proactive 

approach to security and risk management? 

▪ Can the provider help navigate the myriad of compliance issues faced by global 

organizations? 
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Selection of the right provider is a daunting task as an enterprise must choose a partner not only for 

today but also for the future as it can be expensive and disruptive to change providers. As such, it is 

important that an organization align its security services with anticipated business changes and team 

up with a provider that has the ability and expertise to adapt with the organization. To the extent that 

Cisco can meet the challenges outlined previously, the company's Business Critical Services–based 

security systems services should be on the short list for any organization that is working to become 

more resilient in a post-pandemic world. 
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