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The Security problem

Capture benefits of mobility, 

cloud and IoE

CHANGING 

BUSINESS MODELS

DYNAMIC 

THREAT LANDSCAPE

Protect against new and 

changing attack vectors 

COMPLEXITY 

AND FRAGMENTATION

Simplify operations 

and reduce costs
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+ +

AFTERBEFORE DURING

Control
Enforce
Harden

Detect
Block

Defend

Determine scope
Contain

Remediate

Policy & Control Identification & Block Analysis & Remediation

Point Technologies does not work in today s Threat Landscape

Cisco addresses the full attack continuum

The Strategy ïThreat Centric model
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Firewall evolution

Access Control Context AwarenessThreat PreventionApp Control

Typical IPSTypical Firewall

NGSECURITY (Cisco FirePower)

Typical NGFW(CheckPoint, Palo Altoé)

www.cisco.com/go/asafps

Segmentation Inspection

http://www.cisco.com/go/securex
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Malware

Client applications

Operating systems

Mobile devices

VoIP phones

Routers and switches

Printers

Command 

and control 

servers

Network servers

Users

File transfers

Web 

applications

Application

protocols

Firewall evolution ïContext Awareness

ñYou canôt protect what you canôt seeò

Threats

Typical IPS

Typical NGFW

Cisco FirePower NGFW
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Cisco TALOS

Cisco 

FirePower MC

Overview

World s most widely deployed enterprise-class ASA stateful firewall 

Industry-leading SourceFire FirePOWER Next-Generation Security

www.cisco.com/go/asafps

TYPICAL NGFW

HA IdentityVPN App Control URL Filterting

WWW

IPS Malware

PDF

Cisco FirePower NGFW

Clustering/HA

Identity

Advanced VPN

App Control URL Filtering

WWW

NGIPS

Built-in Network Profiling

Management, 

Analytics and 

correlation

NGMalware

PDF

Network Firewall Security Intel

Security Intel

http://www.cisco.com/go/securex
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Overview ïNextGen Intrusion Prevention (NGIPS)

www.cisco.com/go/asafps

Cisco TALOS

Cisco 

FirePower MCCisco FirePower NGFW

Clustering/HA

Identity

Advanced VPN

App Control URL Filtering

WWW

NGIPS

Built-in Network Profiling

Management, 

Analytics and 

correlation

NGMalware

PDF

Network Firewall Security Intel

http://www.cisco.com/go/securex
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NGIPS ïSummary

www.cisco.com/go/ngips

Impact Assessment
Threat correlation reduces 
actionable events by up to 

90%

Automated Tuning
Adjust IPS policies 

automatically 
based on network change

²ƻǊƭŘΩǎ Ƴƻǎǘ tƻǿŜǊŦǳƭƭ 
Intrusion Prevention 

Engine

http://www.cisco.com/go/securex
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NGIPS ïImpact Assessment

www.cisco.com/go/ngips

Vulnerable
Needs action

Not Vulnerable

Service does not exists

Does not exists
No Host / IP

Intrusion event

http://www.cisco.com/go/securex
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Overview ïAdvanced Malware Protection (AMP)

www.cisco.com/go/asafps

Cisco TALOS

Cisco 

FirePower MCCisco FirePower NGFW

Clustering/HA

Identity

Advanced VPN

App Control URL Filtering

WWW

NGIPS

Built-in Network Profiling

Management, 

Analytics and 

correlation

NGMalware

PDF

Network Firewall Security Intel

http://www.cisco.com/go/securex
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AMP ïOverview

www.cisco.com/go/amp

APT

http://www.cisco.com/go/securex
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AMP ïMarket Overview

www.cisco.com/go/amp

Network Based Host Based

http://www.cisco.com/go/securex
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AMP ïOverview

www.cisco.com/go/amp

Point-in-Time

Sandboxing

Antivirusé

Sleep Techniques

Unknown Protocols

Encryption

Polimorfism

http://www.cisco.com/go/securex



