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Security
The Security problem

CHANGING DYNAMIC COMPLEXITY
BUSINESS MODELS THREAT LANDSCAPE AND FRAGMENTATION
Capture benefits of mobility, Protect against new and Simplify operations

cloud and IoE changing attack vectors and reduce costs




Security
The Strategy 7 Threat Centric model

Point Technologies does not work in today s Threat Landscape

Cisco addresses the full attack continuum

BEFORE DURING AFTER
Policy & Control Identification & Block Analysis & Remediation
Control Detect Determine scope
Enforce Block Contain
Harden Defend Remediate

Ly
Cisco FirePower i‘v‘;i{




Cisco FirePower NGFW

Firewall evolution

Segmentation Inspection

Access Control : App Control : Threat Prevention : Context Awareness

| |
| |

[Typical Firewall]: : [ Typical IPS ]
| |
| |
| |

[TypicalNGFW( CheckPoint, Pa]l o Al tloé)

Focused on apps, not threats

WWW.Cisco.com/qo/asafps
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Cisco FirePower NGFW

Firewall evolution T Context Awareness

AYou canot

@Q

Users  Application
protocols

& Typical NGFW

protect

File transfers

Client applications

Operating systems
Command @

and control _ _
servers Mobile devices

Routers and switches
Printers

 —])
- —1
Malware =)

Network servers

VolP phones

® O

what vyou

C



Cisco FirePower NGFW

Overview

Identity App Control

Cisco TALOS

ﬁ O]
& ww | @ | 9 | [
Network Firewall Identity App Control URL Filtering || Security Intel NGIPS N[V EUWETCI (L — — —
. Management,
— Analytics and
) a 6—_"9—0 correlation
= 9
Clustering/HA fJAdvanced VPN Built-in Network Profiling ﬁ

Cisco

ClSCO FlrePOWGI’ NGFW FirePower MC

WWW.Cisco.com/qgo/asafps



http://www.cisco.com/go/securex

Cisco FirePower NGFW

Overview T NextGen Intrusion Prevention (NGIPS)

Cisco TALOS

— ﬁ |0/
& ww | @ |8 [
Network Firewall Identity App Control URL Filtering W Security Intel NGIPS NGMalware
Management,
— Analytics and
) a é—l_‘,o_o correlation
= E 0
Clustering/HA JJAdvanced VPN Built-in Network Profiling ﬁ

Cisco FirePower NGEW FirePoner MC

WWW.Cisco.com/qo/asafps
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Cisco FirePower NGFW

NGIPS T Summary

2 2 NI RQA Y2 4 UAutordate8 NRimyt f Impact Assessment

Intrusion Prevention Adjust IPS policies Threat correlation reduces
Engine automatically actionable events by up to
based on network change 90%

WWW.CISCO.com/go/ngips
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Cisco FirePower NGFW

NGIPST Impact Assessment

e Intrusion event

. Does not exists
No Host / IP

B Service does not exists

Not Vulnerable

Vulnerable
Needs action

WWW.CISCO.com/go/ngips
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Cisco FirePower NGFW OO

Overview T Advanced Malware Protection (AMP)

Cisco TALOS

: B wow | @ |G [
Network Firewall Identity App Control URL Filtering W Security Intel NGIPS NGMalware
Management,
— Analytics and
) a é—l_‘,o_o correlation
= E 0
Clustering/HA JJAdvanced VPN Built-in Network Profiling ﬁ

Cisco FirePower NGEW FirePoner MC

WWW.Cisco.com/qo/asafps
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Cisco FirePower NGFW OO

AMP T Overview

Cisco NGIPS Security Effectiveness: 2009-2015
Q7 B¢ 08 Q¢ 08 O 98.9% 07 gor 99.5%

94.14% 94.14% 94.14% 91.19%

82.83%

64.16%%

-
7]
>
8
T
£
5
0
A

4500 4500 8120 8250 8260 7120 8350
(2009) (2010) (2012) (2012) (2012) (2013) (2015)

Model (Year of NSS Labs Test)

NSS Test Average Cisco Security Effectiveness
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Cisco FirePower NGFW

AMP 1T Market Overview

AY4

Network Based Host Based
st st
CISCO. CISCO.
'Y McAfee
)
<® FireEye ¥ AaANnDIANT
paloalto ‘S CYVERA
<% Bit9
() TppingPont #®) TREND.
\_ J\ _

WWW.Cisco.com/go/amp
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Cisco FirePower NGFW

AMP T Overview

/ Sleep Techniques

Sandboxing RS R{eledS
o
Point-in-Time

Encryption
Polimorfism
\ Anti viruseéeé

WWW.Cisco.com/go/amp



http://www.cisco.com/go/securex




