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SecureX unlocks value for your Zero Trust & SASE 
Journeys

[2] Source: Based on internal simulation[1] Source: TechValidate

Unified in one 
location for
visibility 

Maximized 
operational
efficiency

Integrated and 
open for
simplicity

Save 100 hours
by unifying visibility 
and automating 
your workflows2

85% reduction 
in time to respond 
and remediate to 
an attack2

In 15 minutes, 
you achieve real benefits 
using what you already 
have as it’s cloud-native

Included
with every Cisco 
Secure product 

In half the time, 
customers say they 
visualize threats within 
their environment1
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A cloud-native, built-in platform experience within our portfolio
SecureX

Your Infrastructure

SIEM/SOARIdentity

3rd Party/ITSM Intelligence

Cisco Secure

ApplicationsCloud

Network Endpoint

Your teams
ITOpsSecOps NetOps

Investigation
Remediation

Managed
Policy

Orchestration
Automation

Detection
Analytics

Unified Visibility
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SecureX: Security Platform Strategy

GOAL: Deliver simple, integrated security platform 
that drives value for customers across Cisco Security 
portfolio of products

Use cases will support
‣ SecOps user - We focus on keeping internal 

and external threats out of our systems
‣ ITOps user - My team ensures things are 

up and running and accessible.

3 Key outcomes delivered through SecureX
‣ Visibility across Devices, Users, Workloads, Apps
‣ Extended Detection & Response
‣ Cyber Hygiene

Visibility XDR Cyber
Hygiene

UserUser

Automation, Workbench, Dashboard

DevicesDevices Network Apps & Data

Platform Strategy
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Our portfolio includes XDR capabilities and beyond

Simplified experience

Unified visibility

Operational efficiency

Already entitled to it

No special skills required

No vendor lock-in
*SIEM/SOAR is easier to use!

No data storage required

These values in 
SOAR/XDR platforms 
and beyond are a 
fundamental right 
in SecureX

Unlike SOAR/XDR 
platforms, these pains 
do not exist in SecureX

API-based 
integration

Simplified 
policy

Process 
automation

And more

Separate 
license

Integration 
experts

No data 
normalization

Context lacks 
breadth

SOAR

X-product integration

Simplified analytics

Response efficiency

Separate license

Automation experts

Third party limitations

Massive data lake

XDR

+

+
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Simplifying Zero Trust with SecureX Threat 
Response

Before: 32 minutes

2. Investigate incidents in multiple consoles
Product 
dashboard 1

Product 
dashboard 2

Product 
dashboard 3

Product 
dashboard 4

3. Remediate by coordinating multiple teams
Product 
dashboard 1

Product 
dashboard 2

Product 
dashboard 3

Product 
dashboard 4

1. IOC/alert

After: 5 minutes
SecureX threat 
response 
is integrated across your 
security infrastructure

SHA - 256
IP

Target endpoint

Email

Query intel 
and telemetry 
from multiple 
integrated products

Subject

Quickly visualize 
the Threat 
impact in your 
environment

Remediate
directly from 
one UI

In one view

Malicious
domain
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I make automated playbook 
changes in minutes with a drag-
drop interface

My top 5 most frustrating tasks 
have all be automated

We have never communicated 
faster: Our approvals are automated

Automating Zero Trust with SecureX Orchestrator

After: I combined 9 tasks 
across 3 security tools, 2 
infrastructure systems, and 3 
teams in one keystroke!

Solution: Orchestrating 
security across the 
full lifecycle

Before: Repetitive, 
human-powered tasks

ALERT

task:
REMEDIATE

Cisco or 
non-Cisco 
infrastructure

Pre-built or customizable workflows

task

task

task task

while
loop

condition

Outdated 
playbook

Automation 
script that 
works 
“sometimes”

Playbook 

Integration 
script that no 
longer works
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Demo
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“I am able to visualize threats within my 
environment and take action in half the 
time it used to take me.”
—Security Engineer, 
Large Enterprise Banking Company

found the unified 
view enables rapid 
threat response

98%
say that our security 
platform helps them 
take action 
and remediate

95%
find that our 
security platform 
helps their teams 
collaborate more

91%
Proven platform 
with 10,000+ 
customers 
unlocking new 
value today with 
SecureX 
threat response
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Simplify your security 
with the broadest, most 
integrated platform 

cisco.com/go/securex
learnsecurex.cisco.com/

https://learnsecurex.cisco.com/
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