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Cisco Provides our Clients with Full Lifecycle Support
Throughout Their Journey to a Multicloud Environment

Managed Services

Remote management and operation of Formulate Cloud strategy aligning to Business and IT priorities
infrastructure and software solutions
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Develop Journey Map and Architectural Blueprint

Cloud Automation tools selection for integrating into CI/CD pipeline

Technical Support Security Framework

Solution Support on multi-vendor ) . . Complete I_ifecycle of ) Cybersecurity governance
ecosystem € B i

Customer Experience to Establish Security Architecture and Policies for
Microsoft Azure ExpressRoute Enable the Multicloud Applications, Data, and Users

Hybrid Cloud Platform for Google Cloud Joumey Segmentation design methodology

Optimization

Business Critical Services

Applications

Workload Rationalization (Modernize/Containerize/Placement)
Application Migration

Cost Optimization Guidance

Design & Implementation

Quick Start Packages (i.e. CCP, Hybrid Cloud Platform for Google Cloud, AzureStack, etc.)

d/or its affiliates. All rights reservec Build, Integrate, Customize On-Prem and Multicloud stacks that are Automated

Solution Validation Services



. Strategy alignment and cloud
roadmap

. Digital service assessment
- Migration

. Business operating model
- Program

. Cloud Security




Cloud Usage Continues to Grow Exponentially
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Cloud Growth Intensifies Security Challenges

59 of security professionals said that the cloud infrastructure and mobile devices
°4J are among the most challenging to defend against attacks.

Reducing Talent
complexity shortage




. Organize a process for
selecting cloud providers

. Consider the impact that new
services have on the security

posture of the organization

. Define and understand
methods for visibility
and control




Cisco Secure Multicloud considerations
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Visibility Segmentation Threat protection
“See Everything” “‘Reduce the Attack Surface” “Stop the Breach”

Complete visibility of users, Prevent attackers from moving Quickly detect, block, and respond to
devices, networks, applications, laterally east-west with application attacks before hackers can steal data
workloads and processes whitelisting and micro-segmentation or disrupt operations
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As a global networking leader
and technology visionary, we
deliver value by providing

advisory, implementation, and

managed services expertise
throughout our customers’
digital journey to achieve their
business goals.




Security Services Capabilities Framework

Implement  Validate | Migrate | Integrate
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Multicloud Security Advisory Service

| /| Workshop based

'i' 'ﬁ' Designed for midsize to large
'n' 'ﬁ' 'ﬁ' organizations

T Incorporates SaaS, laaS,

#§ and PaaS

Available globally




Multicloud Security Assessment Services

s

Understand the security
posture of the data or
activity taking place in

your cloud SaaS or laaS

deployments.
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User entity behavior
assessment

Detect potential
anomalies in user
behavior that suggest
malicious behavior in a
SaaS service.

.

Position and enhance
cloud security in your
current and future states
in alignment with
business priorities.

Cloud security

architecture assessment

Identify areas for security
improvements in your
current cloud
environment.



Cisco Cloud Security Framework

Build a sound strategy to manage your cloud

Security strategy Supporting Technologies
Cloud strate: IT governance Cloud architecture RegUiEieny Risk management i
& i requirements 9 Risk management
- 0 E-discovery
Policy and compliance
¥ SIEM
Policy and standards Data classification Controls Monitoring Third-party diligence lE”d|s'covery el
itigation support Eerpiion
Secure operations Malicious code protection
- ) N . Logging and Performance .
Administration Migration Portability monitoring management Vulnerability management
S — Access and Sissisier e Incident response Identity and access Entittements management
9 entitlements Y and forensics management

|dentity and access

Application security Cloud brokerage
: . Systems development Authentication and : ~ : : )
APl integration life cycle (SDLC) authorization Analytics Self-protection Cloud migration

Cloud management

Data protection

Lifecycle Integrity Encryption
management Cloud platform

Virtual networking
Segregation Geo-fencing

Infrastructure security Virtual platform

Virtual networking Image management Host management Resiliency Orchestration Hypervisor

d/or its affiliates. All rights reservec



Example Cloud Security Strategy Workshop

Develop a cloud security strategy and roadmap aligned to your business

Recommend a future state
based on business priorities
and customer feedback

Recommend

Report on and present
strategic initiatives and the
roadmap to the customer’s

stakeholders

Present

Assess

Conduct a multiday workshop
using the Cisco® cloud
security framework to assess
current capabilities and
address cloud security

Develop

Develop a strategic plan and a
roadmap of initiatives to reach
the recommended
future state



Example Cloud Security Architecture Assessment

Better understand the security posture of your cloud architecture

|dentify and document
potential architecture or
design weaknesses

|dentify
o

Present the findings and
recommendations to the
customer’s stakeholders

Present

Assess

Assess the security architecture
of one cloud environment
in the following areas:

Policy and compliance
e Secure operations
» Secure applications
Data protection
Infrastructure security

Report

Report on the documented
findings along with
recommendations for
remediation
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Oil Industry

Cloud Security Strategy

Q @ Outcomes

Q @ Solution

° Challenge

« Company wanted to continue
moving to the cloud, but there
was a gap in their cloud strategy

« Lacked visibility to the cloud
services they had and what they
needed in the future

» Needed to ensure that

compliance (PCI, PlII)
requirements were met

2018 Cisco and/or its affiliates. All rights reserved

« Conducted a workshop to
understand current
information security
strategies and processes

+ Used the Cisco® Cloud
Security Framework to
identify potential gaps in
the processes and controls
for cloud security

Delivered a SaaS cloud
strategy for the company to
implement

|dentified gaps in existing tools
and processes based on the
recommended SaaS security
controls

Created a catalog of the
current, secure cloud
applications in use and defined
the security controls that
future ones must include



Qur Expertise

o Education ) i t Experience

Average of

N > 8
certifications

per person

We’re supported by 10,000 world-class specialists
®e O o
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...with direct access to our

b & | @ i
Software and hardware Product
developers development

team
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Plus, our partners offer:

Certifications @

Specializations é*

Employees '“‘

Vertical insight ‘% InnOéati6on
Cisco has set up the world’s + 5
largeSt networks ‘—  Advanced Services

patents

84,000+

280,000+

22,000+




» Cisco Security Services

cisco.com/go/securityservices

» Cisco Multicloud Security

Products & Services
cisco.com/go/cloudsecurity



https://www.cisco.com/c/en/us/products/security/cloud-security/index.html
https://www.cisco.com/c/en/us/products/security/service-listing.html

I
CISCO



