


Today,

DATA

IS where the
money IS
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CCCCC



Every day we create

2,500,000,
000,000,
000,000

(2.5 Quintillion) bytes of data
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90%

of the wor

today has been created
in the last

2 years alone




Motivated Threat Actors Behind Breaches:

Social Security ‘ Credit
$1 Card Data
$0.25-$60
Medical
Record
Bank Account Info
DDOS- >$1000
as a Service

depending on account
type and balance

~$7/hour

Mobile Malware @ Exploits

$150 Spam  $1000-$300K
$50/500K emails

Global
Cybercrime
Market:
450B-$1T
% ¥ Malware F:cebootk
Development ccoun

$1 for an account
$2500 | |
(commercial malware) with 15 friends

Source: RSA/CNBC



Last 20 years of security:

Got a problem?

Buy a Box
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Complexity Continues to Accelerate

Infrastructure Security

Application Security
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ofthesecuri ty teamos t
IS spent on security in the data center

6%

Percentage of security teamo

47% 29% 23%

Servers Customer data Endpoints
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How Is data being stolen?

of hacking-related breaches of malicious payloads are
81% B leveraged either stolen and/or 86% J delivered through email and
weak passwords web

Web App
Attacks

Cyber-
Espionage

Privilege
Misuse

Miscellaneous
Errors

Point of Sale
Everything
Else

Payment Card
Skimmers

Physical Theft
and Loss
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Crimeware

Denial of
Service

Breaches

re 33: Percentage and count of breaches per pattern (n=1,935)




Data Center Securityé It takes an architecture!

Visibility

NSeeverythingbo

Intent-based 1 Analytics

MiStop the

attack o s ac@ CIsCO /
® °

Automation Threat intelligence - Talos
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Building a true
data center

security
architecture




Cisco datacenter security solutions 1 focus areas

Segmentation

Firewall and access
control

ANGFW, ACI, Tetration
Policy Orchestration

AFMC, CloudCenter
AAPIC, ISE

/0o ———
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Visibility
Network and
application analytics
AStealthwatch

ATetration

Threat prevention
Threat protection
ANGFW/NGIPS

AAdvanced Malware
Protection (AMP)




Best of breed
Portfolio

Inte_grated
Architecture
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What best of breed security looks like!

Efficacy percentage

Cisco

=@— NGIPS
== NGFW

Breach Detection
Systems
(Cisco AMP)

@ -

NGIPS
(test average)

NGFW
(test average)

98.9% efficacy = 6.8M missed threats/year
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Point product approach fails
It takes an integrated architecture

Visibility
Analytics
(Stealthwatch, Tetration)

Threat protection
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Segmentation

Advanced
Malware

Policy and Access
(ISE, NGFW, Tetration, ACI)

Security
Group
Tag/EP
G

AN Management
NGFW/ Intel ' . 2 (CloudCenter, APIC,
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Data centers are changing
Cisco Security grows with you

Traditional Virtualization Application centric
data center and cloud infrastructure

ACI fabric
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