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CHAPTER 1

W h at ’S C h a n g i n g i n Why these workloads create sustained, low-latency demand
th e C a m p u S n etwo r k? At a network level, these applications: > Z/ilzci:r:teizt?ae:;s:::;:essions rather than

- Exchange small, frequent data units

- Require predictable timing, not just
successful delivery

The shift is driven by The mostimportant change in the campus network This creates two structural requirements:
- : : isn't where applications are hosted—it's how they f
app"catlon behavior SElhaiE The network is continuously active, not Latency must be consistent over time, not
burst-driven. just low on average.
A growing set of enterprise workflows now depend
on continuous, real-time interaction:
Characteristic Traditional apps Modern interactive apps
- Live transcription and translation
- Al copilots embedded into everyday productivity Traffic pattern Burst + idle Continuous + burst
- Real-time collaboration across distributed users
- Streaming dashboards and continuously Session model Short-lived Persistent
updating applications '
Latency sensitivity Moderate Continuous
These workloads aren't high-volume in the traditional :
sense. They're timing-sensitive, continuously active User tolerance Seconds acceptable Sub-second required
systems that depend on consistent interaction. ‘
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CHAPTER 1 /] WHAT'S CHANGING IN THE CAMPUS NETWORK?
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Why this starts at A of this interaction begins over wireless.

the campus
Before traffic reaches: It's already shaped by:
- The WAN - Airtime content
- The cloud - Device scheduling
- Backend services - Initial queueing

The campus network is now part of the
execution path.
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........................................................................................................................................................................................................................................................

@ Key takeaways - Applications are now continuous and interactive
- Performance depends on latency consistency

- The campus—starting with wireless—is where
experience is determined
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CHAPTER 2

Why current campus networks
cannot handle this change

Designed for a different model Where the model breaks
Most campus networks were designed for:
<""‘: g > Condition Impact
- Burst-driven traffic : E 3
5 Wired-first access i E W Increased device density Airtime contention
: i [ —
. 1 |
¢ oentralizecicontrol : E E 2 Retransmissions Reduced efficiency
- Domain-based troubleshooting Rt ; > —
' = Scheduling overhead Latency variability
These assumptions break under
continuous workload.
— Switching A& Fabric - Operations
Wireless variability becomes: Under sustained load: Issues become:
- Bursty traffic - Queues do not drain - Cross domain
- Microbursts at ingress - Paths behave inconsistently - Transient
- Queue buildup - Over subscription becomes visible - Hard to isolate

cISCo © 2026 Cisco and/or its affiliates. All rights reserved.

@ Key takeaways

- The issue isn't capacity—
it's consistency

- Wireless introduces variability
that propagates upstream

- Traditional tools do not capture
system-level behavior upstream



[
R L T e L L L EE LR TP e T

CHAPTER 3

What must be done to handle
these new requirements?

........................................................................................................................................................................................................................................................................................
i

The design shift

Required changes
by layer

"
.................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................

afear]e
CISCO

The campus must be designed for predictable behavior

under sustained concurrency, not peak throughput.

Layer Traditional focus New requirement
Wireless Coverage Airtime efficiency
Switching Throughput Burst stability

Fabric Connectivity Latency consistency
Security Centralized Distributed
Operations Visibility Understanding

© 2026 Cisco and/or its affiliates. All rights reserved.

s Y ym
m em pm il
[ - -3 T '.| ||H
) 2 o & ‘

The flow of modernization

Modernization must follow how impact propagates:

=

Switching - Routing/Fabric - Security - Operations

..................................................................................................................................................................................................

@ Key takeaways - This is an architectural shift

- Wireless is the starting point

- Every upstream layer must align
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TER 4

w Cisco solves this

A system built for Cisco's approach isn't to optimize individual layers independently,
but to ensure the system behaves predictably under real-world

conditions—continuous load, high concurrency, and distributed
traffic patterns.

consistency under load

LSS IEE] 197 Wi-Fi - Switching - Routing - Security > Operations
aligning five domains:

.................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................
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CHAPTER 4 /| HOW CISCO SOLVES THIS

WIi-FI 7 PLATFORMS:
Engineering airtime efficiency at scale

Cisco’'s Wi-Fi 7 platforms are designed to address the core
constraint of wireless networks—airtime efficiency under density.

Key capabilities include:

- Multi-Link Operation (MLO)
Allows devices to transmit across

- High-density optimization
Maintains performance at 40-60+

multiple bands simultaneously, reducing active clients per access point.

contention and improving latency

consistency.

- Deterministic scheduling improvements - Real-time telemetry

Offers more efficient allocation of airtime Provides continuous visibility into
across clients, particularly under high retries, airtime utilization, and
concurrency. client behavior.

The practical outcome is not just higher throughput, but more predictable
behavior under load, which is what modern applications require.

cisco © 2026 Cisco and/or its affiliates. All rights reserved.

CISCO SMART SWITCHES:
Handling burst without introducing variability

Cisco's next-generation campus switches (including Silicon One-based
platforms) are designed to handle the bursty, uneven traffic patterns
created by wireless and interactive applications.

Key capabilities:

- Low-latency forwarding under load - Advanced buffering architecture
Maintains consistent packet handling
even during microbursts.

Absorbs bursts without introducing
prolonged queuing delays.

- High-concurrency support - Embedded telemetry
Handles large numbers of simultaneous Provides real-time visibility into
flows without degradation. queue behavior, congestion, and

flow dynamics.

The goal isn't just to move packets faster, but to prevent variability
from being introduced at the access layer.
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CISsCO

CISCO SECURE ROUTERS: Cisco Secure Routers (e.g., Cisco 8000 Series) provide:
CO“S'Stent performance dCross - High-throughput, low-latency forwarding - End-to-end visibility (with ThousandEyes integration)

Designed to manage sustained traffic patterns, Extends visibility beyond the campus into WAN and
the campus edge and WAN i ° P i P

not just peak bursts. cloud paths.
As traffic moves beyond the campus, routers

- : - I D-WAN iliti Built-i tion (MAC IP PQC-read

must maintain the same level of consistency. > nte.gr.ated ) c.apabl ities - Built-in encry.p |on(. .secl .sec, Q. ready)

Optimizes path selection based on Secures data in motion without introducing

performance, not just reachability. performance bottlenecks.

This ensures that performance consistency established in the campus is maintained across the full path.

SECURITY FUSED INTO THE NETWORK: Cisco embeds security directly into the network through: The result is security that:
DlStrlbUted, Identlty-dl‘lven - Identity-based segmentation (ISE + SGTs) - Encryption at every layer Does not introduce bottlenecks

The policy follows users and devices, not Protects data in motion without )
enforcement e i AR Scales with the network

network location. requiring traffic redirection.
Traditional security models introduce Recuces)ateralibEENEIRLER

] y - Distributed enforcement across the fabric - Zero-trust access model
Iatency and blind spots because they rely Controls are applied at access, switching, Provides continuous verification
on centralized enforcement. and routing layers. of identity, device posture, and
behavior.
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CHAPTER 4 /[ HOW CISCO SOLVES THIS

Bringing it together

AGENTICOPS: :
- 1 : Domain Capabilit Outcome

Moving from visibility to action —
Modern campus environments generate massive amounts Wi-Fi Sl ticlency SRS Ce S e e
of telemetry. The challenge isn't collecting data—
iy : : : : Switchi Burst handli Stable latenc
it's understanding and acting on it quickly. M A IR g

- . ] Routin Path optimization End-to-end consistenc
The Cisco AgenticOps model provides: J g 4

Security Distributed enforcement No added bottlenecks

- Cross-domain telemetry correlation
Wireless, switching, routing, and application data are analyzed together.
: : Faster resolution,
. i 5 ; Operations AgenticOps , L
- Al-driven reasoning (Cisco Deep Network Model) continues optimization
Moves beyond correlation to identify likely root cause. '

- Closed-loop operations
Observe - Reason - Plan > Execute - Validate

..................................................................................................................................................................................................................................................................................

- Proactive optimization

Continuously adjusts network behavior based on conditions. @ Key ta keaways

This enables operations to move from reactive troubleshooting - Cisco solves the problem at a system level, nhot a component level
to continuous system optimization. : : : . :
4 P - Each layer is designed to prevent variability from propagating

- The result is consistent performance under real-world conditions

.....................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................
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CHAPTER 5

How Cisco is different

The core difference:
System behavior vs. component optimization

Most solutions are optimized at the - Wireless is tuned for throughput

CollbRRE I - Switching is designed for capacity

- Security is applied at defined control points

- Operations tools correlate events after the fact

Differentiation shows up under real conditions,
hot in feature lists

Cisco's approach is to optimize system behavior end-to-end, ensuring that

At a high level, most vendors > High-performance wireless variability introduced at one layer isn't amplified downstream.

In the market will claim: - Scalable switching

.................................................................................................................................................................................................................................................................

- Integrated security

- Al-driven operations

Dimension Typical approach Cisco approach
On paper, these capabilities can look comparable.

The difference becomes clear - Sustained, concurrent traffic Wi-Fi Max throughput RS Eliletieey el Rl

when the network is placed > High client density

under real operating conditions: Switching High capacity Predictable latency under burst
- Continuous application interaction =

- Cross-domain dependencies

Routing Redundancy and scale Consistent behavior under load
This is where most architectures begin to fragment, and where Cisco's system- Security Centralized enforcement Distributed; identity-driven
level approach becomes visible. '

Operations Alert correlation Cross-domain reasoning + action

cISco © 2026 Cisco and/or its affiliates. All rights reserved.



CHAPTER 5 /| HOW CISCO IS DIFFERENT
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Why this matters in practice

At a high level, most vendors in the - Airtime contention as the access point
market will claim:

- Burst-driven queuing at the access switch

- Integrated security

In most environments: Cisco's differentiation is the ability to:
Each domain reports independently See this as a single system-level issue
Correlation is manual Understand cause and effect across layers
Resolution takes time Act in a coordinated way

............................................................................................................................................................................................................................................

Integration reduces operational friction

Another key difference is how integration impacts operations. Scenario Fragmented approach Cisco approach

In a fragmentecienvieREE Multiple tools provide partial views Wi-Fi congestion | Detected in WLAN tool Correlated across domains

Teams operate in silos (wireless, LAN, WAN, security)

Troubleshooting requires coordination across domains Switch latency Seen separately Linked to upstream cause

Cisco’s architecture aligns: Data models across domains , |
User impact Inferred Directly observable
Telemetry across layers

Policy enforcement across the network : . .
y Resolution Multi-team effort Coordinated response

The result isn't just better visibility, but faster understanding and simpler operations.

cISco © 2026 Cisco and/or its affiliates. All rights reserved.



CHAPTER 5 /| HOW CISCO IS DIFFERENT

..................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................

The outcome - When the system is aligned:

Variability is reduced at the source
Issues are resolved faster

Performance remains consistent under load

S 2B 2R R 2

This isn't about incremental improvement.
It's about changing how the network behaves
as a system.

..........................................................................................................................................................................................................................................
i

@ Key ta keaways - Cisco differentiates at the system level, not the

feature level

- Integration reduces operational complexity and
time to resolution

- The result is predictable performance under
real-world conditions

.......
.................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................
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CHAPTER 6

How to get started

Start with behavior, Most campus modernization efforts begin
not inventory with an inventory review:

- Deployed hardware
- Running versions

- Available capacity

While useful, this doesn’t identify the
real issue.

The better starting point is understanding
how the network behaves under current
workloads.




CHAPTER 6 /| HOW TO GET STARTED

....................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................

STEP 1 STEP 2 STEP 3

Identify where variability is introduced Prioritize wireless stabilization ~ Align switching to handle real traffic patterns
Focus on observable indicators rather than theoretical limits. Wireless is where variability originates and where Once wireless behavior is stabilized, attention shifts to the access layer.
: modernization has the most immediate impact. :
WIRELESS High client density per access point Key considerations: T Gl s 21 o e e
Increased retry rates Focus areas: Client distribution and density without introducing delay?
Variability in client experience Airtime utilization Is latency consistent under concurrent
: : load?
; Interference and contention ; . .
SWITCHING Burst-driven latency Are buffers behaving predictably?
QuetelbuildupId U e e ; The objective isn't just a stronger signal, but more efficient and : . . . .
. . predictable airtime usage. ; This is where many environments see hidden constraints.
Inconsistent application response E

FABRIC Differences in behavior across paths

Latency variation under load

..............................................................................................................................................................................................................................................................................................................................................................................................................................................................................

STEP 4 STEP 5

A practical modernization approach

Validate fabric consistency Simplify and evolve operations
Stage Focus Outcome
Ensure that the fabric: Delivers consistent performance Modernization is incomplete without addressing operations.
e : . ore ' PH ASE "I . . . . . oo
Doesn't introduce variability under § SoclE Gt Reducing tool fragmentation | —> Wireless optimization  —— Reduced variability at edge
sustained load
, , _ g Enabling cross-domain visibility 5
Aligns with the latency requirements 5 . R . ] PHASE 2 —> Switching alignment —> Stable burst handling
of modern applications g Shortening time from detection to -
; resolution
. . : . 5 ] PHASE 3 : : - :
This is where many environments see hidden constraints. 5 ; — Fabric tuning — Consistent path behavior
: The goal is to move The system can be understood =
toward a model where: holistically

. PHASE 4 —> Operations evolution —> Faster resolution
Issues can be resolved without e

manual correlation across teams

...................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................
] i
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CHAPTER 6 /| HOW TO GET STARTED

Common pitfalls to avoid

Pitfall Why it fails

Starting with bandwidth upgrades Doesn't address variability

Adding more tools Increases complexity
Ignoring wireless Misses root cause
Treating domains separately Slows resolution

.......................................................................................................................................................................

What success looks like

@ Key takeaways

You should expect to see: v More consistent application  Just as importantly, the + Predictable

Start with how the network behaves, not what it contains
performance network should feel:

v Easy to operate Prioritize wireless first, then align upstream layers

v Reduced user-reported issues

9
é
v More resilient under load - Modernization is a phased, system-level effort
v Faster troubleshooting cycles 5
9

Operational simplicity is as important as infrastructure
v Fewer escalations across teams
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Final closing thought

Modern campus networks are not failing because they lack capacity.
They are struggling because they were designed for a traffic model that

no longer exists.

The path forward isn't to add more—it's to align the system to how
applications now behave.



http://cisco.com/site/us/en/products/networking/offers/ai-campus-transformation.html
https://www.cisco.com/site/us/en/solutions/networking/campus-branch-networking/secure-campus/index.html#tabs-9da71fbd27-item-1288c79d71-tab

