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Enhancing Resiliency in Government 
During Times of Unexpected Stress
How one state rapidly transitioned to a remote work environment to 
preserve critical services and promote transparency with citizens 
during the COVID-19 pandemic.
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State of Alaska

The customer 
summary 
Customer name
State of Alaska’s Office of 
Information Technology

Industry
Public Sector

Location
State of Alaska

Number of employees
Approximately 15,000
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Business challenge summary
•	 Increase VPN capacity to 

handle unexpected loads due to 
transition to remote workforce. 

•	 Rapidly provide a secure and 
reliable communications platform 
for thousands of workers.

•	 Modernize and enhance a 
secure line of communication 
and information sharing between 
government and citizens.

Network solution summary
•	 Integration of virtual instance of 

Cisco AnyConnect into existing 
network to rapidly expand secure 
VPN access for all remote workers.

•	 Significant increase in licenses 
to industry-leading Webex real-
time video conferencing solution.

•	 Use of Webex to securely 
communicate and share critical 
information with citizens.

Business results summary
•	 Doubled VPN capacity in 

just six days to stay ahead of 
demand, then by factor of ten 
to meet long-term needs.

•	 Maintained continuity of 
government and critical services 
while enhancing resiliency.

•	 Achieved strong public compliance 
to state requests via transparency 
and engagement with citizens.

Challenges: immediate and widespread
People often think of Alaska as physically remote, small in population, and perhaps not leading edge or very agile in 
terms of technology. In the past, they’ve had issues with connectivity to the lower forty-eight. But it turns out they were 
the perfect proving ground for remote technologies and for showing the true value of collaboration between the public 
and private sector.

As CIO for the state’s Office of Information Technology, Bill Smith is responsible for providing IT services for fourteen agencies 
and the Office of the Governor. He watched the COVID-19 pandemic unfolding elsewhere in the United States, and as he did, 
it became evident his state would need a scale of remote access that was beyond their capabilities at the time. 

So they took a hard look at their statewide network and found a key issue would center around capacity. Specifically, 
their virtual private network (VPN) concentrator throughput. They were nearing one hundred percent capacity with 
approximately 1,500 of 15,000 state employees working remotely and would need to expand secure VPN access 
rapidly. This would be critical for enhancing resiliency and driving continuity of government operations.

With workers potentially dispersing over hundreds of thousands of square miles, they would also need a way to keep 
them securely and reliably connected. Maintaining a productive and collaborative work environment, including meeting 
capabilities and access to shared information, for thousands of state workers would be key to the state’s response to the 
pandemic. Plus, they would need to keep private data secure throughout. 

In addition, it became clear that state leadership would need to create a secure line of direct communication and 
information sharing between government and citizens to enhance transparency. Due to social distancing needs and the 
dispersed nature of the citizenry, any method must be easily accessible and versital in delivery.
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“�Even before we reached out to Cisco, they contacted 
us to offer support based on their evolving experiences 
with other state governments.”

Bill Smith
Chief Information Officer
Office of Information Technology for the State of Alaska
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A single and secure platform for communications

Cisco’s industry-leading Webex solution was then 
deployed to provide a single communications platform 
for state government. It enabled the State of Alaska 
to combine calling, meeting, and messaging into a 
single easy-to-use solution so their workers could stay 
productive regardless of where they were. 

Webex provided state agencies secure real-time video 
collaboration and information sharing with other agencies, 
institutions or contractors during the unfolding crisis, one-
to-one or one-to-thousands, with the push of a button. 

Plus, it let the state communicate securely with citizens 
(private and business) at an agency and state leadership 
level. This proved fundamental in allowing transparency 
and developing trust between government and citizenry 
during the pandemic. The Webex solution features:

•	 A simple to use interface that can exist on a variety of 
platforms (laptop, tablet, smartphone)

•	 Real-time video conferencing capabilities to support 
thousands of attendees, if the state needs

•	 Advanced and secure information sharing in real-time

•	 Enterprise-grade security backed by U.S. FedRAMP 
Authorization

•	 Integration with popular productivity apps like 
Microsoft Office and ServiceNow
•	 An advanced management control hub for security, 
visibility, and control.  

Solutions: Agile and scalable software
Cisco had proven themselves a trusted partner during 
prior projects for enterprise networking (routers, 
switches, and data center) and security (network, 
malware, and endpoint). So for the State of Alaska, the 
relationship was more than just transactional. 

The culture of collaboration shared by the State of Alaska 
and Cisco’s engineers allowed a high level of trust. 
So teams readily reached out to each other to share 
information and ideas. This helped focus the discussion 
on software, rather than hardware, to speed deployment 
and funding options while improving long-term flexibility.

Increased VPN capacity, visibility, and security
Cisco engineers also understood how to leverage the 
state’s existing infrastructure to maximize ROI and still 
meet urgent needs. So they first focused on improving 
capacity for the state’s network by deploying Cisco 
AnyConnect Secure VPN access for Remote Workers. 

In just six days the team was able to double the state’s 
VPN capacity. And long-term “that team was able to 
design, build, test and implement virtual appliance VPN 
concentrators that gave us an increase of capacity of 
ten-fold” said the state’s CIO, Bill Smith. This allowed 
the State of Alaska to quickly extend flexible, policy-
driven access to support remote workers across wired, 
wireless, and VPN while:

•	 Getting more with lower total cost of ownership 
thanks to multiple services beyond traditional VPN 
capabilities and successfully enabling a more complete, 
secure access for remote workers
•	 Gaining visibility and control for their distributed 
enterprise to identify who and which devices were 
accessing their enterprise network

•	 Automating continuous endpoint posture checks and 
remediation to determine their level of compliance and 
strengthen security.

“It went in like a glove,” said Christopher White, the 
state’s CTO for Network and Telecom, “no problems.”
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“�A trusted idea . . . a trusted path. This is what Cisco’s 
team of engineers provided us during the crisis.”
Christopher White
Chief Technology Officer for Network and Telecom
Office of Information Technology
State of Alaska
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Results: Continuity for all

Doubled VPN capacity in just six days
Through a culture of collaboration, Cisco and the 
State’s CIO team doubled the state’s VPN capacity in 
just six days, and did so without any service outages. 
Long-term, they were able to increase capacity by a 
factor of ten. “Literally within a week we went from 
being at 70, 80, 90 percent throughput at any given 
part of the day, making me pretty nervous, to being 
at 10, 20 percent throughput,” Smith said. They were 
also able to stay ahead of demand so while the state 
was at the back-end of the nation-wide shutdowns, 
they moved ahead of others in safely reopening.

Before the pandemic, the percentage of state 
employees working remotely was less than a 1,000. 
They now have about 11,000 licenses, covering about 
2/3rds of all state employees. And are experiencing 
4,800-5,000 remote workers online at any single 
time, with a goal of providing secure VPN access to all 
15,000 state workers at the same time.

Greater transparency in and trust of government
For the Governor’s office, the deployment of the Cisco 
Webex unified communications platform provided 
a daily outlet for streaming live briefings, including 
via social media platforms like Twitter that are easily 
accessible on citizen’s smartphones and tablets. 

This early and large scale move towards transparency 
increased compliance since the state’s messaging on 
the pandemic could be easily viewed by all citizens, 
even those in the most remote areas, and helped to 
flatten the state’s infection curve early.

For citizens of Alaska, Webex has helped improve 
their engagement with, and trust in, state government 
leaders. By providing a more direct conduit into the 
workings of the state’s leadership, citizens had greater 
confidence in decisions by Dr. Zink and the Governor’s 
office related to public health and safety. 

Preservation of critical citizen services
As the state’s workforce transitioned to a hybrid 
work environment (consisting of remote workers and 
essential office/facility workers), the real-time video 
capabilities of Webex enabled many state agencies 
to continue operations needed to maintain the health 
and welfare of citizens. Powered by increased VPN 
capacity and industry-leading security, the Webex 
platform helped citizens gain access to much needed 
public services, including unemployment, healthcare, 
and public safety. This also included agencies that 
continually monitor, regulate, and license private 
businesses across the state, such as Alaska’s Child 
Care Program Office (CCPO). 

“�Cisco brought a proactive 
approach. It would’ve benefited 
them financially to just sell us 
hardware, but instead they 
worked with us as partners to 
do what was best for us.”
Bill Smith CIO, Office of IT, State of Alaska 
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In responding to the pandemic, it was critical for State of Alaska leadership to 
provide transparency and serve as public examples of social distancing. For 
the state’s Chief Medical Officer, Dr. Anne Zink, MD, FACEP, it also presented a 
unique way to engage citizens — one they could culturally identify with.

Most every day Dr. Zink retreated to a wood-stove-heated yurt (a portable, 
round tent), located on her family’s homestead, to help run the state’s 
pandemic response. From within this reassuring and familiar sanctuary, she 
used the real-time video communications and information sharing capabilities 
of Cisco Webex to maintain secure communications with her agency and other 
state leadership, including daily meetings with Alaska Governor Mike Dunleavy. 

Dr. Zink also became a visible voice of calm to citizens across the state via her 
regular public briefings from the yurt. Using the Webex unified communications 
platform she was able to securely deliver critical information to citizens about the 
pandemic, evolving state orders, and state services. By doing so remotely from 
a refuge comforting to many Alaskans, she became a trusted public voice. This 
transparency helped increase compliance to social distancing and public health 
guidelines adopted by the state (read more here), flattening Alaska’s curve.

Leveraging your Yurt for calm and compliance 

https://www.npr.org/2020/05/09/852377462/chief-medical-officers-handling-of-coronavirus-inspires-alaskans-to-thinklikezin
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Enhanced collaboration across government
Within government agencies, state leadership and workers are now 
routinely using Webex to securely collaborate and share information in 
real-time with colleagues. This includes use by commissioners for month-
ly all-hands meetings. It’s also helping support social distancing initiatives 
that improve workplace safety, with the side benefit of reducing travel and 
associated costs. Plus, since Webex allows recording, meetings can be 
easily distributed via a simple link to those unable to attend, or used to 
refresh the memory of attendees.

Thanks to the strong collaborative partnership between Cisco engineers 
and the state’s OIT team, there has been widespread positive feedback 
from employees on the deployment and subsequent IT support services. 
For the state’s workforce, the rapid rollout proved a smooth one, allowing 
them to continue focusing on providing citizen services. “For the first time 
I heard commissioners complimenting the central structure because of 
the ability to deliver things like VPN access, they thought very highly of it,” 
Smith said. 

Flexibility in funding
The use of Cisco solutions has also helped the State of Alaska alleviate 
funding concerns. The state was initially provided affordable temporary 
licenses that could be budgeted under OpEx rather than CapEx. This 
helped with the rapid rollout. But once their long-term needs were more 
apparent, they were able to shift to permanent, subscription-based li-
censes. For Alaska’s state IT leaders, securing CapEx dollars has proven 
difficult in the past. So the ability to move IT expenses to OpEx via sub-
scription services, is very beneficial. Subscription-based services also 
help them scale as their needs change, helping to maximize their return 
on investment and get the most out of their budgets.

Going forward
Through their collaborative relationship with Cisco, the State of Alaska 
was able to rapidly expand their secure VPN access and deploy advanced 
communications tools that enhanced resiliency and enabled continuity of 
critical government services during an unprecedented time of crisis. 

With their success, the State of Alaska’s Office of Information Technology 
is now eager to move towards a true hybrid work environment while 
continuing to improve citizen engagement. “Where I would like to see us 
go and where I think we’re going to end up is just a really simple interface 
with the state of Alaska for our employees,” Smith said. “And there are 
ways that we can do that with technology that would allow Alaskans to 
interface and jump into the state of Alaska in a remote manner . . .”

Next steps
Through innovative software-based solutions, your agency can also 
move towards a resiliency that benefits both the public and private 
sector in your state or local community. Join us in shaping the next 
generation of government. To learn more, visit: cisco.com/go/slg.

Solutions
Network infrastructure

Cisco AnyConnect for Remote 
Workers 
Expand frictionless, highly secure 
access to your enterprise network 
from any device, any time, anywhere.

Cisco ACI for Data Center
Empower application agility and data 
center automation with the industry-
leading SDN solution.

Cisco Digital Network Architecture 
(DNA)
Streamline operations and speed 
IT innovation by automating and 
assuring your network services.

Unified Communications 

Cisco Webex
Deploy a single platform that 
provides secure real-time video and 
information sharing, plus combines 
calling, meetings and messaging 
into an easy-to-use solution.

Cisco Unified Communications 
Manager (CUCM)
Get reliable, secure, scalable, and 
manageable call control and session 
management for your agency.

Network Security

Cisco Advanced Malware Protection 
(AMP) for Endpoints
Relentlessly stop breaches and 
block malware by rapidly detecting, 
containing, and remediating 
advanced threats against your 
network.

Cisco Identify Services Engine (ISE)
Enable a dynamic and automated 
approach to policy enforcement that 
simplifies your delivery of highly 
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