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Secure cloud-hosted communication and collaboration solutions support government digital 
transformation. Agencies are deploying solutions that ensure the security of communications via tools 
that are intuitive to use, allow users to choose how they want to interact, and provide seamless  
omni-channel experiences. Cloud-hosted communication and collaboration solutions also allow 
agencies to quickly make decisions and rapidly respond to events, letting them better serve 
constituents and employees.  

The following questions were posed by Cisco to Adelaide O'Brien, research director for IDC 

Government Insights, on behalf of Cisco's customers. 

Q. As government continues with a cloud-first approach and connects to multiple public, 

private, and hybrid clouds, what strategies are government agencies implementing to 

maintain compliance and security standards?  

A. The first step in embracing cloud is developing a strategy and a road map of the steps the 

agency needs to take now and in the future, including an assessment of mission needs, 

technology readiness, and staff skills. Agencies may have a cloud strategy, but if it is not 

enterprisewide, decisions to use private and public cloud infrastructure may be made on a 

project-by-project basis.  

In replacing legacy systems, agencies should address cost optimization, security, 

performance, and business agility to improve customer experience and empower employees. 

As agencies develop an inventory of current and future workload needs, they should identify 

which workloads work best in which environments and assess the technical and operational 

feasibility of moving workloads to cloud. Agencies should be architecting continuity, disaster 

recovery, compliance, and security on cloud-first platforms and shifting workloads to the most 

appropriate commercial IT solution. 

Agency strategies need to include an assessment of current policies and standards.  

Lack of documented standards is a concern as effective management of datacenters and 

multicloud architectures requires clear IT service definitions and policies, including standard 

configurations, service-level agreements (SLAs), security, and governance, to ensure 

consistent service delivery and service levels. Contracts, analysis, and monitoring 

procedures should also be factored in to enable agencies to be proactive if breaches should 

occur. These steps may not come naturally for government organizations accustomed to 

nonstandard legacy applications and may complicate cloud deployments as a result. 
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Q. How do software-as-a-service (SaaS) strategies affect the government end-user and 

citizen experience? 

A. The trend to place more workloads in the cloud is steadily increasing as cloud-based 

applications facilitate updating to the latest versions and enable rapid deployment of new 

functionality and the spinning up of new features. Cloud-hosted solutions connect devices and 

collect, combine, and manage data from different domains to provide a unified view. This view 

is important to customer service as citizens expect a more holistic understanding of their needs 

and eligibility for various government services and benefits. When asked by IDC's Industry IT 

and Communications Survey to rank cloud's importance to key functions, almost 30% of 

government respondents put customer service at the top of the list, followed by IT (26%) and 

operations (17%). Cloud can also enable employees to be more efficient by blending program, 

data, and IT silos to consistently deliver services based on current policies and regulations.  

As agencies make major software upgrade decisions, they will increasingly be offered SaaS as 

a preferred option. IDC predicts that traditional solutions will migrate to cloud, allowing a  

pay-as-you-use approach, including such functionality as network as a service. 

Q. What benefits has the FedRAMP initiative produced? 

A. Embracing cloud is a risk-based management decision. Government agencies must have 

visibility into their risk in selecting cloud services; therefore exhaustive due diligence has 

become critically important. However, this vetting can be a time-consuming and expensive 

process for agencies. FedRAMP is a uniform risk management approach and assessment 

process for a standard set of approved, minimum security controls for protecting citizen data 

in the cloud. Vendors must meet these security controls to be authorized to provide cloud 

services to government agencies. FedRAMP was designed so that once a cloud service 

offering has been authorized, agencies can review the existing authorization package and 

grant permission for their organizations to use the service. This process prevents duplication 

of work completed for the initial authorization, saving time and money. FedRAMP 

authorization can also strengthen government confidence in a vendor's services and viability.  

Many state and local agencies also require FedRAMP certification because of its vendor 

requirements for rigorous security checks, consistent monitoring for security vulnerabilities, 

end-to-end encryption of all data traffic and data at rest, government-defined architecture and 

SLAs, and stipulation that United States–based personnel support the solution. By selecting 

a FedRAMP-certified cloud solution, federal, state, and local government organizations can 

forgo the security assessment process for a multitude of known security controls, select a 

certified cloud service for their applications and workloads, and more confidently deploy 

systems into the certified environment. 

Q. What approach should be used to monitor and remediate cloud security threats? 

A. Monitoring security controls is part of the overall risk management framework for information 

security. Certified vendors are required to maintain a security authorization of continuous 

monitoring and ongoing security controls that meet FedRAMP requirements, and they must 

demonstrate that the security posture of their service offering is continuously acceptable. 

FedRAMP requires cloud vendors to provide monthly operating system, database, and web 

application vulnerability scanning reports. This reporting enables the cloud provider to detect 

changes in the system's security posture and enables well-informed risk-based decision making. 

Agencies are also working with the private sector to improve risk management and resilience 

of the internet and the communication ecosystem. IDC recommends following the guidance 

in the National Security Telecommunications Advisory Committee (NSTAC) draft report that 
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identifies ways to collaborate to reduce the threats from automated and distributed attacks 

such as botnets. NSTAC is working on a second phase of guidance and is expected to 

publish a cybersecurity report in November that will recommend actions that involve a  

multi-stakeholder approach. 

Q. As we look to defense agencies, why is it important to secure communication and 

collaboration capabilities? 

A. Efficient communication and collaboration systems are essential to support digital transformation 

in government. Scalable, user-friendly, and secure communications platforms allow PCs, laptops, 

smartphones, tablets, whiteboards, and videoconferencing to be accessed as endpoints, enabling 

employees to leverage an integrated work platform of videos, calls, and documents. As the 

Department of Defense (DoD) moves to the cloud, a secure network remains critical. The key to 

success is securing everything; thus security needs to be part of the network. A priority of defense 

agencies is more connected warfighters with secure, agile, and flexible access to collaboration 

and communication within their chain of command as well as in joint and coalition environments. 

Collaboration technologies help the DoD adapt to changing warfighter needs by providing the 

ability to operate in new environments such as software-defined networks (SDNs), access critical 

information, and quickly make decisions. Security and always-on encryption are critical 

requirements. Data — all content, messages, and files, and even whiteboard drawings — must 

be private. Procurement and onboarding should be easy, allowing authorized users to use their 

chosen device, and usage should be assisted by natural language to simplify key tasks.  

Q. How does the Modernizing Government Technology (MGT) Act impact communication 

and collaboration solutions? 

A. The MGT Act is designed to provide agencies with flexible sources of working capital funds to 

securely modernize IT systems and create more high-quality and time-sensitive services. 

This legislation includes increasing the use of cloud-based solutions such as email and 

collaboration technologies. 

Many government employees work outside the office, communicating with more people and 

using more devices and applications. At the same time, agencies want to improve the quality 

and timeliness of services and information delivery. Government entities at all levels are 

challenged with making operations more responsive and effective. Ineffective communication, or 

insufficient input from stakeholders, managers, constituents, or ecosystem partners, can impact 

the quality of work. It can lead to a delay in projects or in providing information and delivering 

services. To maximize productivity and collaboration with critical stakeholders, speed decision 

making, and improve customer experience, many agencies are considering cloud-based 

collaborative services. A properly implemented and secure hosted collaboration solution can 

support critical communication and enable greater efficiency, which allows agencies to spend 

more time and energy on constituent requirements and on working with ecosystem partners.  
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