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Securing the enterprise is increasingly challenging

Highly distributed
applications

Nothing can
be trusted

More vulnerabilities,
exploited faster

A

Al adoption makes it more challenging
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Hybrid Security

Customers Industry/Analyst Vendors
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Hybrid Security = Hybrid Mesh Firewall

A Hybrid Mesh Firewall is a multideployment firewall platform
with centralized cloud-based management, designed for hybrid
environments. It integrates with Cl/CD pipelines, supports cloud-

native features, and provides advanced threat protection across
diverse use cases, including lIoT and DNS-based threats.
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Hybrid Mesh Firewall — Why the need?

e Wt W

Cloud-Native Organizational Challenges
= Cat '
? = g
NetSec Admin Server/VM Admin Cloud Architect DevSecOps
( A
| ) Inconsistent islands
p . of policy controls
- . o W Redtat W Neix across environments
v 3 vountu @M - B @ 5
CiTRIX @ Centos E:%;; 8 6
N 0 L3 AlmalLinux )

e
© 2025 Cisco and/or its affiliates. All rights reserved. cisco

Cisco Confidential



Gartner — Hybrid Mesh Firewall

Core & Optional Capabilities

Gartner

Gartner

Market Guide for Hybrid Mesh Firewall Platforms

Published 16 January 2024 - ID G00794201 - 15 min read
By Analyst(s): Rajpreet Kaur, Adam Hils

Initiatives: Infrastructure Security; Build and Optimize Cybersecurity Programs
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Securing Hybrid

Environments

North—Squth IEast—Vxlest Distributed
Inspection nspection Offices

Remote Users & Securing Cloud

Workloads

Cloud Based Centralized Unified Management

Extended
Integration
(XDR, SASE,
IAM, NDR)

Advanced Threat
Prevention (ioT &
DNS-based attacks)

Unified
Auto-Tuning & Visibility Visibility into Integration with
Policy & Risk clowdinative CI/CD Pipelines

Recommendation Microsegmentation

Insights

Microsegmentation Application Discovery, Secure Remote
(Agent-Based & Connection Mapping & Access (SSL,
Agentless) Application Usage Visibility IPSec VPN, ZTNA)

Multi-Deployment Flexibility

(Must support more than two deployment options)

Hardware Virtual

Cloud .
X ANEEN Daemonset ) Agent Based.
Native Microsegmentation
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Cisco’s Hybrid Mesh Firewall: Vision &
Foundation



Firewalling needs to evolve to meet today’s challenges

Our North Star

Make it easy for organizations to

<Reduce attack surface >
(Prevent compromise >
<Stop lateral movement >

in the modern data center, cloud, campus,
and factory

Placement
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Every flow

Perimeter

Every server

Every app Cisco Hybrid Mesh
Every VM Firewall

Every container

Every loT device
Every user

Encrypted traffic at scale

Core Hyb r|d Prevent exploit —
Firewall

known & unknown threats
Identity intelligence

VT NEE T Al app runtime guardrails

multlple form factors Microsegmentation
at key chokepoints
Protect vulnerable loT

v

Traditional Modern

Threat Protection
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Cisco Hybrid Mesh Firewall
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Werite policy once, enforce across the mesh

Secure Router



Hypershield
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Enforcement points change, rules don’t



Introducing Cisco Security Cloud

Unified security platform

(@)
SBR

Users

LD
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Devices

0

Applications
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FTD

FTD virtual

Multicloud Defense

Meraki MX

Secure Workload

Hypershield

Secure Access

Cloud management

-

Centralized dashboard

Centralized investigation

Actionable insights /
Predictive analytics

Consistent security policies

Redefined workflows

Policy optimization

Al-assistant

App dependency map

Context-based access

Auto-compensating
controls

Policy auto-reasoning

AlOps

Policy automation /
3rd party orchestration

Migration tools
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Cisco Security
Cloud Control
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Common Access Control

Common Provisioning

Cisco Confidential

AlOps

Global Search

Common
Dashboard

i
CIsco

Dashboard

Al Assistant

MSP
Mode

Centralized
Notifications

Security Cloud Control
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Policy & Intra-Product Communication

Secure Workload

Secure Access

<
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Al Defense

Common
Posture/Identity

= Common Objects

Multicloud Defense

Hypershield

Endpoint

Vulnerability Management

Splunk

Network Analytics

Alerting & Notification Service

Cisco Security | 13



Vision Delivered

Capabilities

N
CIsco

New left navigation integrates
product menus from across the
portfolio

Shown only when products are
activated and users have access

Services like search, Al
Assistant, notifications, and help
expressed globally

Organizations isolate data and
contain multiple products

View entire organization from a
single admin’s standpoint

Complete RBAC control — central
management, group mapping,
custom roles, audit
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Security Cloud Control

Organization Switcher

®

Organization
Stark Enterprises -
North America

Q Type 'Ctrl' + '/' to search 3 @

Home

Top Nav

@ 0@® |

QO carter Briggs -

User Profile

Configure Secure Access

A

Home

Products

C)

Al Defense

Firewall
Hypershield
Multicloud Defense
Secure Access

Secure Workload

Platform services

[ :::)

L

Favorites
Security Devices
Shared Objects

Platform Management

>

Top insights & alerts 10 newinsights

Micro App 1 |

£ o A laiar 4y
Yot -canCoRftrie Secure-ACcess-ater vy

accessing it from the left nav.

7 Elephant flow spike observed

Data sources: FTD

Traffic has risen steadily over three weeks with
some large flows consuming excessive
bandwidth, necessitating intervention to avoid
performance issues.

Last 24h Details

Risky users accessing privileged
apps

Data sources: FTD

Implement zero trust access to limit access to
only required user groups, and protect your
applications from risky users.

Last 24h Details

1% Decrypted traffic towards
internet
Data sources: FTD

Failure to decrypt a significant portion of traffic
poses a severe security risk, potentially
concealing malicious activities, leaving your
network vulnerable to threats.

Last 24h Details

Side Nav

Asset connectivity status

15%

Disconnected assets

/8% since yesterday

B Connected B Disconnected B Pending

Micro App 2

Source

© Disconnected assets

15% (13,248 [ 86,250)

Count 24hr A

v Firewall devices 250

FTD

A2 1%

ASA  cdFMC

View firewall devices

Universal ZTNA Firewall devices
Network tunnel groups
Resource connectors

Cloud accounts

Tesseract security agents

Workload agents




Security Cloud Control
Industry’s first multi-vendor intent-based policy

nnnnn

'éll's'él(;' % paloalto’ _ . FeRTIneEr  JUNIPEC
Absorb and optimize Change enforcement No rip and
existing rules points, not policy replace
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Cisco Mesh Policy Engine

Today, firewall policy management is fragmented

Traditional policy management

Multiple vendor

user interfaces Data center A

$o/ E£0

* Policy configuration is device-by-device

* Translating one intent to multiple policies across
vendors takes time and is error-prone

* Adding firewall devices over time makes the
problem exponentially worse

J

Data center B

o @T

Solving these challenges requires a
different approach

2025 Cisco and/or its affiliates. All rights reserved.
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Public cloud
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== O

e
18 cisco

Cisco Confidential



Policy Workflow & Architecture

Application
Developer

Event

SCC Ul Users Streams

a

Network

Intent Based Policy Operators

API

a

Topology
Changes

Vendor Specific FW
Management Platforms

Desired Outcome - -
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Cisco Mesh Policy Engine

Cisco is the only enterprise firewall vendor that extends policy to non-Cisco enterprise firewalls

Data center A

<& Security Cloud Control Q search a

A policy manager (not a device polides e Dt e | Eﬁﬁ r@ ) jqﬁﬂ

manager or policy converter)

Retain the “what” and
“where” of the policy and the
Why”

Data center B

o @o

J

o

Change enforcement points,
not policy

Cisco plus the other enterprise

firewall vendors Public cloud
—_— —
» «L 00
Cisco Security Cloud Control .
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Program once, enforce everywhere

SRR ¥ Mesh Policy Engine

¢ Pukcins intelligently understands

Srf:tfn::;jt:l'z VO Draft  Firewall-Policy-Update (Base revision: 319)  B2B, B2C Policy  HR Apps Access your ne twork tOpOIOgy to
place the most effective

o policy on the relevant

firewalls

el Security Cloud Control

Name * Description (optional)

ERP-to-HR app Controls traffic flowing from ERP to HR Application

@ Specify Access
Specify which users and endpoints can access which resources ) Describe rule name and
purpose

o Review Deployment and impact

ct and reachability across different segments o

Define user and endpoint
access

Data Center_A ~

Deploy across network
Public Cloud ~ App Zone ~
52 topology

(%) &)

Cloud Edge DC-A Firewall DE-A-App HR App

Firewall vFirewall

Revert changes @

Delete O
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Cisco Cloud Protection Suite

Simplicity, flexibility, and investment protection for

easy adoption of Hybrid Mesh Firewall

Cloud Protection Suite Essentials

Essentials
Segmentation

Essentials
Gateway

2025 Cisco and/or its affiliates. All rights reserved.

Cisco Secure Cisco Isovalent

Workload Hypershield Enterprise
Platform*

Cisco Security

Cloud Control
(Unified Management)

Cisco
Multicloud
Defense

Cisco Secure
Firewall (virtual)

*Not accessible via Security Cloud Control at this time
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Cloud Protection Suite

Gateways Workloads

Cisco Confidential



(CAELCEVETS

*%* Micro-Perimeter Security: Moves beyond traditional perimeters to secure hybrid cloud,
containers, and SDNs

+* Unified, Distributed Firewall: Centrally managed security across dynamic, distributed
environments.

L)

+%* Al-Driven Protection: Uses Al to detect and respond to evolving threats.

L)

+* Consistent Policy & Integration: Ensures unified governance and streamlined operations.
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Thank you
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