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Securing the enterprise is increasingly challenging

Nothing can 
be trusted

More vulnerabilities, 
exploited faster

Highly distributed 
applications

AI adoption makes it more challenging
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Hybrid Security

?
VendorsCustomers Industry/Analyst
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Hybrid Security = Hybrid Mesh Firewall

A Hybrid Mesh Firewall is a multideployment firewall platform 
with centralized cloud-based management, designed for hybrid 

environments. It integrates with CI/CD pipelines, supports cloud-
native features, and provides advanced threat protection across 

diverse use cases, including IoT and DNS-based threats.
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Hybrid Mesh Firewall – Why the need?

Organizational Challenges

Management Complexity

Complex Policy Deployment

Hetrogenous Security Devices

Multiple teams, 
organizations and 

environments

Inconsistent islands 
of policy controls 

across environments

Network

NetSec Admin DevSecOps

Cloud-Native

Cloud Architect

Cloud

Server/VM Admin

Private DC
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Gartner – Hybrid Mesh Firewall
Core & Optional Capabilities

Cloud-Based Centralized Unified ManagementCloud Based Centralized Unified Management

Extended 
Integration 
(XDR, SASE, 
IAM, NDR)

Auto-Tuning & 
Policy 

Recommendation

Unified 
Visibility 
& Risk 

Insights

Visibility into 
cloud native 

Microsegmentation

Integration with 
CI/CD Pipelines

Advanced Threat 
Prevention (ioT & 

DNS-based attacks)

Microsegmentation 
(Agent-Based & 

Agentless)

Application Discovery, 
Connection Mapping & 

Application Usage Visibility

Secure Remote 
Access (SSL, 

IPSec VPN, ZTNA)

Multi-Deployment Flexibility
(Must support more than two deployment options)

Hardware Virtual
Cloud 
Native

FWaaS Daemonset
Agent-Based 

Microsegmentation

Securing Hybrid 
Environments

North-South 
Inspection

East-West 
Inspection

Remote Users & 
Distributed 

Offices

Securing Cloud 
Workloads



Cisco’s Hybrid Mesh Firewall: Vision & 
Foundation
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Core Hybrid 
Firewall

Manage NGFW in 
multiple form factors 

at key chokepoints 

P
la

ce
m

en
t

Threat Protection

Firewalling needs to evolve to meet today’s challenges

Make it easy for organizations to

 

in the modern data center, cloud, campus, 
and factory

Our North Star

Reduce attack surface

Prevent compromise

Stop lateral movement 

Every server

Every app

Every VM

Every container

Every IoT device

Every user

Encrypted traffic at scale

Prevent exploit — 
known & unknown threats

Identity intelligence

AI app runtime guardrails

Microsegmentation

Protect vulnerable IoT

Cisco Hybrid Mesh 
Firewall



SECURITY CLOUD CONTROL

Cisco Hybrid Mesh Firewall

Secure
Firewall
Secure
Firewall

Secure
Workload

Secure
Workload

Isovalent  
Runtime 

Protection

Isovalent 
Runtime 

Protection 

TetragonTetragon Third-Party 
Firewall

Third-Party 
Firewall

Price-performance leader  |  strong security  |  cloud-nativeMarket-leading, proven microsegmentation solutionHyperdistributed, AI-native security Agentless enforcement  |  IoT/OTPolicy enforcement for third-party firewallsThe network fabric for modern applicationsWrite policy once, enforce across the mesh 

ACI Secure Router

NEW

Smart SwitchesSmart Switches

DPU

Hypershield
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Security Cloud Control

Hypershield

Hypershield

Secure Workload

Secure Workload

Secure Workload

Secure Firewall

DPU
Switch

Hypershield

DPU

Hypershield/
Secure Workload

DPU
Switch

Hypershield

Enforcement points change, rules don’t
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Introducing Cisco Security Cloud

Unified security platform
Cloud management

FTD

FTD virtual

Multicloud Defense

Meraki MX

Secure Workload

Hypershield

Secure Access

XDR

Splunk

CVM

ISE

3rd party

Redefined workflows

AI-assistant App dependency map

Centralized dashboard

Actionable insights / 
Predictive analytics

Context-based access

Policy auto-reasoning

Policy automation / 
3rd party orchestration

Centralized investigation

Consistent security policies

Policy optimization

Auto-compensating 

controls

AIOps

Migration tools
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Common 
Dashboard

Global Search

Centralized 
Notifications

MSP 
Mode

AI Assistant

Security Cloud Control

Common 
Posture/Identity

Common Access Control

Common Provisioning Alerting & Notification Service

AIOps Common Objects

Policy & Intra-Product Communication

FirewallSecure Workload Multicloud Defense

ISEVulnerability Management Network Analytics

XDREndpoint Splunk

AI DefenseSecure Access Hypershield

Cisco Security 
Cloud Control 
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Vision Delivered

Organization Switcher

Side Nav

Top Nav

Micro App 1

User Profile

Micro App 2

• New left navigation integrates 
product menus from across the 
portfolio

• Shown only when products are 
activated and users have access

• Services like search, AI 
Assistant, notifications, and help 
expressed globally

• Organizations isolate data and 
contain multiple products

• View entire organization from a 
single admin’s standpoint

• Complete RBAC control – central 
management, group mapping, 
custom roles, audit

Capabilities
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Security Cloud Control
Industry’s first multi-vendor intent-based policy

NEW

Absorb and optimize 
existing rules

Change enforcement 
points, not policy

No rip and 
replace
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Cisco Mesh Policy Engine

18

Data center A

Data center B

Public cloud

Multiple vendor 

user interfacesTraditional policy management 

• Policy configuration is device-by-device 

• Translating one intent to multiple policies across 
vendors takes time and is error-prone

• Adding firewall devices over time makes the 
problem exponentially worse 

Solving these challenges requires a 
different approach

Today, firewall policy management is fragmented
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Fulfillment Queue

Policy Workflow & Architecture

Policy 
Orchestrator

Cisco FMC

Topology 
Changes

API

Network 
Operators

Event 
Streams

Application 
Developer

Users
Policy 
Engine

Vendor A

Vendor B Vendor C

Vendor Specific FW 
Management Platforms

19

Intent Based Policy

Desired Outcome

Mesh Policy 
Engine

SCC UI
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Cisco Mesh Policy Engine
Cisco is the only enterprise firewall vendor that extends policy to non-Cisco enterprise firewalls

BRKSEC-2787 20

Data center A

Data center B

Public cloud

• A policy manager (not a device 
manager or policy converter)

• Retain the “what” and 
“where” of the policy and  the 
“why” 

• Change enforcement points, 
not policy

• Cisco plus the other enterprise 
firewall vendors

Cisco Security Cloud Control 
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Program once, enforce everywhere

21

1. Describe rule name and 
purpose

2. Define user and endpoint 
access

3. Deploy across network 
topology 

Mesh Policy Engine 
intelligently understands 
your network topology to 
place the most effective 
policy on the relevant 
firewalls
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Cisco Cloud Protection Suite
Simplicity, flexibility, and investment protection for 
easy adoption of Hybrid Mesh Firewall

Essentials

Segmentation

Isovalent
Enterprise
Platform*

Cisco
Hypershield

Cisco Secure 
Workload

Essentials

Gateway

Cisco
Multicloud

Defense

Cisco Secure 
Firewall (virtual)

Cisco Security 
Cloud Control

(Unified Management) 

*Not accessible via Security Cloud Control at this time

Cloud Protection Suite Essentials
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Cloud Protection Suite

Secure 
Firewall 

Secure 
Workload

Isovalent 
Enterprise

Hypershield
Multicloud 

Defense

Gateways Workloads
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❖ Micro-Perimeter Security: Moves beyond traditional perimeters to secure hybrid cloud, 
containers, and SDNs

❖ Unified, Distributed Firewall: Centrally managed security across dynamic, distributed 
environments.

❖ AI-Driven Protection: Uses AI to detect and respond to evolving threats.

❖ Consistent Policy & Integration: Ensures unified governance and streamlined operations.

Key Takeaways



Thank you
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