
User Protection
End-to-end protection to 
empower users and 
enhance visibility
Milan Habrcetl a Andrej Jeleník, Cisco



of the organizations where a BEC 
attack occurred, there was no MFA 2

80% 

of engagements came from 
compromised credentials 5

40% 

Phishing-as-a-service campaigns 
now include MFA bypass 1

1 Talos Incident Report, 2023; 2Arctic Wolf Labs Incident Response Insights Report, 2022; 3 IBM Cost of a Data Breach Report, 2023; 4 17 Essential MFA Statistics, Feb 6, 2023; 5 Talos Incident Report; 6 Verizon's 2023 Data Breach Investigations Report

MFA stops 3 out of 4 (74%) 
of targeted attacks 4

74% 

277
Average time to discover and 

contain a breach 3

Days

of all breaches involved 
the human element (social engineering 

attacks, errors or misuse) 6

74% 
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vulnerabilities discovered/year
200+

security customers 
300K+

automation & algorithms
AI Powered

Cisco Security Cloud Momentum

Source: Cisco internal metrics

new malware samples/day
2.8M

security events observed/day
550B



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco

What users, SecOps and IT/NetSec want

User

“I want frictionless access 
to applications.”

“ I need full visibility of users, 
devices, and applications.”

“I need scalable automation 
and self-service.”

SecOps IT/NetSec
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Better experiences

Empower users

I want frictionless 
access to 
applications.”

User

!

!

!

Users have confusing, disjointed experiences 
for private app, public app, VPN access

Constant re-authentication frustrates 
users and impacts productivity

61% of all breaches involve 
stolen credentials 

Source: 2023 Data Breach Investigations Report, Verizon
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Seamless access across all app channels

VPN

ZTNA

Direct

SaaS

STEP 2
Go to Work

STEP 1
Authenticate

Unified experience 
with automatic traffic steering

Internet

Traditional

Private

SaaSApp

App

App

App
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Empower users to do their best work from anywhere

The Cisco Advantage

Only SSE solution that 
provides unified, 
seamless user access 
for all apps including 
with VPN

Real-time, risk-based 
authentication that 
preserves user privacy

Block unsafe devices, 
while provisioning access 
to both managed and 
unmanaged devices

reduction in time per 
authentication3X

Source: The Total Economic Impact Of Cisco Duo, Feb. 2023
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Better efficacy

Minimize attack surface

I need full visibility 
of users, devices, 
and applications.

SecOps

!

!

!

Hybrid work, BYOD, multi-cloud 
expand surface area of attack

Incomplete data leads to false-
positives and alert storms

Incomplete data and telemetry slows 
root-cause analysis
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Comprehensive user protection capabilities

We process more than 

billion
1.5

authentications 
per month

We protect

million
220
endpoints

We see

billion
600
Web requests 
per day

More than

Million
50
users protected 
by Secure Email

Email SSEUsers Endpoint

Cisco Security continues to focus on AI-driven 
automation across the portfolio



Experience Insights

Digital experience management powered by ThousandEyes

Network ApplicationClient BroadbandWiFi

Global General Availability Coming Soon
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Minimize attack surface

The Cisco Advantage

Pervasive security 
for users, endpoints, 
email, web and more 

Complete native, 
high-fidelity telemetry 
with 550B events 
observed per day 
reduces false-positives 

End-to-end Experience 
Insights with ability to 
pinpoint issues

reduction in time for 
investigations / remediations50%

Source: The Total Economic Impact™ Of Cisco Secure Endpoint, Oct. 2022

Global General Availability Coming Soon
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Better efficiency

Enhance visibility and control

I need scalable 
automation and 
self-service.

IT/NetSec

!

!

!

Managing a patchwork of solutions 
causes high-risk misconfigurations

Lack of automation makes it hard 
for IT to scale

Change in endpoint posture creates 
undetected risks
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Less complexity, more visibility and control

System vs. point 
solutions

T
1

- VS -

Unified dashboard and 
unified agent for SSE

Automation & self-service / 
self-remediation for user 

authentication



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco

Never assume trust, continuously verify

User gains right 
access and session

User works securely from 
any device, any location

Apps

Continuous Verification

Contextual policy

Global General Availability Coming Soon
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Enhance visibility and control

The Cisco Advantage

Cisco Secure Access 
incorporates all pertinent 
security modules in one 
system delivering a more 
powerful outcome

Only solution with 
continuous verification 
for all applications

Automation, self-service 
and self-remediation 
reduce IT burden

less time to administer with Duo 
vs. other authentication solutions13X of authentication related cases 

to the help desk eliminated90%
Source: The Total Economic Impact Of Cisco Duo, Feb. 2023

Global General Availability Coming Soon
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Cisco User 
Protection 
provides

Better 
Economics

Better 
Efficacy

Better 
Experiences
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Introducing security only Cisco can deliver

Posture & Auth Management Endpoint Security

Email Security Experience Insights

Remote Browser Isolation Network Access Control

Security Service Edge

Application Security

Vulnerability Management Full Stack Observability

Workload Security

Multicloud DefenseFirewall Protection

Cisco Security Cloud

Extended Detection & Response

Cisco Breach Protection
Powered by the Talos threat intelligence team

Cisco Cloud ProtectionCisco User Protection
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Introducing security only Cisco can deliver

Posture & Auth Management Endpoint Security

Email Security Experience Insights

Remote Browser Isolation Network Access Control

Security Service Edge

Application Security

Vulnerability Management Full Stack Observability

Workload Security

Multicloud DefenseFirewall Protection

Cisco Security Cloud

Extended Detection & Response

Cisco Breach Protection
Powered by the Talos threat intelligence team

Cisco Cloud Protection

Cisco User Protection Suite
Posture & Auth Management Endpoint Security Email Security Experience Insights

Remote Browser Isolation Security Service Edge

DuoEmail Threat 
Defense

Secure
Endpoint

Cisco Secure 
Access
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Essentials

Advantage • Secure 
Access

• Email Threat 
Defense

• Duo • Secure
Endpoint

• Secure 
Access

• Email Threat 
Defense

• Duo

Cisco User Protection Suite
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User Email SSE Endpoint

User posture management and authentication

Risk-based 
authentication 
automatically adjusts 
requirements as risk 
increases

Passwordless and 
verified push provide 
phishing resistant 
MFA 

Easy and secure single 
sign-on supports the 
broadest range of cloud 
and on-premises 
applications

Blocking unknown 
devices prevents 
use of stolen 
credentials 

Duo is one of the 
easiest security 
solutions to deploy and 
use in my mind.”
David Swartz, Network 
Systems Administrator, 
Hamilton College

Modern MFA
Employees  |  Contractors  |  3rd parties

Managed 
device support

Unmanaged 
device support
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User Email SSE Endpoint

Email threat defense

Searchable threat telemetry 
speeds up identification, tactical 
response and guides strategic 
planning 

Advanced threat detection 
augments native Microsoft 
365 security

Malware Phishing / BEC

Internal Threats

Account Takeover

Sender 
reputation

URL 
reputation

Content 
scanning

Spam 
protection

File reputation
and analysis

Easy to operationalize with 
no change to Mail Exchanger 
(MX) records, powerful 
reporting
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Advanced 
malware protection/

sandboxing

User Email SSE Endpoint

Cisco Secure Access

Zero trust 
network access 

(ZTNA)

Data loss 
prevention 

(DLP)

Secure
web gateway 

(SWG)

DNS-layer 
security

Remote 
browser isolation 

(RBI)**

Firewall-as-
a-Service 
(FWaaS)

SSE

Seamless access

Resilient cloud native architecture
Single SSE dashboard and single client
Integrates with SD-WAN

Simple operations

Cloud access 
security brokers 

(CASB)

Frictionless user experience to all apps
Unified client intelligently directs ZTNA 
and VPNaaS traffic
Access to any app over any port or 
protocol from anywhere

Digital
experience
 monitoring*

* Global General Availability Coming Soon ** Managed within the unified experience / may require separate license
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User Email SSE Endpoint

Endpoint protection

Deploying this product 
was a great plus for our 
security operations. 
Cisco Secure Endpoint 
helps to make our 
company a more 
secure place.
IT security operations 
specialist, telecommunications

Single agent 
consolidates endpoint, 
cloud, and remote 
access agents

Automated actions 
triggered upon 
compromise

Continuous analysis 
& retrospective 
security

Multi-layered protection with integrated risk-based vulnerability management

Powerful EDR capabilities  |  Integrated XDR capabilities |  Next-Gen Antivirus Protection  | Continuous 

Behavioral Monitoring  |  Dynamic File Analysis  |  Vulnerability Identification  |  Endpoint Isolation | Orbital 

Advanced Search  |  Access to Secure Malware Analytics

1




