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Focused on New Features and Strategy

Full-stack Observability (FSO) 



Agenda
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• Introduc3on to Cisco FSO

• AppDynamics cSaaS – Secure Applica3on 
solu3on

• AppDynamics and ThousandEyes integra3on

• AppDynamics Cloud introduc3on
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NetOps

AppOps 
and

DevOps

SecOps

InfraOps

Full-Stack Observability 
Business context  ̶  customer use cases

Applica'on securityHybrid applica'on 
monitoring

Modern (cloud-na*ve) 
applica'on monitoring

Customer digital 
experience monitoring

Applica'on dependency 
monitoring

Performance Security
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Cisco full-stack observability architecture founda6on 

Applica'ons 
Performance Monitoring 

Network and
Internet Monitoring 

Application Security 
Monitoring and Action

User Digital Experience 
Monitoring (DEM)

Applica'ons 
Resources Op'miza'on

Mul' Cloud 
Infrastructure and Cost

Business Impact Business Risk Business Experience Business Opera'ons

USE CASES 

BUSINESS CONTEXTS

SERVICES

PLATFORM
X – MELT | Advanced Traces | Advanced Correla5on and Insights (Real Time & Predic5ve) | Open Telemetry | 

Network Telemetry | Security Telemetry | Cloud Advanced Telemetry

Customer Digital 
Experience Monitoring

App Dependency 
Monitoring

Modern (cloud-na've) 
Applica'on 
Monitoring

Hybrid Application 
Monitoring

Applica'on 
Security
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AppDynamics and AppDynamics Cloud

Language Support

View OTel Metrics 
and Traces

Business Transac@ons

Data Center hosted
Technologies Scenarios

3-Tier Applica@ons

Distributed via VM 
and Kubernetes

APM Code level 
visibility 

Business Insights

Infra monitoring

DEM/EUM Synthe@c
Instrumented with 
AppDynamics Agent

Applica@on Security

Technologies Scenarios

AWS/Azure
• Compute
• Serverless
• Container
• Storage
• Database
• Network

Cloud Na@ve monitoring

Cloud hosted 
Kubernetes monitoring

Kubernetes
• AKS/EKS Service monitoring

Microservices
• OpenTelemetry

cSaaS & on-premise SaaS



AppDynamics cSaaS
Secure Applica1on

Integra6on of Kenna and Panop6ca
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Cisco Full-Stack Observability 
With business context – customer use cases

NetOps

AppOps
and

DevOps
InfraOps

AppSec
and

SecOps

Applica'on security
Hybrid applica'on

Monitoring

Modern (cloud na've) 
applica'on monitoring

Customer digital experience 
monitoring

Application 
dependency monitoring

SecurityPerformance
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App Run'meRASP *)WAFFW
😁

👹

Block suspicious 
network traffic

Defense-in-depth reduces risk & load on the app

Cisco Secure Applica;on

Block suspicious 
HTTP requests

Block suspicious 
code behavior

BRKAPP-2624 8
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🤔

Add applica6on security controls

Sec

Can I add a 
security tool to 

your apps?

😐App

No.
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🙂

Vulnerability scanning

Sec

I’m scanning our 
websites on Tues.

😕App

We deploy on 
Weds.
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😕

Incident inves6ga6on

Sec

What app was 
breached on 
10.1.1.34?

😯App

No clue.
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Require new protec@onsNew applica@ons

Run anywhere CLOSER to the applicaJon

Change constantly CONTINUOUSLY automates security 

Are unique ADAPTIVE for the applicaJon

Applica6ons require a new security approach

Empowering the digital enterprise to operate with speed and security

12BRKAPP-2624
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Detect Attacks Block A-acksDetect 
Vulnerabili4es

Common Vulnerabili'es and 
Excep'ons with Code Level 

correla'on

Spot CVE correlated run'me 
exploits and Zero Day aCacks 

(like Log4j)

Policy level blocking that 
stops bad actors… even if 

vulnerabili'es exist

Security insights provided with Applica;on and Business context

Secure Applica6on Use Cases at Run6me
Fast to deploy, immediate time to value, and performant for all environments
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No configura+on required
Just enable security and your presented 
with valuable data

Flexible controls
Be precise or press the easy buUon

Diagnos+cs
Ensure your roll-out is moving smoothly 
and iden@fy onboarding problems

Seamless 
Onboarding
Get insights within minutes

BRKAPP-2624 14
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SAST
Proac've scanning

Source, Build

Inside access 

Custom code

sta'c applica'on security tes'ng

DAST
Proac've scanning

Test, Run

Outside access

All code

dynamic applica'on security tes'ng

IAST
Reac've scanning

Test, Run

Inside access

All code

interac've applica'on security tes'ng

SCA
Proac've scanning

Source, Build, Run

Inside access

Open-source code

soQware composi'on analysis

Secure Applica;on

Vulnerability Detec6on

BRKAPP-2624 15
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Common Vulnerabili3es and 
Exposures (CVE)
Program iden;fies, defines, and 
catalogs publicly disclosed 
Cybersecurity Vulnerabili;es

Vulnerability 
Management

Severity Base Score Range

Low 0.1-3.9

Medium 4.0-6.9

High 7.0-8.9

Critical 9.0-10.0

Common Vulnerability Scoring 
System (CVSS)

• Consistent assessment across industry

• Sta$c scoring without manual adjustments
• Does not measure risk—measures technical severity 

• Not a predictor of exploita$on

BRKAPP-2624 16
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😬

Vulnerability reports

Here’s the 1000 
vulnerabilities I 

mentioned.

🤯App

Thanks?!

Sec

BRKAPP-2624 17



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Use Kenna, Talos, and 
Panoptica Intel
Native integration to get detailed vuln 
insights, identify bad actors, and expose 
3rd-party API security issues

Hunt for threats in SecureX
Give a more complete picture of an 
incident

Cisco Security 
integra5ons
Extended detec+on and 
response to boost produc+vity

BRKAPP-2624 18
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Identify Open-
Source Risk

Libraries usage
See anytime a library is loaded by your 
apps

Constant monitoring
Know where vulnerabilities are right 
after they’re disclosed

Remediation guidance
Get fixes out quicker tailored to your 
environment 

Know what third-party code 
your apps are actually using

BRKAPP-2624 19
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API Security 
Insights

Discover API usage
Automa@cally detect when services 
rely on 3rd-party APIs

Leverage Panop+ca API 
intelligence
Na@ve backend integra@on provides 
security findings

Factor in business risk
Combine findings into applica@on 
context for business risk scoring

Identify risk introduced by 3rd-
party APIs

BRKAPP-2624 20



AppDynamics cSaaS
ThousandEyes Integra1on

Extending the End User Monitoring
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User Experience Monitoring
Real User Monitoring

• Monitors real users experience with an applica3on

• Correla3on to backend side of applica3on processing

• Sta3s3cs on demography, OS versions etc.

• Web applica3on monitoring
• Simple web applica;ons
• Single-page applica;ons (React, Angular, Vue,..)

• Mobile applica3ons
• Android - Java, Kotlin, FluQer
• Apple IOS – SwiT, FluQer
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User Experience Monitoring
Synthe3c Monitoring

• Emulation of user-actions for web applications

• Both AppDynamics and ThousandEyes – which to take? It depends…
AppDynamics Synteh6c Monitoring ThousandEyes

Cloud (a few of) and private systems with browser 
emulators
Integral part of end user monitoring
Programmed in Python
API monitoring
Can take screenshots
Correlation to backend business transaction 
monitoring
Support for CI/CD pipelines

Cloud (a lot of) and private systems with browser 
emulators (agents)
Deployable on network devices
Programmed in Javascript
API monitoring, also from user endpoints
Monitoring of 3rd party and SaaS applications
Network path analysis
Network services availability monitoring (DNS, 
BGP)
Integration with AppDynamics
Internet Insights
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• Easy wizard based 
onboarding

• Backend-to-backend 
integration

• Bind TE tests based 
on domains in EUM

TE Onboarding in 
AppDynamics

End User Experience
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• Visual correla3on of 
EUM and TE metrics

• Interac3ve TE widgets

• Easy handoff to TE

AppDynamics 
EUM dashboard

Single Pane of Glass
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• Backend-to-backend 
integration

• Create TE tests based 
on EUM domains

AppDynamics
in ThousandEyes

Easy integration



AppDynamics Cloud

Introduction



The applica*on world has changed

Monolithic, 3-Tier Apps

Virtual Machines

Manageable Data

Tradi'onal Ops

Manual

Distributed, Event-driven

Containers, Serverless

10x-100x Data

DevSecOps

AI/ML aided

Modern applica'ons need modern observability!



FSO Platform

Multi-product integration platform 
Ingestion and storage for compute, networking, 
security, public and hybrid clouds

Cross-MELT troubleshooting
Anomaly detection and root cause analysis 
services across metrics, events, logs and traces

Multiple sources → Single entity
MELT from multiple collectors are combined for a 
single entity view for multi-dimensional visibility

Single platform for Cisco and 3rd party 
FSO applications

Cross-MELT | Advanced Traces | Advanced 
Correlation and Insights 
(Real time/ Predictive)

Open Telemetry | Network / Security / Cloud 
advanced telemetry

Extensibility

AppDynamics Cloud



Cross-MELT AD 
Troubleshoo:ng
Leverage AI to reduce mean 
4me to resolu4on (MTTR)

Detect Cross-Domain Anomalies Alert 
across K8s, services & cloud metrics

Anomaly Detec'on for BTs
Iden@fy issues aligned to business objects

Correlate Alerts
Reduce alert noise for related issues using 
topology and @me

Cross-Domain RCA
Extend root cause from service layer to 
infrastructure layer

AppDynamics Cloud
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The power of 
AppDynamics 
Cloud Contextual awareness from any 

telemetry source

Resolve issues faster with AI 
model-driven remedia;on

Purpose Built PlaUorm for 
cloud-na;ve Observability
AWS & Azure & OpenshiT OnPrem

1

2

3



Public Cloud 
Visibility
Troubleshoot public cloud 
infra and correlate to APM

Expanding services coverage for 
greater breadth

Cloud service log collection for 
agentless access to S3 buckets 
and CloudWatch log groups

Correlated metric and log analysis 
to uncover root cause

Amazon EC2 Amazon EBS Amazon RDS Amazon Aurora

Amazon ELB Amazon ALB Amazon CLB Amazon NLB

Amazon LambdaFargate Amazon EFS

Available NOW

By January

Amazon VPCAmazon API Gateway

Feb-Apr

Mul'-Cloud Infrastructure



Public Cloud 
Visibility
Troubleshoot public cloud infra 
and correlate to APM

Expanding services coverage for 
greater breadth

Cloud service log collec'on for 
agentless access Azure Monitor log 
groups

Correlated metric and log analysis to 
uncover root cause

Azure Disk Load Balancer PostgreSQLAzure SQL

May-Nov

App Gateway   |   Container   |   Table Storage   |   API Manager

Available NOW

Feb-Apr

Service BusApp Service

Multi-Cloud Infrastructure

Azure VM

Logic AppFunc@ons App Gateway



OpenShiC 
Kubernetes

Unify observability across clusters 
both on-premise and in the cloud

Self-managed k8s support extends to 
most common enterprise container 
pla^orms

Easy to deploy on large clusters with 
OOTB health rules for fast start

Extend your observability to 
hybrid-cloud applications

Multi-Cloud Infrastructure

*AWS EKS and Azure AKS support added in November

Just released!

Azure AKSAmazon EKSOpenShiO Self Hosted



Thank you


