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Firewalling needs to evolve to meet today’s challenges

Make it easy for organizations to

< attack surface >
< compromise >
< lateral movement >

in the modern data center, cloud,
campus, and factory
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Every flow

Perimeter

Every server
Every app % Cisco Hybrid
Every VM Mesh Firewall

Every container

Every loT device
Every user

Encrypted traffic at scale

Prevent exploit —
known & unknown threats

Core Hybrid

Firewall Identity intelligence
Manage NGFW in Al app runtime guardrails

multiple form factors
at key chokepoints

Microsegmentation

Protect vulnerable loT

Traditional Modern

Threat Protection




What is Cisco Hybrid Mesh Firewall

CUSTOMER SECURITY OUTCOMES

Network Segmentation Macro & Micro Segmentation Threat Detection & Exploit Protection Al Security

Hypershield

DPU
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Al Multi Cloud Secure 3rd Party Secure Smart Isovalent Secure
Defense Defense Firewall Firewall Router Switches Workload

SECURITY CLOUD CONTROL

Write policy once, enforce across the mesh




Management Designed for the User

Flexibility of cloud or on-premises options

L Firewall Management Center }

On-premise centralized manager Cloud-delivered centralized manager
via Security Cloud Control
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L Firewall Device Manager }

On-box manager NetOps focused




Firewalls for every use case
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=45Gbps NGFW
16x Clustering

=145Gbps NGFW
16x Clustering

6100
Series

520-630Gbps NGFW
16x Clustering
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Security Cloud Control




Security Cloud Control

v' Define policy
once and enforce
everywhere

Al-driven best
practices

Centralized
visibility across

solutions

Consistent user
experience
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‘dudv Security Cloud Control

S Organization

4 Home

Products
o Firewall
] Hypershield
& Multicloud Defense
© Secure Access

% Secure Workload

Platform services
pm Favorites
=m Security Devices
o Shared Objects

i Platform Management >

Secure
Firewall

Home

Top Insights & Alerts 5o Active Insights

Q Type 'Ctrl' +'/' to search

Set default homepage

All Insights

Best practices and
recommendations
Data source:

ftd FER

Best practices and
recommendations
Data source:

ftd d-li

Best practices and
recommendations

Data source:

K-d ftd

AlOps has detected 5 needs review checks.

Multicloud Defense

Account Resources

100 vecs/ vNets

15 5 Instances

Multicloud
Defense

Hypershield

AlOps has detected 5 needs review checks.

Details Details

236 Security Groups 148 Route Tables

37 Load Balancers

Secure
Workload

AlOps has detected 5 needs review checks.

Details

Multicloud Defense ::

335 Subnets

37 Applications

Secure
Access

Al Defense




Streamline policy and device control

Centralize coordination of all ASA

Security Cloud Control and FTD form factors
eliminating complexity across diverse

environments

I Ensure consistent security policies

and compliance reducing
Policies Policies Policies misconfigurations

Automate object updates
saving time for strategic initiatives

Secure JAN

Multicloud Firewall L1O Secure
Defense Threat Objects Firewall ASA Retain on-premises FMC or

Defense . > manage firewalls directly from

N J Security Cloud Control

. . . allowing you to migrate to the cloud at
Unified connectivity your Ovsnypace <
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Security Cloud Control Firewall Management

Cloud-based firewall management with policy configuration, cloud analytics, and logging

g

Same look and feel as on-
premises FMC, no learning
curve for existing users

Easy brownfield migration
with support for up to
1200 firewalls

Al Assistant and AlOps

Cisco ensures uptime,
patching, and updates.
SOC2!

Secure Firewall

hybrid deployments

© 2026 Cisco and/or its affiliates. All rights reserved.




Simple onboarding experience for Secure Firewall

Registration
key-based
Onboarding

0 =

=)

Use CLI Registration Key
Onboard a device using a
registration key generated from
SCC and applied on the device

using the Command Line Interface.

(FTD 7.0.3+ & 7.2+)

© 2026 Cisco and/or its affiliates. All rights reserved.

Zero-touch
Provisioning using
Serial Number

=

Use Serial Number
Onboard a factory-shipped FTD
7.2+ device to cdFMC or a 7.4+ On-
Prem FMC using zero-touch
provisioning.

Deploy FTDv to
Public Cloud

Deploy an FTD to a cloud

environment
Deploy a device to supported cloud
platforms: AWS, GCP, and Azure.

Bulk Onboarding
multiple devices
using CSV file

=

=)

Bulk Onboard using CSV File
Use this method for adding multiple
devices by uploading a .csv file,
with template assignment.
(FTD 7.4+)




SD-WAN Wizard - Simplification & Automation

i 2 2

User Input

Automated

Single / Dual Hub
CSF device

DVTI Interface

IP Pool for Spoke
Tunnels

» Auto population
of dVTI Interface

parameters
» BGP Overlay

Configuration

 CSF Devices
* VPN Interface
Selection

Auto generate sVTI
interface for each
Hub

FMC assigns IP to
sVTI interfaces
Bulk spoke addition
Auto generate
Unique Local
Tunnel ID for each
spokes

» No input required
« Can modify if
required

» Auto generation
of Pre-shared
Key

« Auto selection of
IKE and IPsec
policies

» Security Zone for

spoke tunnel
interface

» Qverlay routing using

BGP

« Automatic addition

of generated sVTI to
Security Zone for
easy AC policy rule
update

Generate BGP
neighbor and route
map configuration
for overlay interface
and networks

Cisco Security 13




v'Easily migrate from ASA or
3rd Party Firewalls to on-
prem FMC or cloud-
delivered FMC-managed
FTDs

v'"No need for a desktop-
based Migration tool as this
is now cloud delivered as
part of CDO

© 2026 Cisco and/or its affiliates. All rights reserved.

Dashboard

] Insights & Reports

Events & Logs

Policies

Objects

Security Devices

Secure Connections

Administration

Favorites

Security Devices

Shared Objects

Platform Management

Integrations

Secure Connectors
Catalyst SD-WAN
Firewall Management Center

Multicloud Defense
Management

Dynamic Attributes Connector

CLI Templates

Migrations

Firewall Migration Tool

Migrate FTD to cdFMC

Sl
cisco

Extract Config Information

Extraction Methods

Firewall Migration Tool (Version 7.7.10.4)

The configuration file must be a zip file consisting of the

follow

Manual Configuration Upload

ing

« Zip Config file derived from the PAN Tool

Upload

Source:

Nmm
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Architecture of the Dynamic Attributes Connector

Consumers Providers

Dynamic

Maoni
Object ShER

Linux- 172.16.0.
Servers 172.16.0.

Windows— 1003 e /

Servers 138} Adapters Dynamic Attributes Filters Connectors

Powered-On 10.0.1. Azure
Connector Query Connector

os = 'RHEL 7 (64-bit)’
vCenter OR AWS
os = 'CentOS 7 (64-bit)’ Connector

os = 'MS Windows Server 2016 (64-bit)’

AND
FMC ‘g""d"‘”s' vCenter network="PROD_NETW’ . vCenter /
- Adapter ervers AND

Power=‘running’

Power=‘running’ 0365

Powered-On vCenter AND
F,\C\/(i:tfi ; Csdgé\;/lc (network="PROD_NETW’ OR host="NODE1’) Connector

GCP Microsof
Connector

CSDAC (Container)

Nmm
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Cisco Secure Dynamic Attributes Connectors - your bridge to

dynamic data

Cloud Connectors

%"‘

Azure Service  Security Service
Tags Groups Tags

© 2026 Cisco and/or its affiliates. All rights reserved.

Multicloud
Defense

Public Feeds and External
Connectors

J

Office365

Generic
Text




Attribute-based Policy with User and Server

Secure
Workload

Name

Source Zones

Mandatory - Attribute-Based Policy (-)

Default - Attribute-Based Policy (1-9)

Workload_1

loT Support Service

Machine Authentication

Printing Service

Block Social Media

0365 Access

XDR Threat Containment
ISE Threat Containment

Cloud App Access

© 2026 Cisco and/or its affiliates. All rights reserved.

External

Corporate_VN

Corporate_VN

Corporate_VN

Corporate_VN

Corporate_VN
Corporate_VN

Corporate_VN

Dest Zones

loT_VN

Shared_Services

Data_Center_Edge

External

External

Data_Center_Edge
Data_Center_Edge

WAN

lab-local/Domain Users

Applications

Facebook
Google+
Instagram
Tinder
Twitter

CyberVision

Dest Ports

HTTP
HTTPS

HITPS
SSH

AD_Services
SNMP

ICMP-PING
Spooler_Service|

Source Dynamic
Attributes

WorkloadObj_615c486dc9

loT_Support

Machine_Auth
RICOH-Aficio-SP-C410DN
RICOH-Aficio-SP-C820DN

Xerox-WorkCentre-5030
Xerox-WorkCentre-5135

Contractors
Branch_Locations

XDR_Quarantined_IPs
XDR_Suspicious_IPs

Quarantined_Systems

Employees

Identity

Destination Dynamic
Attributes

WorkloadObj_615c8066483

loT

VMWare_Active_Directory

APIC_A_ESG_Print_Servers

0365_Common
0365_Exchange
0365_SharePoint

Honeypot_Service

Honeypot_Service

Azure_HR_Workload
Azure_Intranet_Service

Action

Allow

Allow

ANOW

Nmm
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AgenticOps




Policy Analyzer & Optimizer




The Road to Policy Analyzer & Optimizer (PAO)

7.2.0:

Duplicate
Rules
pre-7.0.0: (Redundant)

Per Device Hit Count,

Duplicate Rules
(Shadowed)

© 2026 Cisco and/or its affiliates. All rights reserved.

7.4.0:

Object
Overlap
Detection

7.6.0:

Policy
Analyzer and
Optimizer

(Cloud
Service)

/ The Policy Analyzer and \

Optimizer (PAO) provides:

Expiry Rule Detection
Mergeable Rule Detection
Hit Count Insights
Remediation

And is Version Agnostic /




Policy Analyzer and Optimizer

» Achieve proactive security policy validation:

* Enhancing posture and hygiene

* Optimizing resources

Summary Duplicate rules 454

Overall summary

Expired rules 54

Mergeable rules 661

Overlapping objects

Review the cumulative summary to address issues, if any, and achieve optimal performance.

4,815 (83.8)%
Healthy rules

5,746 H 931 (16.2)%
Total rules Unhealthy rules

0

Disabled rules

Shadowed rules

296 ~"228%

Redundant rules

158 ~122%

Access Control Policy Name Devices &

Total Rules Observations 2

Displaying 33 of 33 results

Analysis Stat. Last Modified (UTC+01:00)

128 Policy insights

Total 1,297 anomalies, in 931 unhealthy rules

Expired rules

54 AM42%

Mergeable rules

661 ~51.0%

Last Analyzed (UTC+01:00) :

Full overlap objects

111 A 86%

Partial overlap objects

17 ~A13%

aa

Remediation St Remediation Time (UTC+01:Q

Corporate-Access-Cont

jenkins-CICD Access Pc

Datacenter-Access-Con

Public-Cloud-Branch-Ac

AZURE_ARM_2 Firewall

AWSFW-Access-Policy

o QD
o QD
> QD
o QD

Completed Dec 15, 2025 06:38:43

Completed Dec 12, 2025 04:57:55

Completed Dec 12, 2025 04:57:55

Completed Dec 12, 2025 04:57:55

Completed Dec 12, 2025 04:57:55

Completed Dec 12, 2025 04:57:55

Dec 08, 2025 04:16:09
Analysis out-of-date
WOV, 2UZ0°22-16-50
Analysis out-of-date

Nov 11, 2025 04:08:41
Analysis out-of-date

Nov 07, 2025 21:20:53
Analysis out-of-date

Nov 07, 2025 21:18:51
Analysis out-of-date

Nov 07, 2025 20:07:28
Analysis out-of-date

Policy Validation

Corporate-Access-Control-Policy

Devices: 3

Total Rules: 26
Observations: 5
Analysis Status: Completed

Last Modified: Dec 15, 2025 06:38:43
UTC+01:00

Last Analyzed: Dec 08, 2025 04:16:09
UTC+01:00

Analysis out-of-date
Remediation Status: Not Running

Hit Count Aggregation Completed
Status:

Analysis Actions

@ View analysis details
@& Download analysis report

£ Reanalyze policy

Remediation Actions

G Remediation history (0 version available)

Policy Observation

We found a total of 5 anomalies.
Duplicate Rules (3)

Fully Shadowed Rules
Fully Redundant Rules

Overlapping Objects (0)

Fully Overlapped Objects
Partially Overlapped Objects

Mergeable Rules(2)

Expired Rules(0)

Nmm
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Best Practices &

Recommendations




Best practices and recommendations

Technical Overview

J' Device reports

The firewalls are evaluated €

Review categories ment status v 8 device reports

against Cisco-defined best
practices and then assigned
a score to highlight their
scope for improvement.

The list can be filtered by
criticality and categories to
assist with proper
prioritization.

© 2026 Cisco and/or its affiliates. All rights reserved.

Device name
smath
smath
smath
smath
smath
smath
FTD-F

FMC

Device status
A Warning

A Warning

A Warning

A Warning

A Warning

A Warning

@ Informational

© Passed

Checks requiring review

14

14

13

13

13

60% improvement potential

60% improvement potential

56% improvement potential

56% improvement potential

56% improvement potential

52% improvement potential

26% improvement potential

Review categories

Improve access control,
Improve access control,
Improve access control,
Improve access control,
Improve access control,
Improve access control,

Improve access control,

Manage access and control pane
Manage access and control pane
Manage access and control pane
Manage access and control pane
Manage access and control pane
Manage access and control pane

Manage access and control pane

Assessment status ©
Updated 2 days ago
Updated a day ago
Updated 2 days ago
Updated 2 days ago
Updated a day ago
Updated a day ago

© Error

Updated 13 hours ago

Nmm
cisco




Best practices and recommendations

TeChnlcaI Ove rV|eW /’Best practices assessment trend
|

” Aug 23, 2025 5:30 a.m

a
S

Total 156

Number of checks
a
<)

I' Passed m

0 Requires review 45

Detailed insights into individual tests
and the remediation steps are

provided to assist in configuring the P improve access control

features according to best practices_ Recommendations to enhance access control for better security and optimal firewall performance

The tests are tagged to prioritize 11 7 4

critical configurations. mElghEe | BRiEmang S

Checks

Block Uninspectable Archives should be enabled

A trend graph is plotted to showcase ST e @ ~
the evolution of best practices in

. . . The file policy on this device currently has the "Block Uninspectable Archives" setting disabled. It is recommended to enable this setting to block archive files with
you r Conflgu ratlon Ove r tl me . contents that the system cannot inspect for reasons other than encryption, such as corrupted files or those exceeding the specified maximum archive depth. By default,

this setting is enabled in the "Advanced" section of the File Policy.

Action Required: Review the file policy settings and enable the "Block Uninspectable Archives" option to enhance security and ensure optimal system performance.

Detailed reports can be downloaded
from the daShboard for the purpose Allow rule configured without an associated Intrusion or File policy
of compliance monitoring E— ' N —

The Access Control Policy on this device is configured with one or more access control rules that are set to an action of "Allow" without the addition of an Intrusion or
File Policy.

@ -

If the intent is to exclude the matching traffic from inspection, the rule should either be changed to an action of "Trust" and moved towards the top of the policy, or
moved into the Pre-filter policy with an action of "Fastpath".

Nmm
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Feature Adoption




Feature adoption |

Technical Overview ’ Feature Adoption: 46% G 50 AN capablity and connectivity

The SD-WAN wizard allows you to easily configure VPN tunnels between your centralized headquarters
and remote branch sites.

o,
Application Segmentation via ZTNA 19 A)
Adoption rate

IPS Event Logging Feature adoption rate at each enforcement point

4 n Adoption:19%

Change Management
Firewall Threat Defense

Cisco Umbrella DNS Policy 21 17 4

Total Not adopted Adopted
-

The dashboard prOVIdeS Intrusion Detection and Prevention Devices 4 Adoption status
quantitative insights into utilization Encrypted Visibillty Engine. NoFw1 @ Adopted

- ACME-Branch-2-FTD © Not adopted
of feature sets available for ) - s o
customers with adoption status S epenbyand Comesty
hlgh“ghted fOI’ |nd|V|dua| f|rewa”S Al Assistant jenkins-FW © Not adopted

NGFW4 © Adopted

Policy Analyzer and Optimizer AWSFW-3 © Not adopted

ACME-Branch-1-FTD © Not adopted
Cisco Secure Dynamic Attributes Connector 100%
ACME-PAO-TEST © Not adopted

ciscomcd-acme-aws-ftdv-fndfduwc © Not adopted

Rows per page 1OV| < 2 3 >

Device Templates

Cisco Secure Analytics and Logging

Nmm
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Feature adoption

Technical OVG rview SD-WAN Capability and Connectivity Learn more )

Software - Defined Wide Area Network (SD-WAN) VPN topology for Firewall Threat Defense devices

‘ Steps to improve your feature adoption rate efficiency:

@® 1) Create dynamic virtual tunnel interfaces in the devices.

Go to Device Management(Devices > Device Management) page in Cloud-delivered FMC and edit the required devices to
create dynamic virtual tunnel interfaces.

Get bU|It in Step-by-Step Go to Site To Site(Devices > VPN > Site To Site) page.
guidance with video tutorials

to help improve your feature Launch the SD-WAN Wizard.
adoption_ Click Add, select SD-WAN Topology, and click Create.

Click Add Hub in the Hubs section.

Choose a device, choose or create a dynamic virtual tunnel interface, enter a hub gateway IP address, and click Add.

Click on Add Spoke in the Spokes Section

Choose a device and VPN interface, and click Add.

Click Next.
In the Authentication Settings section , configure the required settings, and click Next.

In the SD-WAN Settings section, choose the Spoke Tunnel Interface Security Zone, click Next, and click Finish.

Nmm
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Software Upgrade Planner




Software upgrade planner

Technical Overview

The planner lets you compare the
current version with the latest ones
by showcasing CVE fixes and feature
advancements.

Cisco's recommended "Golden
Image" is also highlighted here.

© 2026 Cisco and/or its affiliates. All rights reserved.

Security vulnerability and bug fixes

14

Total available fixes

Device

13

Security vulnerability fixes

Current version

1

Bug fixes

Recommended versions ®

View all >

AR

Cisco Secure Firewall Threat Defense for VMware

Cisco Secure Firewall Threat Defense for VMware

Cisco Secure Firewall Threat Defense for VMware

Cisco Secure Firewall Threat Defense for VMware

Cisco Secure Firewall Threat Defense for VMware

High Availability

Cisco Secure Firewall Threat Defense for VMware

Cluster

7 CVEs fixed

7 CVEs fixed

7 CVEs fixed
7.7.10

7 CVEs fixed
7.7.10

7 CVEs fixed
7.7.10

7 CVEs fixed

7.7.10

Nmm
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Software upgrade planner

Technical Overview

“R/ecommended upgrades

Recommended version 1 Golden version Recommended version 2

Details Details Details

Security vulnerability fixes Security vulnerability fixes Security vulnerability fixes

Bug fixes Bug fixes Bug fixes

[ Release notes for Version 7.6.1 (7 ] Release notes for Version 7.6.2 (7 [ Release notes for Version 7.7.10 7 ]

For each firewall, the dashboard also

provides detailed insights into the -
CVE and bug fixes for the
recommended updates, which can be JEE

Security vulnerability fixes Bug fixes

sorted by severity level, allowing the
security admin to make an informed

decision.

© 2026 Cisco and/or its affiliates. All rights reserved.
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1 Severity ® A ] 3 results

CVEID

Critical
Title

CVE-2025-20251
CVE-2025-20136
CVE-2025-20244
CVE-2025-20263
CVE-2025-20133
CVE-2025-20243
CVE-2025-20224
CVE-2025-20225
CVE-2025-20239
CVE-2025-20252
CVE-2025-20253
CVE-2025-20254
CVE-2025-20217

Description

CVSS score ®

High v
Cisco Secure Firewal t yure Fir...

Cisco Secure Firewall Adaptive Security Appliance and Secure Fir...
Cisco Secure Firewall Adaptive Security Appliance and Secure Fir...
Cisco Secure Firewall Adaptive Security Appliance and Secure Fir...
Cisco Secure Firewall Adaptive Security Appliance and Secure Fir...
Cisco Secure Firewall Adaptive Security Appliance and Secure Fir...
Cisco 10S, 10S XE, Secure Firewall Adaptive Security Appliance, a...
Cisco 10S, 10S XE, Secure Firewall Adaptive Security Appliance, a...
Cisco 10S, 10S XE, Secure Firewall Adaptive Security Appliance, a...
Cisco 10S, 10S XE, Secure Firewall Adaptive Security Appliance, a...
Cisco 10S, 10S XE, Secure Firewall Adaptive Security Appliance, a...
Cisco 10S, 10S XE, Secure Firewall Adaptive Security Appliance, a...

Cisco Secure Firewall Threat Defense Software Snort 3 Denial of ...

A vulnerability in the Remote Access SSL VPN service for Cisco Secure Fi...
A vulnerability in the function that performs IPv4 and IPv6é Network Addre...
A vulnerability in the Remote Access SSL VPN service for Cisco Secure Fi...

A vulnerability in the web services interface of Cisco Secure Firewall Ada...

Multiple vulnerabilities in the management and VPN web servers for Cisco...
Multiple vulnerabilities in the management and VPN web servers for Cisco...
Multiple vulnerabilities in the Internet Key Exchange Version 2 (IKEv2) feat...
Multiple vulnerabilities in the Internet Key Exchange Version 2 (IKEv2) feat...
Multiple vulnerabilities in the Internet Key Exchange Version 2 (IKEv2) feat...
Multiple vulnerabilities in the Internet Key Exchange Version 2 (IKEv2) feat...
Multiple vulnerabilities in the Internet Key Exchange Version 2 (IKEv2) feat...

Multiple vulnerabilities in the Internet Key Exchange Version 2 (IKEv2) feat...

8.5
8.6
7.7
8.6
8.6
8.6
8.6
8.6
8.6
8.6
8.6
8.6
8.6

A vulnerability in the packet inspection functionality of the Snort 3 Detecti...

Nmm
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End of Life Planner




End of life planner

Technical Overview

‘7End-of-Life for ASA5525 ocriical operaonal | R 405 days

Impacted device
—
= ASA5525

The dashboard highlights the list of List of devices with the same model
firewa"S that are about tO hlt EOL Device name Location Software version
with Cisco's recommended device for ASA5525 3101155.65 9.19(1)28

replacement. ASA5525_V4 54.151.42.60 9.20(3)7

ASA5525_V3 54.67.68.83 9.20(3)7

sco Recommended Replacement Devices

Begin planning for a replacement strategy to ensure continued network security and performande.

Cisco Secure Firewall 1150 Threat Defense Cisco Secure Firewall 1140 Threat Defense

© Product Number FPR1150 = Product Number FPR1140

Form Rack mount, 1U Form Rack mount, 1U
= Throughput 5.3 Gbps = Throughput 3.3 Gbps
= Interfaces 8x RJ45, 2x SFP, 2x 10G SFP+ = Interfaces 8x RJ45, 4x SFP

7 View data sheet 7 View data sheet

Nmm
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Security Cloud Control

Define policy once and enforce anywhere

Cisco Firewalling Al Defense 3rd Party Firewalls

Secure Firewall Secure Workload Hypershield

Secure Access (FW as a service) | Secure Router NGFW

‘) Unified Al Assistant:
~ Simplify policy administration by up to 70%

© 2026 Cisco and/or its affiliates. All rights reserved.




Reduce management overhead with Al Assistant

Cisco Al Assistant

® You

Allow Lee access to Facebook but only from office source zone

9 Al Assistant

11:05 am PST
Here is your rule recommendation, This rule will be added in policy 'Test_1' in the category, '‘Geo_Controls'.

A Policy configuration —

Rule_Test_1

Action Source zone Destination zone

Allow Office guest_zone

Augment Troubleshooting & oo

9 Al Assistant @ ‘Rule_Test_1'is successfully created in policy ‘Test 1. 11:05 am

Congratulations, your rule named, ‘Rule_Test_1' is successfully created in policy ‘Test_1'. The rule is created in a disabled state as of now.
g g You can enable it from your ‘Test_1’ policy detail page.
Automate Policy lifecycle management
Go to policy detail page

O Qg

The Al Assistant may display inaccurate information. Make sure to verify the responses. View our FAQs to learn more.




Al Defense

@ Agents (476) Recommended Actions

PROTECTION

I ] Protect applications (67)
i, 300 Unprotected 146 Protected
(\J‘ Applications (32) 5 ) Data (34)

Secures sensitive data, prevents unauthorized access, and protects
proprietary algorithms from theft or misuse.

PROTECTION PROTECTION

(Jz I O GllD

4 None 12 Partly 4 None 12 Partly

Review increased app usage 3 days ago

Review sudden spikes in blocked events to avoid security risks.

89k Events
52k Monitored Hide

Models (534) User Access (140 apps)
VALIDATION USE CASES

PR — Review third party apps (67) 3 days ago

230 Unvalidated ) ] Image Video Code Assistant Safeguards user privacy, prevents data breaches, and ensures
compliance with security and regulatory standards.

Visibility of underlying Model Validation and Runtime enforcement across
models and data guardrail recommendations public and private clouds




Cisco Multicloud Defense

Combining multicloud networking, automation, and cloud-native network security controls

Centralized Management

.=’Terraform pagerduty 4 slack  servicenow

splunk> ¥ pataDoG

Multi-region and Multi-AZ architecture

Autoscale and Auto Heal . . \

Gateway lifecycle management (PAAS) NETWORKING

*
1 1
1 |
ggggsﬁ%ﬂ%&%% C/\D INGRESS C/\D SEGMENTATION C/\D EGRESS C/\) MULTICLOUD &
- —o B —os SECURITY —
PROTECTION (EAST-WEST) HYBRID CLOUD
aws

/A Azure & Google Cloud oracLe

Traffic engineering — Multicloud Networking

NETWORK VISIBILITY ROUTING & CONNECTIVITY SECURITY AUTOMATION

Unified dynamic policies




Cisco Multicloud Deftense \Workflow

Multicloud Defense Controller

1. Onboard 2. Enable
Cloud Account e Traffic Visibility

aws /4 O ;@é

Securely onboard cloud accounts Enable DNS query & VPC/NSG flow logs

3. Secure
Account

Orchestration & Automation

Orchestrate, manage, control, and secure cloud infrastructure using Multicloud Defense




Cisco Secure Access




Unified Cloud Architecture

Universal Traffic Acquisition & Single Data Path

Classify Traffic
( / PUbHC) SWG

[ SaaS Applications ]
\b
®m—0—
—p>
/

Access

[ Decryption ][ IPS ]
( op J[ 13-7 Fwaas |

[ User ][ Source ][ SGT ]
[ Posture ][ App ]

n
)
O
| -
>
(@)
%)
%)
>

i)
—
®©
>
E
(@)
—

G

O

&=
©
| -

|_
)

=
-]
o
O
<

Collect and augment with
additional context

Cisco and/or its affiliates. All rights reserved. Cisco Public 47
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Unified Cloud Architecture

Consistent Policy & Security

Transit agnostic
Private & Internet enforcement
Per application / destination
o6t s — PP
Rule name Access Action Sources Destinations Security Hits Status »

Any employee access toany...  Private Allow Any User... Any Applic... s 41K

Ignore (40380)

US-Canada Employees Private © Block North Ame... Company... B Qs .2 - BU||t on Snort 3 0
Product Management Resour...  Internet Warn  PMUser Gr.. Product M... e . Com p| ete Si gnature Set
Europe Content Block List Internet 43 Isolate  Europe Em.. EU Catego... . SALW y R serveme runtime detection TALOS u pd ated

Contractors access to Lab App  Private Allow Contractor... Lab Applic...
© MALWARE-BACKDOOR re

Workday resources Internet  © Block Any User G... Cisco Wo...
° NARE-BACKDOOR remote hack 1.5 runtime detection - execute file

SeCUre Workday resources Internet © Block Any User G.. Cisco Wo...
© MALWARE-BACKDOOR remote hack

Access 8  Workday resou Internet ) Block  AnyUserG... Cisco Wo...

Workday resources Internet © Block Any User G... Cisco Wo...

U n i_Fi ed Workday resources Internet © Bl Any User G... Cisco Wo...
V" Ppolic y Rows per page
Evaluation

Default Access Rules (i

Single view of all access
Rule name Action Sources Destinations Security  Posture Filter and sort view
- No need to pivot

For all private destinations ) Block Any Any private destination

For all internet destinations Allow Any Any internet de:

Cisco and/or its affiliates. All rights reserved. Cisco Public 48



ksouckov


Universal ZTNA

Single Policy, Distributed Enforcement (Overview)

[ Roaming Users ] 5 5
esource

S

Resource 1
Private Only

)

Distributed Enforcement

Secure Access

Backhaul
Gateway

([ Customer Premises |

Optimized

@ [ Resource 2

I

Resource 1
Private Only

)

>

Cisco Firewall

Resources

ZT
Proxy

L_FD J

Optimal connectivity based on
user location

Enterprise privacy for sensitive
resources

Resiliency in case of catastrophic
Cloud Outage (Future)

Central Management
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Cisco Secure

Firewall
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Identity Discovery

Identity
Discovery

Intent-Based
Policy
Lifecycle
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Network and Authentication-Based Discovery

Network
Discovery

D Client

User
Discovery

Passive
Discovery

What users have you seen?
What are their IP addresses?

/'1\

242
T2

T

Terminal
Services

X

Identity
Services
Engine

Passive
Identity
Agent

Active
Discovery

|

User @ IP Address

Who are you?
Prove it!

BRKSEC-2590

External
Integrations




Passive Discovery from Events

User: IP: Port Range
Burns 192.168.1.1 2024-2223

: : : Source:
- - 172.16.0.4 TrustSec SXP
PYYEv— What users have you seen?
usa  GEEN] 17216022 Log Syslog, What are their IP addresses? T
REST AP @ Microsoft
Marge QO 15 172.19.1.13 RADIUS Remote Desktop Services

Terminal C”TD.(

Services

Management  _a.
Center TN

roeo m
. . Smithers 10.1.1.4
A’gS -

User and Group

Identity Services Engine

check
AD DC
- -
Theodore Fairfax vIP @ Passive Ident|ty
Evelyn Harrington VIP / "!& Ag e nt
Percival Whitmore Ambassador
Serafina Beaumont Host Rea I m S D I re Cto rles)
Hmm
cisco
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Passive Identity Agent

&5 Cisco Passive |dentity Agent 1.0.0-3 —

Secure Firewall Management Center

Enter the fully qualified domain name or IP address of the Secure Management
Center this agent communicates with

Integration

Primary FMC FQDN / IP address Port
172.16.134.97 1 1443 f . \
LMC FQDN or IP address and Port of the FMC J [ I AD Domaln
Send user-IP | o A Read
mappings [primaryagem ] [00-00........ ’B\l Event LOg
The credentials for the connection (Primary or Secondary) DC1
O F?v?nz‘r*,"BRI.ILAB_—”agem G
[Q Search I
Management Pf;"n:y_BRULAB_ﬁqut ?m-zmzmm: DC2
Center

configuration

You need to select Agent-DCs pair to be able to save k brulab.local j

Tested m‘u-:-sr[u“-. ©Primary FMC was tested successfully

| have Secondary FMC

_

Hmm
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Identity Discovery

Terminal Services User Discovery

# User IP Port Range

1 userl@acme.com 192.168.0.253 2024-2223 |

2 user2@acme.com 192.168.0.253 2224-2423

/.. . [ ] [ ]
i Microsoft cifrix & Firewal
emote Desktop Services : Management
-
user . Session 1 o ' e
(App Collection) : -
Session 2 . user1 connection
User2m @ (Virtual Desktop) : 2024-2223 :
' b =
\ NIC
. =
. Firewall Internal
user2 connection Resource

el
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Identity Services Engine Integration

. ......... ., Firewall

¥
Management
Center

pxGrid
Context Sharing

Cisco ISE

l—- ——————
ol T T
1= = =NgPp-=

- Users - Switches Network Access V- =

- WLCs / APs Control and Policy _
- Devices
- Thinas VPN Enforcement Virtual a.nd
g gateways platform Hardware Firewalls

© 2026 Cisco and/or its affiliates. All rights reserved.
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Identity Discovery

PassivelD Providers

SGT Sources for Common Policy

Authorization Flow

Network Access Device
(Wired/Wireless)

Management Center

:
I
IP-SGT
Mappings
SGT Inline

PR N TrustSec

Va N
\

i Domain
Firewall " R .
" +l

Seoo--

Re-insert SGT

RADIUS _=. Remote Access

SXP' Infrastructure

- Scalable Group Tag (SGT)
Exchange Protocol

i
© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Multiple ISE clusters and Session/SXP support

64_ Import options:
o « Dynamic Objects .

pxGrid Cloud

rF g . Sessions%
st 2
Session and SXP Topic

cdFMC * SXP Mappings

20 e e@

5 x ISE Cluster support%

© 2026 Cisco and/or its affiliates. All rights reserved.
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Cisco ldentity Intelligence Integration

Dynamic Firewall @ x

0 Associate an identity source with an identity intelligence integration

In the left column, click the name of an identity In the right column, select the check box to
source from which to retrieve i the identity source with intelligence
information. integration.

User identity feeds

Intelligence integration

Cisco Identity Intelligence
Associate user and device risk
assessment from Cisco Identity
Intelligence with the selected identity
H source. If you want you can go to Cisco
l % ‘ Identity Intelligence Dashboard [%

Enable ISE pxGrid Cloud in Identity
Sources to use it in the dynamic firewall.

(® ISE pxGrid On-Prem
Use ISE pxGrid On-Prem as a source of
user identity to set up dynamic firewall.

Enriched by

Identity is not yet supported in dynamic
firewall.

Firewall policy learns IP addresses of:

* ISE postured/non-compliant
devices
Cll Untrusted and Questionable

Name

Identity is not yet supported in dynamic
firewall.

Query

Untrusted Device

2 ) View system-defined filters Trusted Device

3 View system-defined access control policy rules

Untrusted User

Questionable_User

(PostureStatus eq 'NonCompliant’) OR
((MdmRegistered eq 'true'} AND (MdmCo...

(PostureStatus eq 'Compliant’) OR
[(MdmRegistered eq trug’} AND (MdmCo...

TrustScore eq 'UNTRUSTED'

TrustScore eq 'QUESTIONABLE'

© 2026 Cisco and/or its affiliates. All rights reserved.
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Identity Discovery

Dynamic Objects: adapting to a dynamic world

Cloud
0000 ggagas 0000
Dynamic Content: [] S enve 8ase
Object o0 (] e .
esssssspsesss S8
. 192.168.1.10 0f Ber-mErta 8ncw \ ‘
Workload_A: 172.16.1.0/24 ce se - . pxGrid Cloud
Workload_B: 172.16.8.201 /
.
L

EEEEEEEN
Dynamic Objects REST API
(Create/Read/Update/Delete) {’

<t . .........}i Q

Cisco Secure Dynamic
Attributes Connector
(CSDAC)

Management
Center

On-premises

¥

\/{5 ~ 4
@ Cisco XDR
(_(é:’_) Application Centric
Cy9 Infrastructure (ACI)

Cisco Secure Workload
(Tetration)

i,
)
f.\

Custom RESTful
Application

Hmm
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ACI Integration

Application Policy
Infrastructure Controller CSDAC Management Center

=)

© 2026 Cisco and/or its affiliates. All rights reserved. cisco

Dynamic Object Mapped IPs:

BD 1 BD 2 BD 3 BD 4
192.168.1.254/24 192.168.2.254/24 192.168.3.254/24 192.168.4.254/24

192.168.1.11

Tenant_A_ESG_Web 192.168.2.11

Tenant_A_EPG_3 192.168.3.11

EPG 3

(VLAN 2031) Tenant_A_EPG_4 192.168.4.11

ESG Web




Identity Discovery

Zero Trust Network Access - User Discovery

Clientless Access

8
@ IExternaI Networkl—

[T} @ New Tab X +

C Q https://app-1.example.com

% Firefox

v

©

O

&

i

A

© 2026 Cisco and/or its affiliates. All rights reserved.

Strong MFA
Authentication

Granular Application :nr

y app1-example.com
Access Authorization <Y

T T

m Protected
m - Network
- - ‘

Client Device O
Posture Check

IPS and Malware

Protection app2-example.com

Single Sign-On i
"

Hmm
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Captive Portal with EntralD

Azure
EntralD

2. FW redirects
to EntralD

O 1. Request to the resource T :
(@) -

4. Firewall allows request based on User-IP mapping

Reference

Firewall

B® Microsoft

 captiveuser@techinterest.onmicrosoft.com

Enter password

© 2026 Cisco and/or its affiliates. All rights reserved.

>0.l

Resource

el
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Remote Access VPN User Discovery (Active Discovery)

Bart’s PC

Authentication
Mgmt. Center . i
¢} Service Firewall 172.16.135.101
e = e
o = '-'"=
s ia o = ~r- —
é — — — PeriodicRealm _ _ _ _
— i
/ - Directory Sync 4= = = AnyConnect Tunnel Setup = =— =
| - User / Certificate / MFA = = = = = = = = =
\ authentiacion
o Success -
@4 _____________ New Active _ _ — — — _ Assign IP: 172.16.255.1
Session
—————————— User Session with Groups & UserlD _—_——————

Internal =< ___________ Traffic through RA _ _ _ — —
resource =3 VPN tunnel

Realm user/group crosscheck
and metadata decoration

el
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Policy Definition

Intent-Based
Policy
Lifecycle

Policy
Definition

N
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Access Control Policy (ACP)

e

L Packets |» @ PrefilterRules » () Decryption » @ Security Intelligence » @ Identity » @ Access Control

) _

Reference

Access Control Associated Policies

* Prefilter: Fast forward or Fast Drop packtes without engaging
inspection engine. Selects tunneled traffic for L7 inspection.

« Security Intelligence: IP/DNS/URL threat intelligence feed
* Decryption: Decrypts selected traffic for further inspection

+ Identity: Identity awareness from multiple identity sources for
identity control

© More Targeted: 1 device

[ Q e . X OO ‘ Add Category | [-CELUTY
Source
C] Name Action
Zones Networks Ports Dynamic Attributes Zones
(7] v Mandatory 5 rules (1-5)
() 1 Mgmt-Prod-Overlay Allow B Mgmt-Prod-Ove... o
«ia Campus-Cor... )
- &g All o - -to- :
O 2 DC-OUT B8 Alow 06 o & DC-Core-to-... o
& Campus-Cor... .
- kd Allow - -to- :
O 3 DC-IN a8 @K B ..DC-Core-to-... 19 more Vg
. o« Campus-Cor... «: Campus-Cor... .
- &4 All :
O 4 Inside-DC B8 Alow 0K B 28 more +8 more 174
O 5 VESX-Ingress-Rule Allow @ . B .aDC-Core-to-.. & any «& DC-Core-Pro... o
D v Default 1rule (6 - 6)
O 6 DHCP Allow tme-csw-dhcp-1 o

© 2026 Cisco and/or its affiliates. All rights reserved.
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Access Control Policy (ACP) |

Reference

Name [ Test Rule| ] L

—

Action E All J @ Logging ON

Policy Objects

» Zones: Object that groups interfaces

* Networks: Static objects defining network/IPs
+ Ports: Static object defining ports

* Application: AppIDs detectors objects

» Users: Authoritative list of user group identity objects
* URL: URL categories objects mapped to reputations

» Dynamic Attributes: Dynamic objects and SGTs pulled from external systems

- VLANT : i j fining vlan tags

s Time Range Rule Enabled t)

@ Intrusion Policy [IPS Policy -...

v ] [Default-Set v ] Ee File Policy are.Pa

Q | Zones (1) Networks (1) Ports (1) Applications (1)

Users (1)

URLs (1)

Dynamic Attributes (2)

VLAN Tags (1)

[ Q Search Security Zone Objects J Total 28

D o AWS-Inspection-In-NS  (Routed Security Zone)

C] o AWS-Inspection-Out-NS  (Routed Security Zone)

D a5 AWS-VNI-Inspection-NS  (Routed Security Zone)

D ok Azure-In (Routed Security Zone)

D & Campus-Core-Interconnect (Routed Security Zone)
C] a5 Contractors-Core-Interconnect (Routed Security Zone)
= a5 DC-Core-Management (Routed Security Zone)

D &3 DC-Core-Monitoring (Routed Security Zone)

C] «: DC-Core-Non-Prod-Zone (Routed Security Zone)

[7) & DC-Core-Pod-1 (Routed Security Zone)

Selected Sources: 4

Collapse All

ZONE

USER

DYN

VLAN

v 1 Object

o DC-Core-Management

v 1 Object

insbu.lab/jorgquin

v 1 Object
SGT

v 1 Object

employee_network

Remove All Collapse All

Q)  Selected Destinations and Applications: 5 Q
Remove All

NET v 1 0Object

192.168.1.0-24
PORT | > 1Object

APP v 1 0Object

AD DRS

URL > 1 Object

DYN v 1 0bject

csw-fmc-csw-acme-users

© 2026 Cisco and/or its affiliates. All rights reserved.
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Reference

Access Control Policy (ACP)

Additional Rule Configurations

» Action: Network control applied to traffic.

* Logging: Log connection event for a network traffic rule.

+ Time Range: Duration or time frame for rule to be active.

* Rule Enabled: Enable or disable rule.

+ Intrusion Policy: IPS policy inspection applied to the rule. This is an associated sub-policy.
+ Variable Set: Applies directionality of traffic flows to IPS rules.

» File Policy: Malware detection and prevention inspection. This is an associated sub-policy.

Applications (1)

Name [ Test Rule| ] L
Q Zones (1) Networks (1) Ports (1)
[ Q Search Security Zone Objects

J Total 28

5 AWS-Inspection-In-NS  (Routed Security Zone)

a5 AWS-Inspection-Out-NS  (Routed Security Zone)

a5 AWS-VNI-Inspection-NS (Routed Security Zone)

o Azure-In  (Routed Security Zone)

5 Campus-Core-Interconnect (Routed Security Zone)

& Contractors-Core-Interconnect (Routed Security Zone)
o5 DC-Core-Management (Routed Security Zone)

&2 DC-Core-Monitoring  (Routed Security Zone)

a5 DC-Core-Non-Prod-Zone (Routed Security Zone)

&5 DC-Core-Pod-1 (Routed Security Zone)

O00e0c0co0o0o0oo

Allow

Users (1)

© 2026 Cisco and/or its affiliates. All rights reserved.

@ Logging ON Fo Time Range Rule Enabled Q
sion Policy [IPS Policy -... v ] [Default—Set v ] Ee File Policy | Malware Po... v
URLs (1) Dynamic Attributes (2) VLAN Tags (1)
Selected Sources: 4 (Q,  Selected Destinations and Applications: 5 Q
Collapse All Remove All Collapse All Remove All
ZONE | v 10bject NET v 1 Object
s DC-Core-Management 192.168.1.0-24
USER | v 1Object PORT | > 10Object
[ insbu.lab/jorgquin
@ d APP v 1 Object
DYN | v 1Object AD DRS
SGT
URL > 1 Object
VLAN | v 10bject )
DYN | v 10Object
employee_network
csw-fmc-csw-acme-users
alvaln
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Encrypted Visibility Engine

» Encrypted Visibility Engine
* Available since 7.2

» Detects and blocks malware in encrypted flows

* Provides application and OS detection from a single
TLS/QUIC packet - no decryption required

* Minimal performance impact

L Packets + @ PrefilterRules + () Decryption » @ Security Intelligence + @ Identity » @ AccessControl | @ More

[ Q Type to search

D Name

Action

] Total 23 rules

o

Networks

@ Encrypted Visibility Engine

HTTP Responses

Inheritance Settings

* Reduces performance utilization on decryption
functions

* Intelligent Decryption bypass with Client Threat
Score + URL Reputations

* NEW 10.0: Located under MORE options for quick
configuration

© 2026 Cisco and/or its affiliates. All rights reserved.

Reference

Recommended Settings

Modes 0@

Encrypted Visibility Engine (EVE) @ t)

@ Monitor: The Encrypted Visibility Engine identifies the client applications and only monitors the encrypted traffic.

O Protect: The Encrypted Visibility Engine monitors, and blocks the encrypted traffic based on the threat confidence level of client processes.

Hmm
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Advanced Settings

» TLS Server Identity Discovery

L Packets + @ PrefilterRules -+ () Decryption + @ Security Intelligence -+ @ Identity » @& Access Control @ Advanced Settings

» Detect and decrypt TLS 1.3 without the need to
engage full TLS 1.3.

» Shadow Traffic: Firewall detects and flags O | B z
Connections Showing the SignS of evasion in a Enhanced application and URL detection Enabled Shadow traffic Enabled
new column

» Evasive VPNs

* Encrypted DNS
* Domain Fronting
4 . ) o o o Destination Port/ 4 i N ) N
° M u |t| - hop PrOXieS Event Type Action Client Appl Web Appl D ion IP ICMP Code Shadow Traffic Type TLS Client SNI
4 Connection Allow SSL client XVPN 35.205.176.240 443 (https) / tcp Evasive VPN 8vOm.com
° Fa ke TI—S S Connection 8 Allow X-VPN Web Browsing 130.211.50.202 20005 / tcp Evasive VPN
S Connection & Allow X-VPN Web Browsing 35.205.250.171 20005/ tep Evasive VPN
S Connection Allow Firefox DNS over HTTPS 172.64.41.4 443 (https) / tcp Encrypted DNS mozilla.cloudflare-dns.com
S Connection & Allow Firefox DNS over HTTPS 172.64.41.4 443 (https) / tcp Encrypted DNS mozilla.cloudflare-dns.com
S Connection Allow Tor 185.220.101.192 443 (https) / tcp Evasive VPN, Multihop Proxy Jwww.4vg22c3cybm7vBbqyf..
\‘f. Connection 8 Allow Tor 64.65.0.11 443 (https) / tcp Evasive VPN, Multihop Proxy www.sr33qu|szbztrvgyl3b..)

Hmm
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Policy Definition - Security Intelligence

» Early defence policy mechanism with DNS policy and Threat-Intelligence Reputation

» Threat Intelligence from Talos updating in near real-time intelligence for well-known malicious actors

Reference

* IP list
* DNS list DNS Protection

DNS Protection blocks traffic from known threats by the domain name. Intelligence for these threats is derived from both TALOS and Cisco Umbrella.
* URL list DNS Policy & [ Umbrella DNS Policy & @& >

[ Default DNS Policy

v ] = [ None

Network and URL Block List
Available Objects (92)

[ Q_ Search for a Network

© 2026 Cisco and/or its affiliates. All rights reserved.

Networks URLS Available Zones (> Do-Not-Block List(2) Block List(46)
v Networks Networks [E
Banking_fraud ) - -
AWS-Inspection-In-NS Global Do-Not-Block List (Any Zone) o Attackers (Any Zone) (-}
Bogon
Bot AWS-Inspection-Out-NS URLs Banking_fraud (Any Zone) (-}
ots
one AWS-VNI-Inspection-NS Global Do-Not-Block List for URL (... o Bogon (Any Zone) e U
Cryptomining Azure-in Bots (Any Zone) e 0
Dga Campus-Core-Interconnect CnC (Any Zone) e
Contractors-Core-Interconnect L s -
|< < Viewing 1-100 of 220 > »| Cryptomining (Any Zone)
i
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Policy Definition - IPS Associated Policy

BRKSEC-2861

» |PS Policies consists of:

« A base policy (e.g Connectivity over Security,
Balanced Security and Connectivity, Security Over
Connectivity, Maximum Detection)

» The higher the security level, more snort rules enabled by
default

Base Policy: Security Over Connectivity =~ Mode:

Base Policy Group Overrides Recommendations Notinuse Rule Overrides Summary

+ Base Layer on the policy

* Group Overrides: Group categories for rules

+ Cisco Recommendations: Recommends rules based

on discovered vulnerabilities on the network. Third
layer on policy f" ”‘w“» ”‘*
* Rule Overrides: Are the top layer if specific rules are v \ ﬁ_}v

modified.

Policy Flattening Intrusion Policy
» Final step, policies get flattened

« If there are conflicting rule verdicts, system will take
most security-conscientious action, unless there is a
manual rule override

Hmm
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SnortML - Neural Network-Based Exploit Detector

» SnortML: Machine Learning-based engine to
augment traditional pattern-based intrusion
protections against zero-day attacks

» SnortML protects against HTTP server attacks:

SnortML matches

Reference

. . Q. X Intrusion Message snort_ml X o ® ] Re
« SQL Injection (7.6+) [
J [so][eo][een] Do o| % & 631events I Last 1 month G
Y H H H " " " :
HTTP C0m ma nd | nJ eCtlon ( 1 0 . O) Time Event Type Actlon Source IP Destination  Source Port Destination " Other
P /ICMP Type Port/ICM...
> 2024-08-0103:55:45 @ Intrusion @ Block 10.0.104.100 10.0.105.100 16458 /tcp 4430/ tcp (snort_ml) potential threat found in HTTP parameters via Neural Net... JRule Categories: Protocol: Builtins
> 2024-08-0103:55:38 @ Intrusior @ Block 10.0.104.100 10.0.105.100 16259 /tcp 4430/ tcp (snort_ml) potential threat found in HTTP parameters via Neural Net... JRule Categories: Protocol: Builtins
Snort ID 411
Version 3

SnortML rule

URL metadata

© 2026 Cisco and/or its affiliates. All rights reserved.

Snort Rule
p alert ( gid:411; sid:1; rev:1; msg:"(snort_ml)

potential threat found in HTTP parameters via Neural
Network Based Exploit Detection"; metadata: policy
max-detect-ips alert, rule-type preproc;
classtype:unknown;)

File
URL /admin/user/action/index.php?
> n=guest&c=0&m=search&s=fo

rum&wert=-1%25%22%20U...

alvaln
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Policy Definition - File Associated Policy

» File policy capabilities provide deep file inspection

« Multi protocol file detection, tracking and storing

* Dynamic analysis of files

» Sandboxing for further disposition

Reference

Rules Advanced

Local Malware Analysis
Store files of disposition: Unknown

+ Add Rule
File Types Application Protocol Direction Action

Category: Executables = " . -
o A%Y_VD o FTP Download 45 Block Files with Reset o0
Category: Executables HTTP Upload 5 Detect Files o

% Block Malware with Reset
Category: PDF files Spero Analysis
Cat E tabl i i -

ategory xgcu ables SMTP Upload Dynamlc Analy§|s A0

Category: Office Documents Capacity Handling
PDF Local Malware Analysis

Store files of disposition: Unknown

Malware Cloud Lookup

Dynamic Analysis
Category: PDF files POP3 Download Capacity Handling 72|

Add Rule

/Application Protocol

Action

[ Any

v } [lﬁ Detect Files

-J

Direction of Transfer

Any

-J

File Type Categories

D File Types

() Office Documents
(O Archive

(O Multimedia

() Executables

() PDF files

() Encoded
I

25

[ Q. Search name and description

1

7Z (7-Zip compressed file)

OXHIVE (Windows 9x registr...
ACCDB (Microsoft Access 2...
AIF (Audio Interchange File ...

ALZ (Archive file for Microso...

(7] store files

Selected File Categories and Types

Cancel m

© 2026 Cisco and/or its affiliates. All rights reserved.
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File Dispositions

Malicious file is automatically marked in Advanced Malware Protection (AMP)

& File Reputation Service database
* Files and Device GUID

&= Filc Analysis n
* Analysis Results and Reports
G Analysis Request
File Reputation Disposition (Includes the file)

(includes 1-1 SHA256, Spero (clean, Analysis Report

malicious, or (Indicators, threat score)
unknown)

Information stored in Secure Malware
Analytics

Information stored in AMP
(Advanced Malware Protection);
* Hashes

* Device GUID

File Reputation
Service (AMP) Secure Malware

Analytics

Retrospection via PING2

Threat Defense Sensor
FMC

© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Analysis Type

© 2026 Cisco and/or its affiliates. All rights reserved.

Spero analysis

Local malware
analysis

Dynamic
analysis

. Eligible executable file
- Analyze file’s structure
. Signature submitted to Cloud

- Eligible executable file
- Analyze file’s structure
- Generate file composition

report

. Pre-classify possible malware
. Submit file to Cloud or appliance
- Run file in sandbox, generate

threat score

Reference
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Policy Definition - Decryption Associated Policy

Step1: Specify your servers for decryption

(

Inbound Decryption @D Enabled

Security zones @ Edit Internal server details ®

Source zones *
OutZone

Destination zones *
InZone1

i ination network object

Destination port
object

\

~

QuIC-Server QuIC-Server

+ Add new

HTTPS-UDP

@3’) Automatic ordering

Inbound Decryption

Block Insecure Handshake

Step 2: Set protected networks and users

(Outbcund Decryption @D Enabled

Security zones ® Edit Decrypt networks and users @

Source network objects

‘Source zones *
InZonet

Destination zones *
OutZone

Users

Corporate-LAN

Internal certificate authority * @

[TLs,DecrprSubcA v ® &

+ Create new + Add new

\_

dCloudRealm / Users 5 [

2

© 2026 Cisco and/or its affiliates. All rights reserved.

Bypass Decryption

Outbound Decryption

Decryption
verdict

TLS
Handshake

Reference

Step 4: Block weak ciphers
and bad certificates

Block connections ®

@D Block based on TLS version ©®

\

[ SSLv3.0 X TLSV1.0 X TLS V11 X

3

@D Block based on certificate status ©

[ Invalid Signature X Expired X

Not Yet Valid x v ]

\.

J

Step 3: Exempt Apps, URLs, Users etc...

( N 3N
Bypass applications @ Bypass URL categories @
Known undecryptable applications URL category Reputation
Bypass decryption of known undecryptable [0]
Finance 0 Ay o o
Selected applications and filters Online Trading 0 Ay o O
Application
Health and Medicine @ Any o O
YouTube a . _
Advertisements Favorable & e o
above
YouTube Kids o
\, J\, J
3
" : Bypass users
Intelligent Decryption Bypass @ YP @
@D Eenabled @ Recommended Realm User
Do not decrypt traffic for very low-risk clients
connecting to trusted servers, based on the threat dCloudRealm oliver
confidence levels of clients which s determined by
the Encrypted Visibility Engine (EVE) and the URL
Category Reputation. The device to which this policy dCloudRealm Engineering
is deployed must run version 7.7 or later and must ol I ] l I
have a valid IPS license. dCloudRealm Administrators cisco
~ v




» Single-page setup with a clear, intuitive workflow

» Organised, tiled layout for inbound, outbound, bypass, and block policies

New Simplified Workflow

Standard Decryption Policy

Convert Policy Mode

(one way road)

Reference

Rule-based Decryption Policy

« Classic, granular rule-by-rule control

* Rule order? Automatically managed — focus on intent, not sequence

Vs

N\ (-

nnnnnnn

eeeeeeeeeeeeeeeeeeee

vvvvvvvvv

Outbound Decryption @D enabled

ooooooo

......

lllllllllllllll

Intelligent Decryption Bypass ®

@ Enabled

Do not decrypt traffic for very low-risk clients
connecting to trusted servers, based on the threat
confidence levels of clients which is determined by
the Encrypted Visibility Engine (EVE) and the URL
Category Reputation. The device to which this policy
is deployed must run version 7.7 or later and must
have a valid IPS license.

© Recommended

Bypass applications @

Known undecryptable applications

Bypass decryption of known yp

Selected applications and filters

Application

YouTube

YouTube Kids

YouTube Music

© 2026 Cisco and/or its affiliates. All rights reserved.

Bypass URL categories

URL category

Reputation

Online Trading

L o o
0 o o
0 ~ o o
Favorable & P

\.

Block connections @

@D Block based on TLS version ©

@D Block based on certificate status ©

() s

Not Yet Valid X

* Requires careful rule ordering to avoid decryption

* Recommended for complex and exceptional use-cases

Vs

Custom DND Exceptions for Inbound

Known Key - Server Protection

Custom DND Exceptions / Bypass for Outbound

Custom DND Exceptions for Outbound
(Specific: URLs, DNs, Applications)

Do Not Decrypt (DND) Undecryptable, Pinned, Legaly Prohibited
(URL Categories, Application Groups, DN Lists)

- J

(IP/Port based)
(IP/Port based)

(IP/Port based)

Default Do Not Decrypt

Hmm
cisco



Reference

Intelligent/Selective Decryption - Client Threat Column

+ Specify EVE derived client threat for TLS/QUIC

decryption rules Name
. . ) . [ EVE Selective Decryption ] Enabled
+ Strongly recommended to use in conjunction with URL o
risk/reputation categories [@ —— - ]

Zones Networks VLAN Tags Usersf§ Client Threat § Applications Ports  Category Certificate DN  Cert Status

o We recommend you add at least one category and reputation on the Category
tab page of the decryption rule editor to use the Encrypted Visibility Engine
client threat detection.

Read more
Client Threat (identified by the Encrypted Visibility Engine) Selected client process risk
Any Very Low - Low O
é )
Very Low
Intelligent Decryption Bypass ® Low
Q Enabled © Recommended Medium Add to Rule
Do not decrypt traffic for very low-risk clients connecting to trusted servers, based on the threat High
confidence levels of clients which is determined by the Encrypted Visibility Engine (EVE) and the .
URL Category Reputation. The device to which this policy is deployed must run version 7.7 or later Very High
and must have a valid IPS license.
\. J/

Hmm
© 2026 Cisco and/or its affiliates. All rights reserved. cisco



QUIC Decryption on Cisco Secure Firewall

* QUIC uses TLS 1.3 for negotiation - we follow the same

decryption logic as with TLS (App"esmmom \ater N\
« QUIC is general availability - enabled by default when creating @D Enable TLS 1.3 Decryption
a hew pollcy Applies to 7.3.0 and later
. . . . @D Enable adaptive TLS server identity probe
+ Seamless use in the decryption policy determined by selected
port object: Applies to 7.6.0 and later
@D QUIC Decryption
« UDP - matches QUIC connections only
Advanced options are available only with Snort 3
 TCP - matches TLS connections
. g J
* Any - matches both QUIC and TLS connections
* Inbound decryption N
- Supported for all browsers Internal server details @
+ Tested webservers: NGINX, HA-Proxy, Caddy, OLS, H20 [ Q Search ]
» Tested libraries: NGTCP/2, aioquic, quiche Internal certificate object Destination network object Destination port object
* Outbound decryption supported on Firefox only wildcard-example.com Piggy-Server HTTPS O 0
» Cluster and high availability - decrypted session states are not wildcard-example.com Flle-Server QuIC S 0
synchronized - existing flows must re-establish upon
switchover (same behavior as with TLS) wildcard-example.com App-Server any o 0
* QUICv2 support planned in CY26 - )

Hmm
© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Security Analytics and Logging (SAL) S

Security Cloud Control (SaaS)

. 2 different flavors: rorAsA & 7

« SaaS
Eamms --- - - >
* On-Prem (through SNA) DEVICE SECUREOEVENT > G >

CONNECTOR [ syslog Secure Even

» Unify Secure Firewall ASA and FTD
logging On-Prem

Firepower

* Extends storage retention capacity and [P
Scalability * Firepower Threat . -

| Defense devices : :

v o Firepower
————— network - | E=== E=== ¢ events
f \_: | traffic - : - insyslog
((A 1 r————if 1 2 ==y
————— S 1 : '
Network : —_= : |
SR i I Security
. + : | Analytics and
" | | Logging (On
mgm | | Premises)
event Deployment
Network data | ..., A
etworl :
administrator : + i ‘:L
- . .. Stealthwatch
Administrate . [ +) ciCross- ) g o Gement
Firepower . = . launch g

Firepower Console

Management
Center

View Firepower
events

Hmm
© 2026 Cisco and/or its affiliates. All rights reserved. cisco




-
Splunk Integration

 FMC Wizard for easy integration

* Improved event options for syslog

+ Almost at par with eStremer

« UDP, TCP or TLS transport options

= Splunk Integration
This integration simplifies the process of sending event data to Splunk. See Splunk integration 7 .
Monitor
! Insights & Reports
ﬁ L_l] Set up syslog configuration for
&> Events&logs >
< splunk> Splunk with only a few steps.
Sysiog (el
Firewall Threat Defense Firewall Management Center [P ——
Manage
1) Policies >
'A Objects Profile name Host object or IP address Protocol Port Event types Source selection

4 Firewall Devices Splunk_1759935938731 Splunkinside ubP 514 4 event types Management ¢ 0

&  Secure Connections >

| # Integrations >

‘\ Troubleshooting >

4o Administration

Hmm
© 2026 Cisco and/or its affiliates. All rights reserved. cisco



ATT&CK is Like a Periodic Table

Reconnaissance
10 techniues

Active Scanning

Gather Victim Host
Informaion.

Gathr Vit denty

o Vit Network

ther Victim Org
Information.

1 0p:
bieafbomains

Resource
Development Initial Access.

6 techniques
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qure
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o

olop
biies
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obtain
Capabiltes

9 techniques

Addtions

Phishing
ey chain
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10 techniques
Command and
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Commanication,
Native APl
Sched
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Shared Modules

Beplogment Tools

System Services.

 Execution .

Persistence
16 techniaue
Account
Manipuiation
BITS Jobs.
Boot o Logon
Aostart
Execution
Boot or Logon
Intaization
S 1y
Browser
Exensions
m'mvw.w

Account

Create or Modity
Proce:

Event Tiggered
Execution g

el gemote

heculed
skidob.

Signaiing

Privilege

Escalation
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Aouse lvation
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Access Token
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st

Execution

Boot or Logon
Initaization

Domain Polcy
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Execution

Defense Evasior
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nput

Capture,
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Middle

Modity
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Remote
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Tools
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Collection
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Signaing
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Exfiltration

7 2 @ 8
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9 techniques.

Automated
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Data Transt
Size Limits

Extitration
Over Othar
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Medium
Extitration
" Phy:
Medium
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Over Wab
Senvce.

Scheduied
ranster
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Techniques and their Sub-Techniques
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Security Content Enrichment Side Pane

abaln,  Firewall Management Center

° .
€ISCO  Analysis / Unified Events Q search Deploy & ® | johnpayn@tmedemos.com

X Event Type Intrusion X Yy G I[Retresh]

10,001

o ,000 of
10,000° 0 hundreds of thousands

1% Last 1month Go Live

Event T Source IP Destination IP SourosEort/ | \Destoation MITRE ATT&CK Other Enrichment i

i vent Type ource estination er Enrichmen

Overview P ICMP Type Port / ICMP..
-

™ =

iter columr
nl 2024-10-23 11:50:10 Intrusion 10.0.104.100 10.0105100 13038 / tep 4430/ tcp Rule Categories: Policy. R

Analysis 2024-10-23 11:50:10 Intrusion 10.0104.100 10.0105.100 13038 / tep 4430/ tcp Rule Categories: Policy. 12 LA intsion

2024-10-23 11:50:10 Intrusion 10.0104.100 10.0105.100 13037 / tep 4431/ tcp Rule C: ies: Proto... Time 2024-10-23 11:50:10

O,
2024-10-23 11:46:09 Intrusion 10.0104.100 10.0105.100 13018 / tep EEEIDRG: MITRE ATT&CK for Enterprise le Categories: Proto.. Action @ Block
TA0043: Reconnaissance

Policies

2024-10-23 11:46:09 Intrusion 10.0104.100 10.0.105.100 13033/ tep lle Categories: Proto...

TA0042: Resource Development Source IP 10.0104100
= 2024-10-23 11:34:08 Intrusion 10.0.104.100 10.0.105100 13021/ tep TA0OO?: Initial Access le Categories: Policy...

Devices o TA0002: Execution Destination IP 10.0105.100
2024-10-23 11:34:08 Intrusion 10.0104.100 10.0105.100 13021/ tcp TA0003: Persistence le Categories: Policy...

° 2024-10-23 11:34:08 Intrusion 10.0.104.100 10.0.105100 13019/ tep TA0004: Privilege Escalation  [NePISINTENEINT
> TAOOOS: Defense Evasion
Objects 2024-10-23 11:30:08 Intrusion 10.0.104.100 10.0105100 13016/ tep TAGOOS

Source Port / ICMP Type 13037/ tep

st n / 4431/ 1
e tial A le Categories: Proto... Destination Port / ICMP. cp
2024-10-23 11:30:08 Intrusion 10.0.104.100 10.0.105.100 13000/ tep o TAOOO7: Discovery le Categories: Policy. Device TGFW
5’ TA0008: Lateral Movement

2024-10-23 11:30:08 Intrusion 10.0104:100 10.0105100 13000/ tcp o TA000Z: Collection le Categories: Policy...

Integration Access Control Policy Traffic Gen

2024-10-23 11:30:08 Intrusion 100104100 10.0.105.100 12997 / tep © TA0O011: Command and Control  IENeRM Rt
TAO0010: Exfiltration Access Control Rule TG Cycle
2024-10-23 11:26:07 Intrusion 10.0104100 10.0105100 13013/ tep TA0040: Impact le Categories: Proto...

2024-10-23 11:22:06 Intrusion 10.0.104.100 10.0.105100 12994 / tep 4430/ tcp ( ) Rule Categories: Policy... General Information
2024-10-23 11:22:06 Intrusion 10.0104.100 10.0105100 12994 / tep 4430/ tcp Rule Categories: Policy. Priority high
2024-10-23 11:22:06 Intrusion 10.0.104.100 10.0.105100 12958 / tcp 4431/ tcp ) Rule Categories: Proto... e 8 Currently Not Vulnerable

2024-10-23 11:22:06 Intrusion 10.0.104.100 10.0.105.100 13008 / tep 4431/ tep Rule Categories: Proto... Intrusion Message SQL HTTP URI biind

2024-10-23 11:06:04 Intrusion 10.0104.100 10.0105.100 12981/ tep 4431/ tcp Rule Categories: Proto. Inlaction attemat.
——————— v Enrichments

2024-10-23 11:06:04 Intrusion 10.0.104.100 10.0.105.100 13004 / tcp 4430/ tep Rule Categories: Policy...

2024-10-23 11:06:04 Intrusion 10.0.104.100 10.0105100 13004 / tep 4430/ tcp Rule Categories: Policy. MITRE | ATT&CK' Enterprise

2024-10-23 11:06:04 Intrusion 10.0104.100 10.0105.100 12999 / tcp 4431/ tcp Rule Categories: Proto. v Initial Access

Exploit Public-Facing Application

2024-10-23 11:02:04 Intrusion 10.0104.100 10.0.105.100 12974 / tep 4431/ tep Rule Categories: Proto... Exploit Public-Facing Application

2024-10-23 11:02:04 Intrusion 10.0104.100 10.0105.100 12995 / tcp 4430/ tcp 3 Rule Categories: Policy.. Rule Categories

2024-10-23 11:02:04 Intrusion 10.0.104.100 10.0.105100 12995 / tcp 4430/ tcp ) Rule Categories: Policy... « Protocol

2024-10-23 10:58:02 Intrusion 10.0104.100 10.0.105.100 12985 / tep 4431/ tep Rule Categories: Proto... o
2024-10-23 10:54:01 Intrusion 10.0104.100 10.0105.100 12957 / tcp 4431/ tep Rule Categories: Proto. ”

2024-10-23 10:54:01 Intrusion 10.0104.100 10.0.105.100 12959 / tep 4431/ tep ) Rule Categories: Proto...

> Packet Info
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Unlock insights from the network

Firewall Logs at no additional cost in Splunk*

nnnnnnnnnnnnnnnn age

Comprehensive Unleash Bridging = I
TDIR Network Insights SecOps + NetOps -
t2{0)

New detections | Automated response

© 2025 Cisco and/or its affiliates. All rights reserved. *Cisco Secure Firewall (FTD) firewalls are entitled to 5GB of Splunk logging capacity per firewall, maxim of 1TB




Cisco Al Assistant for Security now on FMC

Cisco Al Assistant

Policy and reporting

Find and report information on policies for
faster queries, auditing, and reporting

Troubleshooting and detection

How can | help today?

Choose a suggestion or use the text field to ask a question. | have limitations

Amalgamate a ” user gL“deS for and won't always get it right, but your feedback will help me improve.
expedited resolution

Augment

How do | create a basic security policy for FTD? What URL categories are being blocked?

PO | I Cy | Ife CyC | e m a n a g e m e nt What access control rules are disabled? How do | schedule a recurring backup?

Automate Find and fix firewall rule misconfigurations
for improved security and performance

Cisco Security 92




DC Technology:
+ Clustering (geo-clustering)
+ AClintegration

C | S C O * Virtual instances

. +  IPS/IDS/FW flexibility
SeC yre F lre\wa | | Integration, Identity, Device, Health, ..
Integration with ISE, AMP, Vulnerability Scanners, Threat Director feeds...
Dynamic Objects
Secure Analytics and Logging (SAL)
Application Detection (Cloud, A\, ... apps)

Snort, MITRE

EVE, ApplD, Vulnerability DB
Security Intelligence

AMP

Easy to install, also with virtual, multiplatform, Zero trust concept
*  DUO MFA, Passwordless, Passport

Encrypted traffic
 EVE, TLS 1.3, QUICK

Automation
Correlation, Indication of compromise
Network Discovery => Events Filtering & Priority, Signature Recommendation
XDR integration
API
SD WAN




External Evaluation




e sururn-~ x n:ns WAVE
LEADER 2024

Leader in Enterprise Firewall Solutions
Leader in Microsegmentation

SSE Strong Performer

Finalist

e New Yok Times

Wirecutter Best 2FA App

Customer Value Leader

Growth Leader -Email Radar 2024

NetSec

Best Security Performance
& Effectiveness

Named a Visionary

Gartner

== Magic Quadrant

Honorable Mention

\% TechRepubilic.

Best Robust Security Features

/ LEADERSHIP
COMPASS
\ )

Recognized as
Marketing
champion

N\ soFTwARE
& SERVICES

WINNER

* % *

CYBER
SECURITY

EXCELLENCE
AWARDS

Cybersecurity
Excellence Award

H SE Labs

INTELLIGENCE-LED TESTING

BEST
Next Generation
Firewall

2024 Best
Next Gen
Firewall

'-KLAS Best in KLAS:

Software &
Services

WINNER 2024

GIGAOM -
RADAR REPORT
LEADER
2024

Leader in DNS

J/4OLOBADYN
INFOSEC AWARDS
WINNERS

CYBER DEFENSE MAGAZINE Global InfoSec

22024, Award

EAST@MPANY
@ e s

Honorable Mention

Passwordless

TrustRadius

Top Rated S
A Authentication

Winner

Best SME
Security Solution
for Umbrella




Third-Party Security Reference Evaluations

B« »psprs2:<= 1 H:inNLZ WAVE
LEADER 2024

FORRESTER ey

WAVE WINNER @GLOBALY
(i
s CYBER CYBER DEFENSE MAGAZINE
FORRESTER Cybersecurity SECURITY Global InfoSec 2024/,

WAVE Excellence Award D Award
LEADER 2024

Leader in Micro-segmentation  ¥oseomentton

Solutions

Leader in enterprise Firewall

NetSec

Advanced Security
Test Award

The following product
wins the SE Labs award:
) ) ) FORTRESS
University of New Hampshire

InterOperability O SE LABS CYBER'SECURITY

Laboratory 2023, 2024, AAA Finalist RN
2025 Best Next
Gen Firewall

Cisco
Secure Firewall 4225

Best Price Performance

Cisco and/or its affiliates. All rights reserved.
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