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FFiirreewwaalllliinngg needs to evolve to meet today’s challenges

Core Hybrid 
Firewall

Manage NGFW in 
multiple form factors 
at key chokepoints 
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Threat Protection

Make it easy for organizations to

 

in the modern data center, cloud, 
campus, and factory

Our North Star

Reduce attack surface

Prevent compromise

Stop lateral movement 

Every server

Every app

Every VM

Every container

Every IoT device

Every user

Encrypted traffic at scale

Prevent exploit — 
known & unknown threats

Identity intelligence

AI app runtime guardrails

Microsegmentation

Protect vulnerable IoT

Cisco Hybrid 
Mesh Firewall
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Threat Detection & Exploit ProtectionNetwork Segmentation

DPU

S E C U R I T Y  C L O U D  C O N T R O L

Secure  
Firewall

Secure 
Workload

Smart 
Switches

3rd Party 
Firewall

ACI Secure 
Router

Isovalent 

Hypershield

Macro & Micro Segmentation AI Security

AI 
Defense

Multi Cloud 
Defense

Write policy once, enforce across the mesh 

What is Cisco Hybrid Mesh Firewall
C U S T O M E R  S E C U R I T Y  O U T C O M E S
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Management Designed for the User
Flexibility of cloud or on-premises options 

Firewall Device Manager

On-premise centralized manager On-box manager NetOps focused Cloud-delivered centralized manager 
via Security Cloud Control

Firewall Management Center
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1200
Series

≦18Gbps
NGFW

1200 
Compact

Series

≦9Gbps
NGFW

ISA 3000
Series

≦0.4Gbps
NGFW

1010 & 1100
Series

≦3Gbps
NGFW

Firewalls for every use case

≦145Gbps NGFW
16x Clustering

4200
Series

≦45Gbps NGFW
16x Clustering

3100
Series

IOT Campus / Data CenterBranch

Public Cloud Gov/IC 
CloudPrivate Cloud

VMware ESXi

200
Series

1.5Gbps
NGFW

6100
Series

520-630Gbps NGFW
16x Clustering



Security Cloud Control
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Secure 
Firewall

Multicloud 
Defense Hypershield Secure 

Workload
Secure 
Access AI Defense

Security Cloud Control

ü Define policy 
once and enforce 
everywhere

ü AI-driven best 
practices

ü Centralized 
visibility across 
solutions

ü Consistent user 
experience
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Streamline policy and device control

Centralize coordination of all ASA 
and FTD form factors
eliminating complexity across diverse 
environments

Ensure consistent security policies 
and compliance reducing 
misconfigurations

Automate object updates
saving time for strategic initiatives

Retain on-premises FMC or 
manage firewalls directly from 
Security Cloud Control
allowing you to migrate to the cloud at 
your own pace

Multicloud 
Defense

Secure 
Firewall 
Threat 

Defense

Secure 
Firewall ASA

Security Cloud Control

Objects

Unied connectivity

Objects

PoliciesPoliciesPolicies
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Security Cloud Control Firewall Management
Cloud-based  ffiirreewwaallll  mmaannaaggeemmeenntt  with policy configuration, cloud analytics, and logging

Secure Firewall 

hybrid deployments

Easy browneld migration 
with support for up to

 1200 rewalls
AI Assistant and AIOps

Cisco ensures uptime, 
patching, and updates.

SOC2!

Same look and feel as on-
premises FMC, no learning 

curve for existing users



© 2026 Cisco and/or its affiliates. All rights reserved.

Simple onboarding experience for Secure Firewall 

Registration 
key-based 
Onboarding

Zero-touch 
Provisioning using 

Serial Number

Deploy FTDv to 
Public Cloud

Bulk Onboarding 
multiple devices 

using CSV file
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SD-WAN Wizard - Simplification & Automation
1. Hub 2. Spoke 3. Authentication 4. SD-WAN Settings
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• Single / Dual Hub 
CSF device

• DVTI Interface
• IP Pool for Spoke 

Tunnels

• Auto population 
of dVTI Interface 
parameters

• BGP Overlay 
Configuration

• CSF Devices
• VPN Interface 

Selection

• Auto generate sVTI 
interface for each 
Hub

• FMC assigns IP to 
sVTI interfaces

• Bulk spoke addition
• Auto generate 

Unique Local 
Tunnel ID for each 
spokes

• No input required
• Can modify if 

required

• Auto generation 
of Pre-shared 
Key

• Auto selection of 
IKE and IPsec 
policies

• Security Zone for 
spoke tunnel 
interface

• Overlay routing using 
BGP

• Automatic addition 
of generated sVTI to 
Security Zone for 
easy AC policy rule 
update

• Generate BGP 
neighbor and route 
map configuration 
for overlay interface 
and networks 
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Firewall Migration Tool Cloud-delivered

üEasily migrate from ASA or 
3rd Party Firewalls to on-
prem FMC or cloud-
delivered FMC-managed 
FTDs 

üNo need for a desktop-
based Migration tool as this 
is now cloud delivered as 
part of CDO 

1

2
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Azure      
Connector

AWS      
Connector

vCenter / 
NSX
Connector
o365
Connector

GCP
Connector

Name Connector Query

Linux-
Servers vCenter

os = 'RHEL 7 (64-bit)’ 
OR 
os = 'CentOS 7 (64-bit)’ 

Windows-
Servers vCenter

os = 'MS Windows Server 2016 (64-bit)’
AND
network=‘PROD_NETW’
AND
Power=‘running’

Powered-On vCenter
Power=‘running’
AND
(network=‘PROD_NETW’ OR host=‘NODE1’)

CCoonnssuummeerrss

Dynamic 
Object Mappings

Linux-
Servers

172.16.0.1
172.16.0.3

Windows-
Servers

10.0.1.11
10.0.1.14
10.0.1.20

Powered-On 10.0.1.14

ConnectorsDynamic Attributes FiltersAdapters

Microsof
t 365

PPrroovviiddeerrss

CSDAC (Container)

Architecture of the Dynamic Attributes Connector

{REST}

FMC or cdFMC 
within SCC

FMC
Adapter
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Cisco Secure Dynamic Attributes Connectors – your bridge to 
dynamic data

Office365 GitHubWebex Zoom

Generic
Text

Azure

Azure Service
Tags

VMWareGCPAWS

Security
Groups

Service 
Tags

Cyber 
Vision

Cloud Connectors Public Feeds and External 
Connectors

pxGrid 
Cloud

New!

Multicloud
Defense

ACI

New!
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Attribute-based Policy with User and Server Identity 

Cisco 
XDR

ISE ISELDAP

APIC

CSDACCyberVision

Secure 
Workload



AgenticOps



Policy Analyzer & Optimizer
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The Road to Policy Analyzer & Optimizer (PAO)

pre-7.0.0: 
Per Device Hit Count,
Duplicate Rules 
(Shadowed)

7.2.0: 
Duplicate 
Rules 
(Redundant)

7.4.0:  
Object 
Overlap 
Detection

7.6.0:
Policy 
Analyzer and 
Optimizer
(Cloud 
Service)

The Policy Analyzer and 
Optimizer (PAO) provides: 

• Expiry Rule Detection
• Mergeable Rule Detection
• Hit Count Insights
• Remediation
• And is Version Agnostic
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Policy Analyzer and Optimizer

TECSEC-2307

• Achieve proactive security policy validation:

• Enhancing posture and hygiene

• Optimizing resources

Policy Validation



Best Practices & 
Recommendations
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Best practices and recommendations
Technical Overview

The firewalls are evaluated 
against Cisco-defined best 
practices and then assigned 
a score to highlight their 
scope for improvement. 

The list can be filtered by 
criticality and categories to 
assist with proper 
prioritization.
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Best practices and recommendations
Technical Overview

Detailed insights into individual tests 
and the remediation steps are 
provided to assist in configuring the 
features according to best practices. 
The tests are tagged to prioritize 
critical configurations. 

A trend graph is plotted to showcase 
the evolution of best practices in 
your configuration over time.

Detailed reports can be downloaded 
from the dashboard for the purpose 
of compliance monitoring 



Feature Adoption
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Feature adoption
Technical Overview

The dashboard provides 
quantitative insights into utilization 
of feature sets available for 
customers with adoption status 
highlighted for individual firewalls.
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Feature adoption
Technical Overview

Get built in step-by-step 
guidance with video tutorials 
to help improve your feature 
adoption.



Software Upgrade Planner
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Software upgrade planner
Technical Overview

The planner lets you compare the 
current version with the latest ones 
by showcasing CVE fixes and feature 
advancements. 

Cisco's recommended "Golden 
Image" is also highlighted here.  
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Software upgrade planner
Technical Overview

For each firewall, the dashboard also 
provides detailed insights into the 
CVE and bug fixes for the 
recommended updates, which can be 
sorted by severity level, allowing the 
security admin to make an informed 
decision.



End of Life Planner
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End of life planner
Technical Overview

The dashboard highlights the list of 
firewalls that are about to hit EOL 
with Cisco's recommended device for 
replacement.
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Security Cloud Control
Define policy once and enforce anywhere

Cisco Firewalling AI Defense 3rd Party Firewalls

Unified AI Assistant: 
Simplify policy administration by up to 70%

Secure Access (FW as a service)

HypershieldSecure WorkloadSecure Firewall

Secure Router NGFW
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Reduce management overhead with AI Assistant

Assist Policy configuration

Augment Troubleshooting

Automate Policy lifecycle management
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AI Defense
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Cisco Multicloud Defense
Combining multicloud networking, automation, and cloud-native network security controls

Centralized Management 

Multi-region and Multi-AZ architecture

Autoscale and Auto Heal 

Gateway lifecycle management

Traffic engineering

Unified dynamic policies

BRKSEC-2229
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Cisco Multicloud Defense Workflow
Multicloud Defense Controller

Orchestrate, manage, control, and secure cloud infrastructure using Multicloud Defense

Securely onboard cloud accounts Enable DNS query & VPC/NSG flow logs Orchestration & Automation
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Cisco Secure Access
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Unified Cloud Architecture
Universal Traffic Acquisition & Single Data Path

Secure 
Access

User Source SGT

Posture AppAc
qu

ire
 T

ra
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Collect and augment with 
additional context

Classify Traffic
 (Private / Public)

Decryption IPS

DLP L3-7 FWaaS

SWG

CASB

RBI Internet

SaaS Applications

Backhaul 
Gateway

47

ksouckov
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Unified Cloud Architecture
Consistent Policy & Security

Secure 
Access

Unified 
Policy 

Evaluation Unied Internet + Private Policy

Consistent Security Enforcement

• Transit agnostic
• Private & Internet enforcement
• Per application / destination

• Single view of all access
• Filter and sort view 
• No need to pivot

Full IPS

• Built on Snort 3.0
• Complete Signature Set
• TALOS updated

48

ksouckov
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Universal ZTNA
Single Policy, Distributed Enforcement (Overview)

Policy

Resources

Secure Access

ZT
Proxy

Cisco Firewall

Customer Premises

Backhaul 
Gateway

RReessoouurrccee  11
Private Only

RReessoouurrccee  22
Optimized

RReessoouurrccee  22
Optimized

• Optimal connectivity based on 
user location 

• Enterprise privacy for sensitive 
resources 

• Resiliency in case of catastrophic 
Cloud Outage (Future)

• Central Management

Roaming Users

RReessoouurrccee  11
Private Only

ZT
Proxy

FTD

Distributed Enforcement

ksouckov
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Cisco Secure 
Firewall
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Identity 
Discovery

Intent-Based 
Policy 

Lifecycle

Identity Discovery
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Network and Authentication-Based Discovery

01000101000101101011
100100100100000101

Firewall

Client

Server

User
Discovery

John

Network 
Discovery

Passive 
Discovery

Terminal 
Services

Identity 
Services 
Engine

What users have you seen? 
What are their IP addresses?

Active 
Discovery

User @ IP Address

Who are you?
Prove it! 

IIddeennttiittyy  DDiissccoovveerryy

Passive
Identity 
Agent

Dynamic Objects

External 
Integrations

BRKSEC-2590
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Passive Discovery from Events

UUsseerr:: SSGGTT:: IIPP:: SSoouurrccee::

-- 117722..1166..00..44 TTrruussttSSeecc SSXXPP

LLiissaa 117722..1166..00..2222
AADD  EEvveennttss  

LLoogg,,  SSyysslloogg,,  
RREESSTT  AAPPII

MMaarrggee 117722..1199..11..1133 RRAADDIIUUSS

UUsseerr:: IIPP:: PPoorrtt  RRaannggee

BBuurrnnss 119922..116688..11..11 22002244--22222233

What users have you seen? 
What are their IP addresses?

Management
Center

UUsseerr:: IIPP::

SSmmiitthheerrss 1100..11..11..44
Identity Services Engine

pxGrid

10

15

30

REST

Passive Identity 
Agent

AD DC

Terminal 
Services

REST

Realms (Directories)

User and Group
check

Reference
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Passive Identity Agent

DC1

DC2

AD Domain

brulab.local

Read 
Event Log

Management 
Center

Send user-IP
 mappings

Reference
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Terminal Services User Discovery

Firewall

Session 1
(App Collection)

Session 2
(Virtual Desktop)

NIC

Kernel
2024-2223
2224-2423

TS Agent

Internal 
Resource

# User IP Port Range

1 user1@acme.com 192.168.0.253 2024-2223

2 user2@acme.com 192.168.0.253 2224-2423

Firewall 
Management

Session 1
(App Collection)

Session 2
(Virtual Desktop)

user1 connection

user2 connection

user1

user2

🕵🕵

Identity Discovery
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Identity Services Engine Integration

- Switches
- WLCs / APs
- VPN 

gateways

Network Access 
Control and Policy 

Enforcement 
platform

Network Devices Cisco ISE

Cisco ISE

- Users
- Devices
- Things

Endpoints

80
2.

1X

MAB

Passive Identity

Firewall 
Management 

Center
pxGrid

Context Sharing

Virtual and 
Hardware Firewalls

RADIUS

Reference



© 2026 Cisco and/or its affiliates. All rights reserved.

SGT Sources for Common Policy

pxGrid

1 – Scalable Group Tag (SGT) 
     Exchange Protocol

SXP Protocol

SXP1 Infrastructure
SGT

Remote Access 
VPN

Network Access Device 
(Wired/Wireless)

RADIUS/802.1x

RADIUS

SGT

SGT

Management Center

SXP Topic

Session Topic

SGT Inline
TrustSec 
Domain

SGTFirewall

Re-insert SGT
SGT

API Connectors

Workload 
Connectors

ISE

IP-SGT
Mappings

Pa
ss

ive
ID

PassiveID Providers

LOG API

Old but 
cool J

SGT Authorization Flow

Identity Discovery
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Multiple ISE clusters and Session/SXP support

…
ISE Cluster 1

(Primary)
ISE Cluster 2 ISE Cluster 5

…
Cloud
On-prem

cdFMC

On-Prem FMC

Session and SXP Topic

Import options:
• Dynamic Objects

• Sessions 
• SXP Mappings

New!
New!

New!5 x ISE Cluster support

Reference
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Cisco Identity Intelligence Integration 

Firewall policy learns IP addresses of: 
• ISE postured/non-compliant 

devices 
• CII Untrusted and Questionable

FTD 
10.0

New!

Reference
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Dynamic Objects: adapting to a dynamic world

Management
Center

Dynamic 
Object

Content:

Workload_A: 192.168.1.10
172.16.1.0/24

Workload_B: 172.16.8.201

Dynamic Objects REST API 

(Create/Read/Update/Delete)

Cisco Secure Dynamic 
Attributes Connector 

(CSDAC)

Custom RESTful 
Application

Cisco Secure Workload 
(Tetration)

Application Centric 
Infrastructure (ACI)

Cisco XDR 

pxGrid

On-premises

Cloud

New!
New!

Identity Discovery
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ACI Integration
Reference

DDyynnaammiicc  OObbjjeecctt MMaappppeedd  IIPPss::

Tenant_A_ESG_Web 192.168.1.11
192.168.2.11

Tenant_A_EPG_3 192.168.3.11

Tenant_A_EPG_4 192.168.4.11

Tenant A

Management CenterCSDAC
Application Policy 

Infrastructure Controller 

On-going 
synchronisation
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Zero Trust Network Access – User Discovery

Granular Application
Access Authorization

Single Sign-On

IPS and Malware 
Protection

app1-example.com

app2-example.com

Protected 
NetworkExternal Network

Clientless Access

Strong MFA 
Authentication 

Client Device
Posture Check

Identity Discovery
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Captive Portal with EntraID

Firewall Resource

2. FW redirects 
to EntraID

1. Request to the resource

3. Auth/Authz + MFA if re
quired

4. Firewall allows request based on User-IP mapping  

Azure
EntraID

Workstation

Reference
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Remote Access VPN User Discovery (Active Discovery)

Periodic Realm 
Directory Sync

Mgmt. Center Firewall
Authentication 

Service
Bart’s PC

172.16.135.101

AnyConnect Tunnel Setup

User / Certificate / MFA 
authentiacion

Success 
Assign IP: 172.16.255.1New Active 

Session

Traffic through RA 
VPN tunnel

Internal 
resource

User Session with Groups & UserID

Realm user/group crosscheck 
and metadata decoration

Reference
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Policy Definition

Policy 
Definition

Intent-Based 
Policy 

Lifecycle
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Access Control Policy (ACP) • Access Control Associated Policies

• Prelter: Fast forward or Fast Drop packtes without engaging 
inspection engine. Selects tunneled trac for  L7 inspection.

• Security Intelligence: IP/DNS/URL threat intelligence feed

• Decryption: Decrypts selected trac for further inspection

• Identity: Identity awareness from multiple identity sources for 
identity control

Reference
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Access Control Policy (ACP) • Policy Objects

• Zones: Object that groups interfaces

• Networks: Static objects defining network/IPs

• Ports: Static object defining ports

• Application: AppIDs detectors objects

• Users: Authoritative list of user group identity objects

• URL: URL categories objects mapped to reputations

• Dynamic Attributes: Dynamic objects and SGTs pulled from external systems

• VLAN Tags :Static objects defining vlan tags

Reference
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Access Control Policy (ACP)
• Additional Rule Congurations

• Action: Network control applied to trac.

• Logging: Log connection event for a network trac rule.

• Time Range: Duration or time frame for rule to be active.

• Rule Enabled: Enable or disable rule.

• Intrusion Policy: IPS policy inspection applied to the rule. This is an associated sub-policy.

• Variable Set: Applies directionality of trac ows to IPS rules.

• File Policy: Malware detection and prevention inspection. This is an associated sub-policy. 

Reference
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Encrypted Visibility Engine
Reference

• Encrypted Visibility Engine

• Available since 7.2

• Detects and blocks malware in encrypted flows

• Provides application and OS detection from a single 
TLS/QUIC packet – no decryption required

• Minimal performance impact

• Reduces performance utilization on decryption 
functions

• Intelligent Decryption bypass with Client Threat 
Score + URL Reputations 

• NEW 10.0: Located under MORE options for quick 
configuration

FTD 
10.0
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Advanced Settings
Reference

• TLS Server Identity Discovery

• Detect and decrypt TLS 1.3 without the need to 
engage full TLS 1.3.

• Shadow Trac: Firewall detects and ags 
connections showing the signs of evasion in a 
new column
• Evasive VPNs

• Encrypted DNS

• Domain Fronting

• Multi-hop Proxies

• Fake TLS

FTD 
10.0
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Policy Definition – Security Intelligence

• Early defence policy mechanism with DNS policy and Threat-Intelligence Reputation

• Threat Intelligence from Talos updating in near real-time intelligence for well-known malicious actors

• IP list

• DNS list

• URL list

Reference
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Policy Definition – IPS Associated Policy

• IPS Policies consists of:

• A base policy (e.g Connectivity over Security, 
Balanced Security and Connectivity, Security Over 
Connectivity, Maximum Detection)

• The higher the security level, more snort rules enabled by 
default

• Base Layer on the policy

• Group Overrides: Group categories for rules

• Cisco Recommendations: Recommends rules based 
on discovered vulnerabilities on the network. Third 
layer on policy

• Rule Overrides: Are the top layer if specic rules are 
modied.

• Final step, policies get attened

• If there are conicting rule verdicts, system will take 
most security-conscientious action, unless there is a 
manual rule override

BRKSEC-2861

Reference
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SnortML - Neural Network-Based Exploit Detector 
Reference

• SnortML: Machine Learning-based engine to 
augment traditional pattern-based intrusion 
protections against zero-day attacks

• SnortML protects against HTTP server attacks:

• SQL Injection (7.6+) 

• HTTP command injection (10.0)

SnortML rule

URL metadata

SnortML matches
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Policy Definition – File Associated Policy
• File policy capabilities provide deep file inspection

• Multi protocol file detection, tracking and storing

• Dynamic analysis of files

• Sandboxing for further disposition

Reference
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File Dispositions
Reference

Secure Malware 
Analytics

File Reputation 
Service (AMP)

Information stored in AMP 
(Advanced Malware Protection):
• Hashes
• Device GUID

Information stored in Secure Malware 
Analytics
• Files and Device GUID
• Analysis Results and Reports 

File Reputation
(includes 1-1 SHA256, Spero)

Retrospection via PING2

Analysis Request
(Includes the file)

Threat Defense Sensor
FMC

Analysis Report
(Indicators, threat score)

Disposition
(clean, 
malicious, or 
unknown)

File Analysis
File Reputation Service Malicious file is automatically marked in Advanced Malware Protection (AMP) 

database

2 3

4

5

1

6
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Analysis Type

Spero analysis
• Eligible executable file
• Analyze file’s structure
• Signature submitted to Cloud

Local malware 
analysis

• Eligible executable le
• Analyze le’s structure
• Generate le composition 

report

Dynamic 
analysis

• Pre-classify possible malware
• Submit file to Cloud or appliance
• Run file in sandbox, generate 

threat score

Reference
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Policy Definition – Decryption Associated Policy

Step1: Specify your servers for decryption

Step 2: Set protected networks and users 

Step 4: Block weak ciphers 
and bad certicates 

Block Insecure Handshake

Outbound Decryption

Bypass Decryption

Inbound Decryption

Step 3: Exempt Apps, URLs, Users etc…

Automatic ordering

TLS 
Handshake

Decryption 
verdict

Reference
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New Simplified Workflow
Reference

Standard Decryption Policy Rule-based Decryption Policy

• Single-page setup with a clear, intuitive workow

• Organised, tiled layout for inbound, outbound, bypass, and block policies

• Rule order? Automatically managed — focus on intent, not sequence

• Classic, granular rule-by-rule control

• Requires careful rule ordering to avoid decryption 

• Recommended for complex and exceptional use-cases

Convert Policy Mode
(one way road)
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Intelligent/Selective Decryption – Client Threat Column
Reference

• Specify EVE derived client threat for TLS/QUIC 
decryption rules

• Strongly recommended to use in conjunction with URL 
risk/reputation categories

FTD 
7.7
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QUIC Decryption on Cisco Secure Firewall 

• QUIC uses TLS 1.3 for negotiation - we follow the same 
decryption logic as with TLS

• QUIC is general availability - enabled by default when creating 
a new policy 

• Seamless use in the decryption policy determined by selected 
port object: 

• UDP – matches QUIC connections only

• TCP – matches TLS connections

• Any – matches both QUIC and TLS connections

• Inbound decryption 

• Supported for all browsers 

• Tested webservers: NGINX, HA-Proxy, Caddy, OLS, H2O

• Tested libraries: NGTCP/2, aioquic, quiche 

• Outbound decryption supported on Firefox only 

• Cluster and high availability – decrypted session states are not 
synchronized – existing flows must re-establish upon 
switchover (same behavior as with TLS)

• QUICv2 support planned in CY26

Reference
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Security Analytics and Logging (SAL)
Policy Compliance

• 2 different flavors:
• SaaS

• On-Prem (through SNA)

• Unify Secure Firewall ASA and FTD 
logging

• Extends storage retention capacity and 
scalability

Security Cloud Control (SaaS)

On-Prem



© 2026 Cisco and/or its affiliates. All rights reserved.

Splunk Integration

• FMC Wizard for easy integration

• Improved event options for syslog
• Almost at par with eStremer

• UDP, TCP or TLS transport options

Policy Compliance
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ATT&CK is Like a Periodic Table
The Table lists the atomic building blocks of Adversaries (Molecules)

• Tactics (base on similar adversarial goals)

• Techniques and their Sub-Techniques

• Mitigations

• Adversaries

• Groups (based on similar behavior/valence 
band)

• Elements and their Isotopes

• MSDS Sheets

• Molecules
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Security Content Enrichment Side Pane
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New detections  |  Automated response

*Cisco Secure Firewall (FTD) firewalls are entitled to 5GB of Splunk logging capacity per firewall, maxim of 1TB

Bridging
SecOps + NetOps

Unleash
Network Insights

Comprehensive
TDIR +

Unlock insights from the network
Firewall Logs at no additional cost in Splunk* 

+



Cisco Security    |    92

Cisco AI Assistant for Security now on FMC

Troubleshooting and detection

Amalgamate all user guides for 
expedited resolution

Augment

Policy lifecycle management
Find and fix firewall rule misconfigurations 
for improved security and performance

Automate

Policy and reporting
Find and report information on policies for 
faster queries, auditing, and reporting

Assist



Cisco Security    |    94

Cisco 
Secure Firewall

DC Technology: 
• Clustering (geo-clustering)
• ACI integration
• Virtual instances
• IPS/IDS/FW flexibility

Integration, Identity, Device, Health,…
• Integration with ISE, AMP, Vulnerability Scanners, Threat Director feeds…
• Dynamic Objects
• Secure Analytics and Logging (SAL)
• Application Detection (Cloud, AI, ... apps)

Talos
• Snort, MITRE
• EVE, AppID, Vulnerability DB
• Security Intelligence
• AMP

VPN
• Easy to install, also with virtual, multiplatform, Zero trust concept
• DUO MFA, Passwordless, Passport

Encrypted traffic
• EVE, TLS 1.3, QUICK

Automation
• Correlation, Indication of compromise
• Network Discovery => Events Filtering & Priority, Signature Recommendation
• XDR integration
• API
• SD WAN

👍👍
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External Evaluation



SSeeccuurree  AAcccceessss
Customer Value Leader

EEmmaaiill  SSeeccuurriittyy
Growth Leader -Email Radar 2024

SSeeccuurree  FFiirreewwaallll
Leader in Enterprise Firewall Solutions

SSeeccuurree  AAcccceessss
SSE Strong Performer

DDuuoo
Best 2FA App

FFiirreewwaallll
Best Security Performance 

 & Effectiveness

SSeeccuurree  FFiirreewwaallll
Global InfoSec 

Award  

SSeeccuurree  
FFiirreewwaallll

Cybersecurity 
Excellence Award

SSeeccuurree  
FFiirreewwaallll
2024 Best 
Next Gen 
Firewall

SSeeccuurree  
AAcccceessss
Best SME 

Security Solution 
for Umbrella

EEmmaaiill  
SSeeccuurriittyy  

Recognized as 
Marketing 
champion

DDuuoo
Best in KLAS: 
Software & 
Services

SSeeccuurree  
AAcccceessss

Leader in DNS

DDuuoo
Authentication 

Winner

WAVE 
LEADER 2024

MMuullttiicclloouudd  DDeeffeennssee
Finalist

EEnnddppooiinntt
 Named a Visionary

SSeeccuurree  AAcccceessss
Honorable Mention XXDDRR

Honorable Mention

DDuuoo
Passwordless

CISCO

SSeeccuurree  WWoorrkkllooaadd
Leader in Microsegmentation

DDuuoo
Best Robust Security Features
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Third-Party Security Reference Evaluations 

SSeeccuurree  FFiirreewwaallll
Leader in enterprise Firewall

WAVE 
LEADER 2024

SSeeccuurree  WWoorrkkllooaadd
LLeeaaddeerr  iinn  MMiiccrroo--sseeggmmeennttaattiioonn

SSeeccuurree  FFiirreewwaallll
BBeesstt  PPrriiccee  PPeerrffoorrmmaannccee

SSeeccuurree  
FFiirreewwaallll

Global InfoSec 
Award  

SSeeccuurree  
FFiirreewwaallll

Cybersecurity 
Excellence Award

SSeeccuurree  
FFiirreewwaallll

2023, 2024, 
2025 Best Next 

Gen Firewall

MMuullttii--cclloouudd  
DDeeffeennssee

Finalist

ksouckov

ksouckov
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Thank you


