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Securing industrial operations starts with OT visibility
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Inventory OT assets and Spot vulnerabilities to Create access policies Detect bypass or Drive compliance
their communications patch or mitigate to segment networks leaks in the IDMZ and governance
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OT context and insights are foundational to securing industrial networks
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Security starts with visibility, but where you look matters
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Visibility to Level 0-2 using
SPAN or hardware appliances
IS expensive and complex

Gaining visibility at the aggregation
layer sees very little as most OT
traffic is local to the production cell
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Your Catalyst switches let you turn on the lights
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Helps you start a dialogue with OT
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Catalyst 9300
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Step-2: Work with OT to identify
the critical industrial switches that
connect these key assets

]
cisco



Helps you get a footprint into OT
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Cyber Vision
is licensed per endpoint,
not per sensor!

Step-3: Replace critical
switches with Cisco IE3x00
running Cyber Vision sensor
to see the entire OT network

Note: You don’t need to replace all
industrial switches, just the ones
connecting to PLC’s
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Out-of-Band Collection
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« Embedded Sensor on IE3400 and
Catalyst 9300 can be leveraged as out
of band sensor

* Enables aggregation of multiple SPAN
sessions from across infrastructure

* Environment and scale are deciding
factors for IE3400 or Catalyst 9300

« Unlike other solutions that require SPAN
all the way to the monitoring appliance,
the Cyber Vision solution for brownfield
has lower TCO because it leverages the
existing network and only requires 1-
hop of SPAN traffic

]
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Building a scalable |0T/OT security architecture

Cisco Cyber Vision

_______________

Network

Other solutions
SPAN based solutions incur i Your network sees everything A S e
huge additional hidden-costs that attaches to it, eliminating — i1 1=
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Distributed edge discovery sees more

Silent devices, FWs

Other solutions

Centralized active discovery
cannot see behind firewalls
and NAT boundaries

Active
discovery
request

NAT/Firewall
Boundary

Cisco Cyber Vision

Distributed edge active discovery -
gives you 100% visibility = BT P I

Welcome to

NAT/Firewall
Boundary
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requestv
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Closed-loop control makes active discovery safe

Closed-loop between passive and Cisco Cyber Vision

Other solutions
active discovery enables precise

Basic active discovery solutions scan
and non-disruptive requests

networks overloading devices with
ARP requests
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Flexibility to mix and match sensor types

Cyber Vision
Center

Lightweight ™ ~
Metadata Mo
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Industrial
Compute

Cisco Switch

Network Sensor Hardware Sensor Docker Sensor
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SPAN
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Non-Cisco
Switch

SPAN

Scales across brownfield and greenfield environments

Network embedded sensor - No need for
addition hardware

No need for SPAN collection networks
Active discovery passes NAT boundaries

Comprehensive visibility, even at lowest
Purdue levels

]
cisco


https://www.cisco.com/c/en/us/products/collateral/switches/industrial-ethernet-4000-series-switches/ic3000-industrial-compute-gateway-eol.html

Cisco Cyber Vision portfolio

Hardware Appliance
UCS based servers with Hardware RAID

CV-CNTR-M8N
« 32 core CPU
« 192 GB RAM
e« 3.2TB or 6.4TB drives

Sensor Sensor

Catalyst IR1101
Cellular Router

Catalyst IR8300
Multiservice Router

IE3300, IE3400, . | Sensor Sensor
and IE3500 ' LW « ——
. oY 4y
Switches k) i .
Catalyst IR1800

Cellular Router

IE3400HD and IE3500HD
IP67 Switch

Network Sensors

DPI and active discovery built into network-elements eliminating the
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Catalyst IE9300
Rugged Switches

Software Appliance
Virtual Machines

D

VMWare HyperV
ESXi OVA VHD

Minimum requirements

x386 server CPU, 10 cores
32GB RAM and 1TB SSD
1 or 2 network interfaces

Sensor @

| |

Nutanix
HAV

Catalyst 9300/9350/9400
Aggregation Switches

need for SPAN

Sensor @

x86 or ARM64 Compute
running Docker

dWs$S

Amazon Web
Services

A D

Microsoft
Azure

Minimum requirements
x386 server CPU, 10 cores
32GB RAM and 1TB SSD
1 or 2 network interfaces

Google Cloud

Cisco IC3000
Industrial Compute

x86 Compute
running VMWare

Compute Sensors

DPI and active discovery via SPAN to support brownfield




Cyber Vision VM Sensor - Technical Summary

« Compatible with x86-64 devices
« VMWare v6.x required
« Minimum of 4GB dedicated memory required (8GB recommended)

* Minimum of 2 dedicated CPU cores required

* Required network communication
* Host to CV Center ports: 443/80
* VM instance to Center ports: 5671, 10514

« Storage allocation of instance will grow over time

]
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Security Architecture in Manufacturing
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Visibility built into your industrial
network to identify OT assets,
vulnerabilities, assess security

1T/ / a ~ posture and detect threats
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Ope rations Cisco Catalyst 9300
(Purdue Level 0-3) with Cyber Vision Sensor

Industrial DMZ —]

SCADA/Historian Cyber Vision Cisco ISE
Center
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Prevent propagation of threats
with industrial firewall IDMZ and
network micro-segmentation

~- OT Datacenter

Cisco IE3x00 Switch
with Cyber Vision Sensor

Enable SOC to investigate industrial
threats with enrichment and
orchestrate response with playbooks

Hardware sensor

BE=s SE

PLC/RTU/IED PLC/RTU/IED

& 40 M
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Security Architecture in Electric Utilities

Data Center / Control Center 1 Cyber Vision Center deployed at Control center

-------- Security Operations Center - 2 Cyber Vision Sensor embedded in IE3x00 switches or

] Cil q 0 deployed via one-hop SPAN on Cisco IC3000 in
=E B . & 3-( :
=] [ —] ik Cisco Firewall !

transmission substations
Clsco ISE Splunk  Cyber Vision

Center

SCADA App Server Management 3 Cyber Vision Sensor embedded in Cisco Industrial Routers

in the distribution grid

4 Application-flow streamed from sensors to center over
utility private WAN connecting transmission substations and

N over cellular backhaul from the distribution grid
Private Cellular ?

WAN Backhaul

Transmission Grid
Substation g@goN'gFW Substation N Distribution Grid
O O
O
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[ ——] . Cisco R \& X CiscoIR

Switch Cisco IC3000 |
[ | | | S c8
DEIEIEI Bay controllers DEIEIEI T

Cisco IR ¥R

VR

Voltage
regulator

| Feeder . |
Capacitor

Smart inverter bank

RTU Relay MU
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Key Features




Cvbe

Visibility into
connected
Industrial assets

Understand the identity of all assets in
the environment gain insight into
network communications
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Component

First activit
1769-L16ER/B LOGIX5 o Apr14,20y21
Rockwvell

Automation 316ER 11:45:12 AM
Paint_Line_2 A high
1P:192.168.249.50
MAC: f4:54:33:91:cb:ee

Last activity
E Apr 16,2021

11:00:01 AM
2 Edit (O Managegroup

{ Basics J Security A~ Activity £ Automation

Properties  Tags Sensor

Properties

vendor-name: Rockwell Automation
fw-version: 31,011

model-ref: 1769-L16ER/B LOGIX5316ER
serial-number: 60771949

name: 1769-L16ER/B LOGIX5316ER
ip:192.168.249.50

public-ip: no

mac: f4:54:33:91:cb:ee

Tags
Controller,
Rockwell Automation
Activity tags
StopCPU,
Diagnostics ,
Read Var ,
Write Var,
& Low Volume ...3+

enip-status-ra-mir
enip-cpuname: Se
enip-serial: 60771
enip-status-ra-maj
vendor: Rockwe 1
name-vendorip: Rt
name-enip: 1769-
enip-name: 1769-
enip-devicetype: P
enip-productcode:
enip-version: 31.1

enip-vendor: Rocl

=14
Flows

© 10

Vulnerabilities

vorK activities

Events

Drilling Machine

Siemens 192.168.105.150 PLC_3 Siemens 192.168.105,

Super 192.168.105.1

S7-400 statior

Dell 192.168.105.241



Identify & Track
Vulnerabilities

Identify known asset vulnerabilities so
you can patch or protect them before
they are exploited
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Q@ & D

192.168.1 subnet

My preset

Active baseline: No active baseline

Active Discovery: Disabled

Z2 0

3

This preset is filtered with keywords «192.168.1» £

Criteria Selectall = Rejectall

2 NETWORKS

&1 COMPONENT TAGS

Components without tags

b Device - Level 0-1
4 Device - Level 2

» Device - Level 3-4
» < Network analysis
» Software

» System

- ACTIVITY TAGS

GROUPS

[J SENSORS

Default

@ Explore v / 192.168.1subnet v

Jan 1,2020 12:00:00 AM - Nov 19, 2020 3:27:00 PM (10 mths 19 days 11 hrs 27 mins)

@) 73 Vulnerabilities

10 most matched vulnerabilities

Y

Vulnerability severity legend: . NONE

Vulnerability title

. CWVE-2015-5&627 » Yokogawa Multiple Products
Buffer Overflow Vulnerabilities - CVE-2015-5627
2 affected components

B CVE-2020-5409 » Path Traversal Vulnerability in
Yokogawa CENTUM
2 affected components

B CYF-2019-10934 » Denial-of-Service Vulnerability
in Profinet Devices
3 affected components

B CYE-2017-12741 « Multiple Siemens Products
CVE-2017-12741 Denial of Service Vulnerability
3 affected components

B CVE-2018-16194 » Yokogawa Vnet/IP Open
Communication Driver Vulnerabilities
2 affected components

Low mepiuM [l HicH [ cRITICAL

Vulnerabilities v

a0

B CVE-2014-0781 « Yokogawa CENTUM
'BKCLogSvr.exe' Heap Based Buffer Overflow...
2 affected components

B CVE-2014-3888  Yokogawa CENTUM
BKFSim_vhfd.exe Buffer Overflow - Packet Storm
2 affected components

AN9O.4

2019-13%40 » Uncontrolled Resource
Consumption Vulnerability in Siemens SIMATIC 57
2 affected components

CEL901 T
LAVE-ZULYS

2680 » Multiple Denial of Service
Vulnerabilities on Siemens devices using the...

EI0)
LVE-2U

19-5907 » Yokogawa License Manager
Service Vulnerabilities

Multiple Denial of Service Vulnerabilities on Siemens devices using the PROFINET Discovery and

Configuration Protocol

Multiple Siemens Products CVE-2017-12741 Denial of Service Vulnerability

Denial-of-Service Vulnerability in Profinet Devices

Yokogawa CENTUM 'BKHOdeq.exe' Stack Based Buffer Overflow Vulnerability

Yokogawa CENTUM BKFSim_vhfd.exe Buffer Overflow - Packet Storm

Schneider Electric Modicon Modbus Protocol Multiple Authentication Bypass Vulnerabilities

Yokogawa CENTUM 'BKESimmegr.exe’ Stack Based Buffer Overflow Vulnerability

(1) 2
CVE CVSS score Aff
CVE-2017-2680 @
CVE-2017-12741 7.5 (v3) ]
CVE-2019-10936 @
CVE-2014-0783 9.0 (v2) =]
CVE-2014-3888 8.3 w2 (=]
CVE-2017-6032 ]
CVE-2014-0782 ==



(@ Explore ¥ / 192.168.0subnet ¥ / Activitylist ¥

Last 1 day (May 23, 2021 11:43:26 PM — May 24, 2021 11:43:26 PM) ¢& Refresh

192.168.0subnet S = N \\\s\ \{\‘\. NN \ N \ N\ ‘ NN
' N ANIFAN AN AN aNF AN
(&) S S N N S N AN \
B N \Q\_ \_\_ S R \ : \ R = \\\\
th ﬂ [ \ W A RISK SCORE \ \\\ \\\\ \ \\\\\ \\\}\
2 - : SN N § N
i = = N N :EEE: 333
DEVICE TAGS —— \\ l\\“\ik \‘ >

Identify & St

e n I y O p lop 5 DNS requests

i D M Z Le a kS ] 20.00 4000 6000 8000 10000 12000 14000 16000
amp.cisco.com

17124 requests by 1 component

%
il

|

i) it

data.microsoft.com
9471 requests by 1 component

Filter subnets to identify traffic to mp. nicrosoft. com |

7439 requests by 1 component

external networks and stop e s

2430 e : Rare 5 DNS requests %
" requests by 1 componen
unauthorized leaks past the DMZ e e e L
cms.msn.com H H H K - ! |
4331 requests by 1 component ) Cel H
: 192.in-addr.arpa
0 2000 4000 6000 1 request by 1 component 0

fpt2.microsoft.com
1 request by 1 component

b-ring.msedge.net 0}
2 requests by 1 component

account.live.com
2 requests by 1 component

acctcdn.msauth.net
2 requests by 1 component

0.2 0.4
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Detect Malicious
Intrusions

Detect malicious intrusions with Snort
IDS and Talos threat intelligence

© 2026 Cisco and/or its affiliates. All rights reserved.

AutofollowD

m|

16:12:09.236 Sig

Snort Event

16:12:18.255 Sig

Snort Event

16:12:18.258 S

Snort Event

Signature based Detection > - Se!

ature based D

In network interface:

veryhigh X

Week

l Day ‘

tion Snort allow on TCP id 27679 with signature A Network Trojan was detected

ata/tmp/I

N_Kuluoz-Asprox_9F842AD20C50AD1

Occured at: 10/04-14:44:21.061415 * Message: MAL' Win.Trojan.Kuluoz variant outbound connection
Sensor: SENSORVM-INT17233 ® From 192.168.7 :2538 To 85.214.114.16:8080 (00:0C:29 > 00:5
Action: allow ® Protocol: TCP

Gid: 1 ® Direction: C2S
Signature ID: 27679 * Ethernet type: @x
Priority: 1 ® Service: unkn
Rule: 1:27679:4 (Revision4) e VLAN: O

Classification: A Network Trojan was detected

Related data:

DOWNLOAD DATA

sture based Detection Snort allow on TCP id 42339 with signature Attempted Information Leak

B
Occured at: 84/17-16:17:01.746538 ® Message: 0S-WINDOWS Microsoft Wind
Sensor: SENSORVM-INT17233 e From 172.23.33.10:445 To 10.99.99
Action: allow ® Protocol: TCP
Gid: 1 ® Direction: S2C
Signature ID: 4233 e Et
Priority: 2 .
Rule: 1:42339:3 ( * VLAN: 0
Classification: Attempted Information Leak

® Relateddata: DOWNLOAD DATA

w
~
v

.

Occured at: 04/17-16:17:01.7547¢
Sensor: SENSORVM-INT17233
Action:allow

Gid: 1 *
Signature ID: 50626 .
Priority: 1 ®
Rule: 1:50626:1 (Revisi ]

Classification: Attempted Administrator Privilege

Gain

From 10.99.99.¢
Protocol: TCP
Direction: C2S
Ethernet type: @x800
Service: netbios

VLAN: 0

Related data:

ture based Detection Snort allow on TCP id 50626 with signature Attempted Administrator Privilege Gain

/tmp/eter

Microsoft Wind

> 92

51661 To 172

DOWNLOAD DATA




Track your
Risk Exposure

Asset risk scoring based on
impact and likelihood to help you
improve compliance

© 2026 Cisco and/or its affiliates. All rights reserved.

Overview

Achievable Current
risk score risk score

The best achievable score is
It can be reached by patching all vulnerabilities and removing

insecure traffic.

Details

Criteria

Device type

Group impact

Activities

Vulnerabilities

Matching

$C50102 type: Controller

SCS0102 group: Building K. It has an
industrial impact A very high.

No matching activity

$CS0102 most impacting vulnerability is
Path Traversal Vulnerability in Yokogawa
CENTUM

The score was computed on May 24, 2021 10:00:06 PM by Cisco Cyber Vision as follows:

Distribution

5

13%

5

36%

Des

CcC

cou

Pat
Yol

CV:

Suc
vuli
una
..Sh



Cyber Vi

IEC-62443
segmentation
made simple

Group OT assets into zones
Visualize conduits
Identify traffic violations

Share context with other platforms
to enforce segmentation

Changes to groups automatically
update access policies

© 2026 Cisco and/or its affiliates. All rights reserved.

Last 30 days Refresh

= |mportant
Control system behavior
IT Behavior

= Security analysis

mm= Network analysis

e Others

1 1 1 Conduit

— Point to point

Device

D Component

Show network activities

Building 1
L4 Packer
- - - —
1 1] — ®
T )
o | —
-
—
—
]

Energy Management

R
:é' L]

L,

Inp

7) Explore ¥

[

Bldg Mgmt
®

Building 3

Engineering

Building B,G,F

Map ¥

Building 2

I,
3

Process A

fujitsu

==

< Controller Rack

5069-L306ERS2/B
— vilding F & veryhigh
G 192.168.20.23
AC: 5¢:88:16:a3:10:F2

W Mar 28,2022 10:23:43 H Jul2

Cisco IE3400-8P25

Rockwell Au

32.012
p:192.168.20.23
Sc:88:16:a3:10:12
ref: 5869-L306ERS 2
5069-L3@6ERS2/B

Linke@), 5069-L3@6ERS
no
r:68fdfb24

me: Rockwell A



Cvhb

Measure progress
with reports

Track risk management
improvements and show progress
to management with historical
reports
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Key Findings

Filter Criteria: All data Preset

This report is an automated summary that captures a list
related activities found on the devices in the All data Pre
am UTC

m Total Devic

37 4

Security Insights

Severity Findings
1 devices have been id¢

1 devices have been att

[m] 3 devices have run DN¢

DNS Queries to Remote Access Domain Names

Cisco Cyber Vision maintains a list of known remote access domi
to access internal devices. The table below depicts those device
of these domains, indicating that these devices may have been r

Device Name Device IP Domain

192.168.0.72 192168072 [- | clientteal

192.168.0.72 192.168.0.72 de-fra-an

Attempted Remote Access Communications

Cisco Cyber Vision maintains a list of known domains that are
internal devices. The table below depicts those internal device
remotely from one of these domains listed next to it.

Device Name | Device IP Group Remote
Name

192168072 | 192.168.0.72 ‘ client teamvie

Key Findings

Filter Criteria: -

This report is an automated summary that captures all the
security events found on the devices in the - by Cisco Cybe
8:04 am UTC

Risk score m Vulnerable Devices | Evi

Security Insights

Findings

ASIX ELECTRONICS CO

Quanta Storage Inc.

Vulnerabi

Filter Criteria: -

CVE-2017-2680

CVE-2022-30694

CVE-2019-6568

Critical

5

Vulnerability Name

Multiple Siemens Products CVE-2017-
12741 Denial of Service Vulnerability
Denial-of-Service  Vulnerability  in
Profinet Devices

Multiple Denial of Service Vulnerabilities
on Siemens devices using the PROFINET
Discovery and Configuratien Protocel
Missing CSRF Protection in the Web
Server Login Page of Siemens Industrial
Controllers

Denial Of Service Vulnerability in Web-
server of Industrial Products - Siemens

Number
of af-
fected

devices

Page 22
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New Features




Cyber Vision New Ul

* Why are we building a new UI?
 Focus on insights to reduce Time to Value
» Asset centric approach to data
« Simplified Ul/UX to ease customer adoption

« Align with other Cisco products (Magnetic Ul)

 How can | access this new UI?
* Mode switch button on the Ul's top right

« Available from release 5.3+ (before in Beta hidden parameter)

© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Asset details - Focus on what matters

admin@cisco.com

< Assets

@ L71RED_CPU_NAME

&> Organization

Global

] L71ReD CPu NAME 17 Summary Vulnerabilities @ Communications Properties Interfaces
a —

7> Dashboard

B Aerts © Top 5 Vulnerabilities View All

Assets Type
pLC

O Vulnerabilities Vendor Alerts Name
Rockwell Automation

Cisco Security Risk Score CVSS Score ®

Out-of-bounds Write Vulnerability in Rockwell ControlLogix Communication Modules & 56 Medium © 9.8 critical

2 Configuration Functional Group

global_distributed_ot_process

Improper Input Validation Vulnerability in Rockwell GuardLogix and ControlLogix controll... £ 51 Medium © 7.5 High

Sensors

IC2000 Rockwell |/0 Denial-of-service Vulnerability in Rockwell ControlLogix and GuardLogix Controllers. £ 51 Medium © 7.5High

Closest Sensor

Improper Input Validation Causes Denial of Service Condition in CompactLogix 5370 an... 4\ 42 Medium 4 8.6 High

IC3000 Rockwell |/0

Inclusion of Functionality from Untrusted Control Sphere Vulnerability in Rockwell Auto... s 34 Medium © 9.8 Critical

Firmware Version
34.51

Model

1756-L71/8 LOGIX5571
Rack Slots 4

Reference
1756-L71/B LOGIX5571

Serial Number Slot# & Model Name

011528a6

Firmware Version Serial Number

Devices can be made off multiple
components and seen through different
outers / firewalls which creates complexity

rits affiliates. All rights reserved.

Primary Interface

IP Address
172.202.21

Network
Rockwell DLR

View all 2 interfaces

Port1-Link00

Port1-Link01

Port1-Link02

Port1-Link03

4 Records

1756-L71/B LOGIX5571

1756-RM2/A REDUNDANCY ...

1756-EN2T/D

1756-EN2TR/C

CPU

Communication Module

Communication Module

Communication Module

34.51

20.30

11.3

1.3

011528a6

0111298f

0114f91d

0115d302

Show Records: 10 Vv

1-4

New Ul only surface meaningful information




Introducing Al-driven asset auto-grouping

aluiln S v
cisco Cyber Vision Business Corp, Inc

Communications

Organization

Global/Body Shop > Body Shop | Sensors (10)  ® Vendors (6/8) Assets here: 9/239 Edit filters

Home

Functional group 10 *

OT asset inventory projects highlight

flat, unsegmented networks HOEE®

Cisco Cyber Vision ML-driven auto-grouping automatically creates
security zones to drive network segmentation using Firewalls or NAC

]
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Introducing Al-driven asset auto-grouping

Detailed view of assets within a group
":I.'s'.l,lé' Cyber Vision @ I R alex@email.com v

Group-to-group overview S

Dashboard

& Cyber Vision [ Nexsnder

Communications

Alerts Functional group details

Name *
Assets Packaging Li

Communications

E Vulnerabilities

Reports

Most significant asset ~ Packaging PLC-1 Most significant asset’s hierarchy level ~ Global / GA Shop / Line 1

Asset summary Asset removals Asset additions
|13 total Ungrouped 1 New 3

M Removals M Additions M Unchanged Transferout 1 Transferin 2

Configuration

Assets

12 Protocols ® v () Show volume

ConvPLC Estimated tot
\ R 500MB
Safety PointlO

PointlO O Add

O Remove

PointlO0

PLC Line 1

Unload Robot N QA Scale

Barcode reader Safety area scanner

© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Role based access control on presets

Goals: il cygER VISION
 Limit users access to a list of presets
Presets
Description: NEL
» Allow Cyber Vision administrator to give read only e : NELPLC
Limitation:

SGT4200-PLC-LINEL

 Limited to Explore Mode

* You can still jump from one device to another

ADMIN3 ADMIN_4 LINE1 PRESETS

LINE1PRESETS 2 g

New feature to restrict
LINE1PRESETS 2 navigation to one preset
category

Restrict user access to a single preset category. (O

Category selected

]
© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Sensor GPS coordinates

Goals: RU01-E5c-01
« Add GPS coordinates to sensor/platform -,
Description: e
» Cyber Vision can now store and display GPS coordinates for sensors D]
* GPS coordinates can be manually set gtt GPS value has been manually set.
« Or for routers with GPS module, they can be received from platforms P mmrvereroy
» Available through REST API
Limitation: o
« GPS mode, limited to router with GPS module (IR1101, IR1800) e

]
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External communication tracking enhancements

New IP-to-Country Geolocation Mapping

CESTETETITY S c—

el Cyber Vision

¢ Assets

SEGMENTATION-DE

Organization

. . . Global
QU'Ckly map a" com mun|cat|on fIOWS e Summary Vulnerabilities 0 Communications Properties Interfaces
Map exteral connections to specific countries for Dashboard
threat ConteX’[ - Q s (© Last week Country All Communications ® 7 Protocols
erts

i Assets You are in:
Home

Vulnerabilities
Gain control over all communication & Communioations

Tracks and visualizes communication between OT/IT
assets and external public IP addresses

Configuration

Geolocationwith new Intelligence Feed
Visualize IP-to-Country and Autonomous System
Number (ASN) - Requires CVSM

© 2026 Cisco and/or its affiliates. All rights reserved. cisco



New
Cisco Cyber Vision
Site Manager

Multi-Site Security Management

 Easily monitor the health of your entire OT
security infrastructure from a central console

* No more siloes - ensure all sites have the
latest threat detection intelligence

« Augment Cyber Vision’s alerting engine with
real-time IP geolocation information

Give security teams time back
to effectively manage cyber risk

© 2026 Cisco and/or its affiliates. All rights reserved.

‘detks Cyber Vision Site Manager

Dashboard

1 Unreachable

(240
340

Winston-Salem &5

Vicl g
Greensboro >
Clemmons 74

Mcleansville

O out of date 0 Non-compliant licensi

Center52
172.26.136.52
£ Connection © License

@ Version © Health

Aebane
Hillsborough
o VJ}

Durham
50
Chapel Hil

Mormswlle

aY._Raieigh Xnightdale
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Splunk & OT




A siloed approach is not enough to secure OT

Detecting threats requires cross-domain visibility

5 o & &

A well-tailored - Which goes to a o Which downloads o Whologs in to the -
email causing a r 4 questionable r' malware to the users' r 4 OT network r'
user to click.... website.... machine.... remoltely....

@ ©

. i i Cisco Secure
Cisco Secure Email Cisco Umbrella Cisco Secure Endpoint Equipment Access

© 2026 Cisco and/or its affiliates. All rights reserved.

010110
110010
001011

Which causes
unusual activity in
the OT....

©),

Cisco Cyber Vision
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Understanding core Splunk concepts

Add-ons are for the system, Apps are for Humans

Cyber Vision Add-on is a background process that contains data parsing rules, field
extractions, and configurations to ingest data from Cyber Vision correctly

Cyber Vision App contains dashboards, reports, saved searches and custom navigation
menus so humans can make use of the data ingested by the add-on

> Cyber Vision App
Cyber Vision Add-on —> Splunk Enterprise Security

= Splunk Asset & Risk Intelligence (ARI)

o jlal
© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Global Overview  Cyber Vision Center Overview 1 & y Insigl Assets S Overvi Syslog Overview  Search  Dashboards.

Introducing the New
Cyber Vision App e N

Global Asset Count by Center # Sensors by Center
Expand the panels vertically to accommadate for more conters Expand the panels vertically to accommod o con
cv-centert.cisco.com cv-center2.cisco.com cv-center3.cisco.com ri.cl r2

:1:3 35 530 31 12 2
#Inactive Sensors by Center Vuln Severity across Centers (Last 7 days) # Vuinerable Devices by Center # Devices with External C

Aggregate all Cyber Vision deployments oo e —

Focused view per local center

Inactive Sensors.

CV Center s Name 3 Model 3 Creation Time. 3 State & Operational Status

Operational & Security Overview

Vulnerabilities Overview

Real Time Syslog Collection

QK

Schedule reports over email

]
cisco
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Cisco Secure
Equipment Access

OT self service remote access
with ZTNA control

© 2026 Cisco and/or its affiliates. All rights reserved.

o

5

e

Zero-Trust Security Controls

MFA, posture check, just-in-time access
Deny by default, least-privilege access

Threat Detection and Monitoring

|ldentity anomaly detection
Session monitoring and recording

Easy to Deploy and Manage at Scale

Centralized policy definition and enforcement
Network-embedded gateway

]
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Not all ZTNA solutions are suited for use in OT environment

Cisco SEA simplifies remote access to NATed industrial devices

P 0t Access using other ZTNA =
Truf';rgrﬁker @ -\7?4

Remote Expert

Centralized
ZTNA Gateway

Remote access
to OT asset

NAT is common
Not all IPs are translated
outside of cells

Centralized ZTNA gateway is too far from OT assets, forcing

users to expose private IPs outside Level-2, negating
resource isolation and increasing attack surface

~

© 2026 Cisco and/or its affiliates. All rights reserved.

Cisco IE switch

with embedded

ZTNA gateway
software

Secure
Equipment

Access broker

Remote access through IT
controlled iDMZ firewall

SEA

Remote access
to OT asset

]
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Single integrated I0Ox App for Cyber Vision and SEA

Configuration

Region

Secure Equipment Access Eurcpe

» As of Cyber Vision 5.3, the SEA Agent
can be integrated in the Cyber Vision
Sensor 0 wins

© Some configuration parameters already exist in the database. Click on the buttol

* The integrated application is deployed on
the network from Cyber Vision Center

« Cyber Vision Center integrates with SEA

cloud for token exchange to authenticate
the SEA Agent

Folders and sensors (1)

ilter 0 Selected More Actions s of: Jun 25, 2025 6:17 PM

« Users log into SEA and the Cyber Vision
Center independently with Single Sign-On

Label Serial Number IP Address rsion Update status Location Health status ~ Processing status Active Discovery Secure Equipment Access

= FOC2417V07Z FOC2417V07Z 192.168.49.136 530 ° Connected Normally processing Enabled Enabled

» Docker deployments are not supported.
S ee d ataSh eet for th e IiSt Of S u p po rt ed L Network Device Name = SEA Agent Installed By SEA Agent Connection Agent Version
platforms

IE-3400-8T25+FOC2417V072Z Cyber Vision © Up 0.85-06210c

]
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https://www.cisco.com/c/en/us/products/collateral/security/cyber-vision/cyber-vision-ds.html

Segmentation




Many industrial networks have not
moved from visibility to protection

2026 Cisco and/or its affiliates. All rights reserved



Challenge Statistics

OT Security Challenges - What Operators Actually Face

Top Security Challenges in Industrial Networks

Vulnerabilities in Legacy Systems 41%

Lack of Malware Prevention Tools _ 40%
Insider Threats 32%

Uncontrolled Vendor Remote Access _ 32%

Segmentation mitigates 5 of 6 challenges:

Contain threats from legacy Vulnerabilities v

No SOC Visibility in OT | [N 27% Prevents Malware spread v/
Limits insider threat movement v/
No Asset Inventory _ 27% _
Restricts vendor access scope v
Source: Cisco 2024 State of Industrial Networking Report Enables SOC Visibility through policy logs

]
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Mythos-class Al will
significantly weaken the
perimeter firewall

 Perimeter breaches will be followed
by high-speed, autonomous lateral
movement within the OT network

 Network segmentation between

operational processes is critical to
limiting the blast radius of attacks

© 2026 Cisco and/or its affiliates. All rights reserved.
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Zones & Conduits

Looks simple on paper, but hard to implement!

]
© 2026 Cisco and/or its affiliates. All rights reserved. cisco




Cisco Cyber Vision
l\ -

gl I+” Segmentation > Switches ¢

IE_L1_BAKING

el Cyber Vision Q search ®

Summary Communications Segmentation rules Simulation Active state

= 88 O 2 recommendations Previous Nex Changes: 2 groups created View de

+ Assets communicating through
the switch are auto-grouped ’ ~| D GOGEDe —_— Baking Interlock
based on networks -

Baking (10.0.50.0/24)

Dough & Batter (10.0.70.0/24) A Editname Discard

& 1M CIP HTTPS SSH in 2/2 CIP HTTPS

Baking Line 1 Baking Interlock

* ML clustering recommends sub-
groups within networks and
groups for network-wide common

services s ’ N @ 100503
» Users can modify system oS o R L
recommended groups -

10.0.50.10 10.0.50.15

10.0.50.40 10.0.50.10 10.0.50.16

]
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Cisco Cyber Vision

Autc

(\ . = o Bl | e Baking <= Baking interlock
IE_L1_BAKING

" Cyber Vision Q search ©)

Communications Segmentation rules Simulation Deny 1switch

2 Edit recommendation
Segmentation rules

+ System recommends rules based
on commu nication between Inter-grouprules ®  Intra-grouprules 9  Common service rules 2 ,c'f’

asset-groups ¢ [ : =gl

Recommendation Asset group Asset group Action IE o
nline Side

® Use rS can fine tune rUIeS as B Update Baking ¢« Baking interlock Allow
needed B New Baking interlock > Cooling Allow

B Update Baking interlock —> Dough & Batter Allow IPv4 Role-based permissions from group 1 to group 2:

ACL_BAKING_TO_INTERLOCK-81
IPv4 Role-based permissions from group 2 to group 1:

Default rule ACL_INTERLOCK_TO_BAKING-82

g Baking
permit dest eq 2222
permit dest eq 443
permit dest eq 22
permit established
deny ip

e ing interlock
permit dest eq 2222
permit tcp dest eq 443
permit tcp dest eq 22
permit tcp dest eq 562
permit tcp established
deny ip

Cancel Discard recommendation

]
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Cisco Cyber Vision
Segm

Poli
Simul

+ Simulation shows the impact of
rules against live traffic

* Helps identify legitimate traffic
being blocked that was missed
during rule creation

* Users can modify segmentation
policy to fix issues identified

© 2026 Cisco and/or its affiliates. All rights reserved.

el Cyber Vision

< Segmentation

IE_L1_BAKING

Communications Segmentation rules Simulation

| n Simulation includes traffic between observed groups across all segmentation-enabled switches, not just IE_L1_BAKING.

Simulation mode summary Active - runs every 24 hours

Lastrun 16 May, 2026 4:31 PM Denied traffic @ 10K Allowed traffic @ 30K

Modbus
Cooling
Baking Line 1
Dough & Batter

North Shipping

South Shipping

Cooling

Baking

Dough & Batter

Baking Line 1

Packing

North Shipping
Raw Ingredients

South Shipping

Q Search

Simulated hits

o

Denied protocols

Action

Denied

Denied

Allowed

Allowed

Protocol

Modbus

CiPp

]
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Summary




Cisco Industrial Security
Security fused into the network to protect OT at scale

Q___R OT Visibility
@ embedded in
O O network equipment
OOC‘
©
S Segmentation
‘:'/ O enforced by
A network equipment

Secure Remote Access

)
Jﬂj?‘D embedded in

network equipment

(0

]
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